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« “CDC is an entity within an organization that offers security services to
manage the cybersecurity risks of its business activities.”
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Figure 1 — Stakeholders and their roles for CDC operation
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Weight Description

Unnecessary Services deemed unnecessary

Basic Minimum services to be implemented

Standard Services that are generally recommended for implementation

Advanced Services required to achieve a higher-level CDC cycle

Optional Services arbitrarily selected according to the expected form of
CDC

¢ HLXI0BOICEWDL DT, MBLY —EXADNFETLH2DOTHNIE, TNIIHBICER. EMNT D



Build (#%28) 7nt X & 137

Phase 2. %+ —
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Type Description

Insourcing Services are provided by a team within the organization. The organization should
specify the team in charge.

Outsourcing | Services are provided by a team outside of the organization. The organization
should specify the outsourcer.

Combination | The organization uses insourcing and outsourcing together. A responsible team
and a contractor should be specified by the organization.

Unassigned Although the organization recognises a service, but there 1s no assignee in the
organization.
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Figure 3 - Phases to build services for CDC
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For insource:

For outsource:

existing operator temporarily

Operation isn’t documented and the existing operator can play role +2 poinfs

Operation 1sn’t working +1 point

Decided not to implement by insourcing N/A

Documented operation is authorized by CISO or other +5 points Content of service and expected output are understood and their +5 points
organizational director who has proper responsibilities ouftputs are as expected

Operation is documented and others can play the role of existing +4 points Content of service and expected output are understood but their +4 points
operator outputs aren’t as expected

Operation 1sn’t documented and others can play the partial role of +3 points Either content of service or expected output isn’t understood +3 points

Both content of service and expected output aren’t understood +2 points
Nether output nor report isn’t reviewed +1 point
N/A

Decided not to implement by outsourcing
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