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Y.3800: Overview on networks supporting quantum key distribution

SCOPE:

* anoverview of QKD technologies;
* network capabilities to support QKD;

* Conceptual structure and basic functions of QKD

networks (QKDN)
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Y.3800: Overview on networks supporting quantum key distribution
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Y.3800 Corrigendum
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1|§IEﬁﬁ 3.2.15 security demarcation boundary: A security boundary to
demarcate guantum key distribution network's responsibility on keys to be
supplied from the user network’s responsibility on keys for use.

1|§IE{§ 3.2.15 security demarcation boundary: A boundary to demarcate one
layer's responsibility on the keys to be supplied from another layer’s
responsibility on the use of keys.
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Y.3801: Functional requirements for quantum key distribution network
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Functional requirements for quantum layer

To generate keys in a QKDN, QKD protocols should meet the
following requirements. (Req_Q.1~Q.7)

Req_Q.1: The QKD protocols are required to be provably
secure and allow IT-secure key establishment.

Req_Q.2: The QKD module is required to implement
functions that are necessary to execute one or more QKD
protocols with a corresponding QKD module connected by a
QKD link.

Req_Q.3: The QKD module is required to be contained
within a defined cryptographic boundary.

Functional requirements for key management layer

To manage keys in a QKDN securely, reliably and efficiently, a KM should
meet the following requirements. (Req_KM.1~KM.11)

Req_KM.1: The KM is recommended to be compatible with various kinds
of QKD modules which implement different protocols.

Req_KM.2: The KM is required to receive keys from a QKD module(s) via
an appropriate interface, and to store them securely when storage is
necessary.

Req_KM.3: The KM is recommended to format keys where necessary for
internal purposes or for key supply or key relay, including combining or
splitting where lengths are not appropriate.

Functional Requirements for QKDN control
layer

To control a QKDN for secure, stable, efficient, and robust
operations and services, a QKDN controller should meet the
following requirements. (Req_C.1~C.7)

Req_C.1: The QKDN controller is required to provide routing
control of key relay if the key relay function is supported by a
QKDN.

Req_C.2: The QKDN controller is recommended to provide
configuration control of QKD modules, QKD links, KMs and
KM links.

Req_C.3: The QKDN controller is recommended to provide
charging policy control.

Functional requirements of QKDN management layer

To support monitoring, and management of a QKDN as a whole, and to
support user network, management, a QKD manager should meet the
following requirements. (Req_M.1~M.11)

Req_M.1: The QKDN manager is required to provide fault management to

support:

* collecting/receiving status information provided by the quantumgkey
management, and control layers;

* analysing the status information collected/received for fault indicators.

Req_M.2: The QKDN manager is recommended to provide fault

management to support:

* root-cause analysis capability;

* diagnosis capability;

* management of failure resolving policies, and interactions with
relevant functional components for healing actions.




Y.3802 Functional architecture of the QKDN
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J Scope
This Recommendation specifies functional architectures of the Quantum Key Distribution (QKD) network. In particular,
the scope of this draft Recommendation includes:
* Functional architecture model

* Functional elements and reference points

* Architectural configurations

* Overall operational procedures
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Y.3803 Key management for QKDN
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1 Scope

This Recommendation describes key management for Quantum Key Distribution (QKD) network which addresses
technical specifications to help the implementation and operation. In particular, the scope of this draft
Recommendation includes:

* Requirements of key management
* Functional elements of key management
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Functional elements and procedure of key management.

* Procedures of key management
* Key formats (key data and meta-data)

c?:;llcl :lc Erpt CE:ﬂiuﬁu:lc - User network
: management layer
1A [70|wO |0 ?

| Meta-data___| Description | M/O

(1) QKD-key

QKD-key ID
| Keysize |
QKD device ID

Generation
time stamp

KMA-key ID

time stamp
QKD device ID

Matching QKD
device ID

Meta-data information

ID of the QKD-key.

Key size of the QKD-key

ID of the QKD device (Alice or Bob) that generates the QKD-key
Time stamp of QKD-key generation at the pair of QKD devices

Hash value of the QKD-key data. (There are several options for hash
function, which should be discussed in other Recommendations.)

ID of the KMA-key, which should be the same for the pair of keys for
Alice and Bob, and unique in a QKD network. A part of the bits of the
hash value generated from the names of the pair of QKD devices is
often used for this ID.

Key size of the KMA-key

Index to specify whether encrypting key or decrypting key

ID of the KMA that stores the KMA-key

Time stamp of the KMA-key generation at the KMA

ID to identify the QKD device which generates the KMA-key data

ID to identify the matching QKD device which constitutes the pair of
Alice and Bob

O: Optional, M: Mandatory

oL L

<

M

O < oL

(@)



Y.3804 Control and management for QKDN
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1 Scope

This Recommendation is to specify the control, management, and orchestration for Quantum Key Distribution network.
This recommendation covers:

. Functional architecture of QKDN control, management, and orchestration
. Management information model for QKDN
. Reference points of QKDN control, management, and orchestration
. Procedures of QKDN control, management, and orchestration
. Appendix: Informative procedures of QKDN control, management, and orchestration
KM QKDN controller

Cryptographic Application (APP)

KM control and Session Routing Configuration
management Control Control Control
QKDN controller
i] | FeAPS fnctions® | !
i, vl 1l (1) Ask the key relay route
v || 1] conmollyer | : >
/ management
- 3) Ask the ke 1 t
iSession (3) Ask the key relay route
k2 Key Manager (KM) ; || - exist? no
% KSA KM control an w | ' - £ : 3 u:.’;‘a[:}:.':im i; yes (4)Ask the configuration information
e H e Mk i N F
1 Kxel : || - = L .
-\e-l R\I\‘ Key relay | ‘ Key storage ‘ | Key life cycle management ‘ ‘ i i £ ‘(S)Cnnflguratlon informatipn
R ee—————————————— N R—— |- Cop: é
[ B Bt S g (6)Evaluate the
/" Quantum layer % Opti.mal Route
QKD module i g
F—{  Key disillation QKD-Key Supply o ‘ 3 : } (7)Route information
management | | ; _ (8)Route infofmation
Figure 1. Functional components and reference points Figure 15. Key relay procedure

relevant to QKDN control and management



