ICTE SR REME =S — FU]lTSU

shaping tomo with you

F— B LU T OEICEIT S EE(LEF
(ITU-T FG-DPM, SG20)

2020%1AH29H
= DERISH

R&alll-sSl




Al

o)
FUJITSU

Copyright 2020 FUJITSU LIMITED



ESEEBEFIYESD [7—4

tt‘
719 Li: ]

W/ FUER] rujitsu

*57—<

Big Data RA, TF1US 1 BFEHZ &i&Projects 1SO/
Vision/ SDGs <DHA RSAKRE ETH TC268
7 \
Social Llc,sues/ Laws/ jEsE \
Regulations/Governance IEC/
SyC ISO/
JTC1/
Social Implementation <.:% O ITU-T on TC268
=2l A | s62, WGIL | omart | /sc1
Data Trading & Leverage | i Cities
. I S IEE
Sharing, Mashup, Al | SA I\ = soEEE
NIST ] XBRL T lﬁlil E.i 1
Data Governance Internati DI ey
(Data Life—cycle management) | Gs1 | onal | | W3C :  IBDGMM- \ sc32 ISO
JSON } ouG & Governan Dat 8000
Data Catalog — F L o | -LD- : ce and I anaSe?nent e
: ik [ WG | paa i |managem and ISO,IECH 255l
Meta Data 7% SNIEMC DX Governaj ent- interchange Meta data
. TWHD WG- nce? =
Quality spsoo || A ||'S DOV 2 [repe-T0 1S(25012
eI | M —
Authentication, Access Lrtbri E o : ;:g:?]zzi JTC1/ /
= I:Iﬁﬁ'—
Control, Security, Privacy IR8200 ng- SC38 TmERE
~2=r H - Cloud S uaRE F
10TYATh j — ETSI ITU-T B Computing Q
Platform (RA, API,---) \RA_ clto - G20, Jf [ o
| W3C - ODnatBa:? CIM |§FG-DP Platforms
Cloud/Fog/Edge Computi — a |Wor
ou Og ge omputin Broke A n NGSI JTC1/
Blockchain T ? web | omc EA -LD WG11
L | api y JTCcy
SC41
M
Network loT anq
elated things
. NGSI-LD b
IoT Devices AP| e
MR  BE/ES aVy) =7 A FToa—I)L

2

Copyright 2020 FUJITSU LIMITED



ITU-TO%HI(SG20,. FG-DPM) FUjiTSu

BRI ERE LR (WTSA) BIBERELR(TSB)
BEDHRICOVT, BEECDOBFEEE% X
- ITUR B DEIE - AR EDB#ENS B < SIREED TEE)

FG
(Focus Group) Activity)
EEES=PN QITANE T BRI
"“(Tsiiﬁ 6RGs | (DLT 2019/8# T)»MA1E | AHF
(DFC 2019/6§& T )7 >5iBH

SG2(U—EXREE ARGs
SG3(Kl&, =5T/RAl) 5RGS
S B S Ml- 4RGs | AEESEIEAI
SGY(T —J )UGIX)
sGc11(ZO kL) 2RGS

MREZER >
== SGLR(F—EXME 1RG | wimy®m msktytI—y

(Study Group) —
SG13(1FK4H) 2RGs | ML5G. NET-2030 IMT2020

SG15({mixiE)
" AL EEm NI FAT (7 1 EEr T 1EA]
SG16(RILF AT+ PREEAL) Al4H. VM. AI4AD MMeS

SG17(t+a1VUF ) 2RGs [7~2019/74& T COP. |dM
SG20(1o0T, AN — ;27 o ) ilARIeS |IDPi:-;h T - EH loT and SC&C

3 Copyright 2020 FUJITSU LIMITED



o0
FUJITSU

ITU-T FG-DPM

4 Copyright 2020 FUJITSU LIMITED



FG-DPM#IE FUJTSU

H FG-DPM¢&(S
Focus Group on Data Processing and Management to support
IoT and Smart Cities & Communities
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£H s I > DO0.1TS - Vocabulary
ﬁﬂl:l 0) Eg . )( j F n v D0.2 TR — Methodology
WGT
l_zb-_z D1.1 TS — Use cases & Requirements

D2.1 - DPM Framework
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. D3.2TS - SensorThings API D3.3 TS - Data Interoperability Framework 7—_'_9 I
D3.5 TR — Blockchain for DPM (Overview)
| T — hd — & = e D3.6 TS — Blockchain Data exchange & sharing I o |
I g;tﬁ“ 4/9 T 78 JT4 D3.7 TS - Blockchain Data management :/‘ I
D3.8 TS — Blockchain Identify framework
|
|
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B GDPR(General Data Protection Regulation)
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Source

[IEC Guide120:2018] Security aspects — Guidelines for their inclusion in publications

[ISO 16091] Space systems — Integrated logistic support

[ISO 29100] Information technology—Security techniques—privacy framework

[ISO 31000] Risk management

[ISO/IEC 20547-3] Big data Reference Architecture

[ISO/IEC 27000] Information security management systems — Overview and vocabulary

[ISO/IEC 27001] Information security management

[ISO/IEC 27002] Code of practice for information security controls

[ISO/IEC 27005] Information Security Risk Management

[ISO/IEC 27552] Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management — Requirements and guidelines

[ISO/IEC 29100] Privacy framework

[ISO/IEC 30141] IoT Reference Architecture

[ISO/IEC 30145-1] Smart City ICT Reference Framework: Smart City Business

[ISO/IEC 30182: 2017] Smart city concept model — Guidance for establishing a model for data interoperability

[ISO/IEC AWI 30145—-1] Information technology —— Smart City ICT reference framework

[ISO/Guide 73:2009] Risk management — Vocabulary

[ISO/IEC/IEEE 15288] Systems and software engineering — System life cycle processes

[ISO/IEC PRF TR 27550] Privacy engineering for system life cycle processes

[ITU directory] Integrated Database ITU Terms and Definitions

[ITU-R M.1224] Vocabulary of terms for International Mobile Telecommunications (IMT)

[ITU-T X.1040 (10/2017)] Security reference architecture for lifecycle management of e—~commerce business data

[ITU-T X.1601 (10/2015)] Security framework for cloud computing
https://www.itu.int/dms_pub/itu—t/opb/fg/T-FG-DPM-2019-4.1-PDF-E.pdf
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Data Quality

Data Quality
Classification

Intrinsic | Contextual Representational Accessibility

*  Value Added
+  Believability *  Relevancy +  Interpretability
*  Accuracy +  Timeliness *  Ease of understanding *  Accessibility
*+  Objectivity +  Completeness +  Representational consistency *  Security Access
+  Reputation *+  Appropriate amount of data *  Concise representation

e
!

Data Quality
metrics

https://www.itu.int/dms pub/itu—t/opb/fg/T-FG-DPM-2019-4.4-PDF-E .pdf
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ITU-TY Suppl. 57051 N FUJITSU
m514 M

Implementation Guidelines to Recommendation ITU-T Y.4409

ZZ% : ITU-T Y.4409
Y—EXT5YbIA-LDT—FTIFvENE (201551 F%ER)

- Requirements and architecture for home energy management
system and home network services.
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Testbeds Federation and Interoperability for Smart Cities &
Communities”
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B ZBHETIVSHIBUIT NA ADIEEICONT

Applications

Home energy
management

Home
security

Healthcare

Management
applications

L/ Application

interface

4 WAN :
N———

' Management

Management PF

Application interface

Applications
management

Virtual
device

HTTP
processing

N——

Resource
management

f. Command 3
N—
4 WAN >
N——/

HGW

Application
for disconnect

Data format
conversion

HTTP/IP
conversion

' Management

Resource info,

collector

. Command J
N——
4 IP HN b
| —

¢ Management

Device

Device
object

IP packet
processing

N—

Managed
agent

¥.2070(15)_F9-1

o)
FUJITSU

Clause 6.2 and 7.1
Information models

Clause6.3and 7.2
Communications Protocols

Clause 6.4 and 7.3
Management

Figure 6-2 — This supplement’s clause structure based on functional architecture for HN
services.
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B ECHONET Lite / WoT / NGSI O#iEsiBAE ERXEXE DT~

mfl . WoTICEHIdecaNE

Figure 7-4 shows an example of the WoT Consumer-Thing interaction. Application of Consumer
(e.g., smart phone) can handle the physical device (e.g., air conditioner) by operating its properties.
To bring the physical device into this WoT framework, a virtual device is created as TD. TD has
properties and their values. In this example, properties of the air conditioner are Status, Mode, and
Temperature. The commands transmitted between the application and the device provide control
methods for the applications to the device such as "READ" to get its status, "WRITE" to specify its
properties and/or set the value and "NOTIFY" to request notification about its status and the events
that have occurred in the device. [b-W3C WoT Arch] contains the concrete implementation method..

+

Physical device
(e.g. Air conditioner)

Application of Consumer Virtual device

(e.g. Smart Phone)

Value
ON
Mode Cooling

Property

Temp. 28 degree

Figure 7-4 — Example of WoT Consumer-Thing interaction.
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B ECHONET Lite OZEZEDHOR—LARYNI—ID@EETOMIIL
AN

» TTC TR-1043, Implementation guidelines of Home network communication
interface #=M3

m UDP/IPv4. UDP/IPv6. TCP/IPv4., TCP/IPv6. IEEE 802.3 family
(Ethernet). IEEE 802.11 family (Wi-Fi). IEEE 802.15.1 family
(Bluetooth) TOJONIILAAV) % ED &

m5| . IEEE 802.11 family (Wi-Fi) TOJORIILASYY

Table 7-6 — Protocol stack with IEEE 802.11 family (Wi-Fi)-

OSI model layer- Protocol type-
Session to Application- ECHONET Lite-
Transport- al. UDP- a2. TCP. bl. UDP- b2.TCP-
Network- a. IPv4. b. IPv6-
Data link- IEEE 802.11 family-
Physical- IEEE 802.11 family-
Media- Radio wave (2.4GHz band, 5GHz band)-
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B HTIPICLBh— ARy RND—-DDER

> ITU-T G.9973, Protocol for identifying home network topology ZZ&H88
> TTC 1J-300.00, Home-network Topology Identifying Protocol (HTIP) ZZ=8&

B HTIPOEIZZRAAL. ERXZFELT TTC 13-300.00 Zi27w

AGW Nework a [P terminal R
o — equipment P
¢ Local manager > o (Local L3 agent
(Local L2 agent > (Local L3 agent > (Local L2 agent > \ 7
— — 4 IP terminal A
C Local L2 ag?;c;u»"
8 = .

Transmission of device information from local L3 agent

Transmission of device and MAC forwarding table information from local L2 agent

< : >

G.9973(17)_F8-1

Figure 7-5 — Protocol for identifying HN topology-
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Figure 8-1 — Functional architecture for connecting devices with corresponding information
model to WoT-
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BR—LARYNI—DP—ERT7—FF7I9Fv (”6-1) EIoTORYRNT—ID
HAET)D QTU-T Y.4113. HI-1) ORZBRZIEERU. R—LRYRD
—OMoTIV7XY NI —ID—DTHBEZRT

> ITU-T Y.4409 BLUASIEZN, IoTIU7RYNI—IREEATE3 %
~9 B

HEMS Management i . .
application PF HGW «4—» Device

Outside the home (Internet) E Inside the home (HN)
' Y 2070(15)_F6-3

Figure 6-1 — HEMS based on HN service architecture.
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Device H server
i 1 1 | :
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Y.4113(16)_FD1

Figure I-1 — Basic model of the network for the IoT.

40 Copyright 2020 FUJITSU LIMITED



(e®)
FUJITSU

SG20DAI-JRBEUERDFH
(Work programme ZE&IR51ERE)

Copyright 2020 FUJITSU LIMITED



7 RO =T 1 O%:R FUjiTsu

m i1

v' Fabio Bigilk (SG08iER. 7)) OF17(CLd WTSA-16 Resolution 2
Annex B (D REBIAFESHATO work programme EDi&sT%5EhE

v BRICESRMOEIERZEH. 7w IJI—T 1 OBRIEREECEIREEN
 ERSETEREM (12/4)

m SR

v BUF® work programme E%ZHRE (RR—J(CHK)

ITU T Study Group 20 will work on the following items:

e 1 frameworks and roadmaps for the harmonized and coordinated
development of Internet of things (IoT), including machine-to-machine
(M2M) communications, ubiquitous sensor networks and smart sustainable
cities, in ITU T and in close cooperation with the ITU Radiocommunication
Sector (ITU R) and ITU Telecommunication Development (ITU D) study
groups and other regional and international standards organizations and

industry forums; -~
BiTeERRBL
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RITLDED IR
2 requirements and capabilities for IoT and smart cities and
communities (SC&C);

3 definitions and terminology for IoT and SC&C;

4  Technical impact of hew technologies [(for example, edge
computing, Al, blockchain, digital twin, etc)] on IoT and SC&(;

5 IoT and SC&C network infrastructure, connectivity and devices,
and smart services and applications, including architectures,
architecture frameworks and requirements for IoT and SC&C;

6 Evaluation, assessment as well as service analysis and
infrastructure for SC&C regarding the use of new technologies on the
smartness of cities;

7 guidelines, methodologies and best practices related to standards to
help cities, communities, rural areas and villages deliver services using
new technologies.

8 identification of aspects of IoT in collaboration as per the mandate of
each study group;

9 protocols and interfaces for IoT and SC&C systems, services and
application levels ;
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e 10 Platforms for IoT and SC&C RTEQE=TIARED
e 11 interoperability of IoT and SC&C systems, services and applications ;

e 13 security, privacy and trustworthiness of IoT and SC&C systems,
services and applications;

e 14 database maintenance of existing and planned IoT and SC&C
standards;

e 15 big data aspects of IoT and SC&C;
e 16 e services and smart services for SC&C;

e 17 1IoT and SC&C data processing and management, including data
analytics, and AI-enabled applications.

e 20 quality of service (QoS) and end-to-end performance for IoT and
SC&C in collaboration with SG12, as per mandate of each study group.
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m i
v Okan GerayEK (UAE) OF17(CLBREAMAFTREEATDSG2048RZ1R5T T D

JeHDIRET R A DEEIR 7 SRt

AR

Architecture, platforms, requirements and capabilities, definitions and
terminology (common topics)

Guidelines, methodologies, best practices and (deliverables)
Network infrastructure, connectivity and devices,
Services, use cases, e services and smart services, verticals

IoT and SC&C data processing and management, including data
analytics, and Al-enabled applications.

Interoperability including interfaces and protocols
Security, privacy and trustworthiness, identification
Evaluation and assessment

New technologies for supporting IoT and SC&C
Quality of service, quality of experience
[Orchestration and automation]
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B Smart sustainable cities maturity model

v PEFETHREINLEIS.

v 1EFFIN2018F12HSETI T M AAPICEWVWTIXY M AN, X IEiE
HMEGELVED. S2E® Opening Plenary (CTEERSNT.

v 8BNS, B S REIETERLTLS “Smart Sustainable Cities
Maturity Model” h'. SCRCOKPIELU TEREN B LTI TBRIA M

fER. [ftdMaturity level EEZRBWVWTELLEDNOteHY.4904(SESE SN
ZEMBERUI,

(ZE53)

HANFEEL TREUL Maturity Model #' ISO 37153 EUTEIBRMEAE LS
ncug,
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B Use cases of smart cities and communities
v' Smart Cities and Communities (SC&C) (CRAI21—-AT—AXE,

v NECEDXEDehhrigZRE . OKICKDFInfrastructure Monitoring IO1—XT—
AMEZREZIN., I7/N7IUEIED L TER.

v FEEmED, E1@. NEC. OKINSDI1—RT — R ZUMHFDIL-AT—R%ZE&ED

SEalllaidnk,

> &8 : [River water-level measurement system using
smartphones and AR

NEC : [Pedestrian monitoring for decisive disaster response]
NEC : [E-voucher for farmer assistance
NEC : [Citizen identification system using biometric|

KI : [Infrastructure Monitoring]

YV V VYV VY
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m Digital entity architecture framework for IoT
interoperability

v YOSTSEVEETRESINENIS. T/ O#BIMITHBADOA (Digital
Object Architecture) (CBEsE,

v 1ERFID2018F12ASETI T M AAPICBWVWTHFS. RE., KEFFK
sEEZFUOCL OIS Mt EN, WiSEsmIMRGGRVED, SEE0ER
Additional Review [CMFBN., &AsBSNnfc (1/12)
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