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2005~2014 : 6LOWPAN (IPv6 over Low power WPAN) WG
2013~ : 6lo (IPv6 over Networks of Resource-constrained Nodes ) WG
2013~ : 6TiSCH (IPv6 over the TSCH mode of IEEE 802.15.4e) WG
+ etc..
- BLAYToBEE
2010~ : CoRE (Constrained RESTful Environments ) WG
etc..
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2014~ : ACE (Authentication and Authorization for Constrained Environments) WG

*oete. H—ERDARL—L 3V EHRATEL
. SIS M DE SHRIZHE SN TE S

— 2017~ : SUIT ( Software Updates for Internet of Things) WG
— 2019~7? : RATS ( Remote ATtestation ProcedureS ) WG
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/ Manifest / / Manifest /

/ Firmware / / Firmware /
Firmware
Server

End-to-End Security
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CBOR

RFC 7049 Concise Binary Object Representation
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« RFC 8152 CBOR Object Signing and Encryption
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l Signed l Signed
Trust - -
PrOViSioning / Manifest / Manifest ZP

Authority / Firmware / / Firmware /
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(TPA) Firmware Author
— Server
rus
/ Anchors /
Public Key
of the Author . _
E Management Status

Bootloader Tracker
Device
Network Operator Device Operator

{88 . [A Firmware Update Architecture for Internet of Things Devices| https://tools.ietf.org/html/draft-ietf-suit-architecture-01
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188 . [IETF Hackathon: Software Updates for IoT (SUIT)] https://datatracker.ietf.org/meeting/103/materials/slides-103-suit-hackathon-report-00
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%1 CDDL : Concise Data Definition Language
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/ manifest / 2 : {
/ manifestVersion/ 1:1,
/ sequence /2 :1,
/pay|oad5 /5:[{ #ID (kid) dDiEhl
/ payloadComponent /1 :[h'30'],
/ payloadSize / 2 : 37,
/ payloadDigest /3 : [
/ protected / "a1011829",
/ unprotected / {},
/ payload / null,
/ tag / h‘8caf9283 (k&) be8d8d67"'
]

1]
}

Hi#8 ;. [A CBOR-based Firmware Manifest Serialisation Format]  https://tools.ietf.org/html/draft-moran-suit-manifest-03
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Yayy!! Software Updates for 1oT (SUIT) was the winner at the #|lETFHackathon #IETF103

188 . [IETF Hackathon: Software Updates for IoT (SUIT)] https://datatracker.ietf.org/meeting/103/materials/slides-103-suit-hackathon-report-00



F EHESEDEE)




SUl T&EHackathon &8

o IoTHéZRDET R T 7 — AT 7EHIE. TF1 VT ORI
FER(CATI R
- HIEDHm BN EF CE=NIE. iR IoTH SN EHIRERTE %

« HackathonT(3thDESMNE EHH LT, BRE(CITAL
- RFaAD REFATEDHSRVWENDH D TEL
- BRI zIEET S (C—EDihE
- I-DY°RFCOEES EDRINDZBDICENTES
- STERIBTCTOI-DORES. BREBERESHBTELE

o HRAIPOEMENEE D Cidem U CH Ureidl. HHEER v g/ il
— FE(FAmRE
- ER#mEE. MOBERSDD IS IR
- BARBOFHRENGEEAEFIELRM DI



I[ETF T Do TRIEFMT

- RT3 (loTHZRMITOBET DO ML)
— L3LAFODEL Y7

2005~2014 : 6LoWPAN (IPv6 over Low power WPAN) WG
2013~ : 6lo (IPv6 over Networks of Resource-constrained Nodes ) WG

2013~ : 6TiSCH (IPv6 over the TSCH mode of

e &Y —ERITELAD
- BLATTOEE i
2010~ : CoRE (Constrained RESTful Environ El—jJ%’fanﬁi'FE?ﬁHj’C(%) (li?ﬁ)
« etc..
U
o fED(oTSE TORARE) ZORICIYBEENENESIS
2014~ : ACE (Authenticatio

etc.

. BIEY3

BHICAVTINT DD —FF AL,
BRIZE.EEFTTD

— 2017~ : SUIT ( Software Updates for Internet of Things)
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