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e Topics of Interest

o Automated network management < Security & privacy I3

The Internet of Things

O
o New transport technology
O

Security & privacy

e Active IETF Working Groups

Topics of Interest D 1 D

“Trust by users in security and privacy on the
Internet is a critical part of its success.”

BeffTRiE
ART: Application and Real-Time Area

GEN: General Area
INT: Internet Area

=N

=
>

\=)

OPS: Operations and Management Area
RTG: Routing Area

SEC: Security Area

TSV: Transport Area

WIT: Web and Internet Transport
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HPKE (RFC9180: Hybrid Public Key Encryption)
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7
<¢—— Request /// | blind. blindedElement = Blind(input)
— TokenChallenge —P» / .
TPl Hikesiiion: <5 / blindedElement .
TokenRequest ———» | evaluatedElement, proof = BlindEvaluate(skS. pkS, blindedElement)

< ¢—— TokenResponse
<4— Request+Token i . - evaluatedElement, proof

output = Finalize(input, blind. evaludatedElement. blindedElementproof) |

Figure 1: Privacy pass redemption and issuance protocol interaction N
Server
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Key Consistency and Discovery

e Key Consistency: OHAID 5 PrivacyPassiC# S 1 7-55%E
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Privacy Preserving Measurement (PPM) WG

o TIANY—ZFELDDXMIIXNE - &ENTBIcHOTORINZHRDS

UFo22507083)L
o  VDAF: Verifiable Distributed Aggregation Functions <= Z#.l& CFRG D{EE 71 7 L
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PPM WG - Divvi Up https://divviup.org

e Let’sEncrypt (¥l - BEIODVEERAZH LW LY —E X)Z &= L TULV3 ISRG (Internet Security
Research Group) B'PPMH—E X "Diwvi Up”® O — > F #fgH
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Divvi Up Blog  Aboutv  Why  Contact Get Involved e libprio-rs
Implements Prio3 and Poplar1 VDAF families and VDAF abstraction
ISRG celebrates 10 years of helping build a brighter Internet — . VDAF-06 in prio-0.13.x
We'd (still) love to see more implementations — Go would be great
e Daphne

Helper implementation targeting Cloudflare Workers

Moving to DAP-05 soon
e Janus
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Divvi Up: A e diwiup-ts

Typescript Client implementation
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respecting (] | e Firefox — :
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JSON Object Signing and Encryption (JOSE) WG
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JSON Object Signing and Encryption (JOSE) WG
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COSE (CBOR Object Signing and Encryption) WG
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