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[ITU-T Q.3952] Recommendation ITU-T Q.3952, Architecture and Facilities of Model Network for 10T Testing.
[ITU-T Y.4000/Y.2060] Recommendation ITU-T Y.2060, Overview of Internet of Things.

[ITU-T Y.4050/Y.2069] Recommendation ITU-T Y.2069, Terms and definitions for the Internet of Things.
[ITU-T Y.4500.15/Q.3955] Recommendation ITU-T Y.4500.15/Q.3955, oneM2M — Testing framework.

[ITU-T X.800] Recommendation ITU-T X.800, Security architecture for Open Systems Interconnection for CCITT

applications.
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3.1.4 Denial of Service (DOS) [ITU-T X.800]
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6LOWPAN IPv6 over Low power Wireless Personal Area Networks
ACK Acknowledgment
ADC Analog to Digital Converters
AP Access Point
ARB Avrbitrary Waveform Generators
BER Bit Error Rate
CDF Cumulative Distribution Function
CIR Committed Information Rate
CoAP Constrained Application Protocol
CRC Cyclic Redundancy Check
DDoS Distributed Denial of Service
DTE Data Terminal Equipment
DUT Device Under Test
EDGE Enhanced Data Rates for Global System for Mobile Communications (GSM) Evolution
EIR Excess Information Rate
FAN Field Area Network
FCC Federal Communications Commission
FIN Finish
GPRS General Packet Radio Service
GW Gateway
HTTP Hypertext Transfer Protocol
HTTPS  Hypertext Transfer Protocol Secure
IANA Internet Assigned Numbers Authority

ICMP Internet Control Message Protocol
ID Identifier

loT Internet of Things

IP Internet Protocol

IS Identification System

ISM Industrial Scientific and Medical

JSON JavaScript Object Notation

LE Low Energy

LPWAN Low Power Wireless Access Network
LTE Long Term Evolution

LTE-A  LTE-Advanced

M2M Machine-to-Machine

MAC Medium Access Control

MAN Metropolitan Area Network

MQTT  Message Queue Telemetry Transport
NB-loT  Narrow Band Internet of Things
OBW Occupied Bandwidth
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RF
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RST
RTMP
RTSP
RTT
Rx
SDC
SDO
SFD
SLA
SQL
SSID
SYN
TCP
TIA
UART
UDP
VBW
WAN
WLAN
WEP
WPA
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Operating System

Personal Area Network

Packet Error Rate

Qualified Equipment

Quality of Experience

Quality of Services

Resolution Bandwidth

Maximum Radiated Power for highest channel frequency
Maximum Radiated Power for lowest channel frequency
Radio Frequency

Received Signal Strength Indicator

Reset

Real Time Messaging Protocol

Real Time Streaming Protocol

Round Trip Time

Receiver

Smart Device Communications

Standards Developing Organization

Start of Frame Delimiter

Service Level Agreement

Structured Query Language

Service Set Identifier

Synchronization

Transmission Control Protocol
Telecommunications Industry Association
Universal Asynchronous Receiver/Transmitter
User Datagram Protocol

Video Bandwidth

Wide Area Network

Wireless Local Area Network

Wired Equivalent Privacy

Wi-Fi Protected Access
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Different Wireless
interfaces

loT Application
Server

. Different wired
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Test object #3
| |

T’csl object #
|

Figure. 7.3-1 IoT Bt T3/ RHEBR
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Different Wireless

loT-Farm interfaces
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#2 Gateway

loT device
: )
Different wired

loT device | |
e 7
interfaces
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| | 11 | |
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Inter/nta =  ——————— e —————————

|
network 1| Base station Pl Q Device A |
VI,

Testing server N I (access point) end node) !
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T
Classify
target network

|
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+ Send probe signal to measure RTT
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Time
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(b) Round-robin manner

v
Round1 [ [ [ [ [ Jeeeo[ [ [ | _
Time
Round2 [ [ [ [ | Jeee[ [ [ | _
Time
¥
Round3 [ [ [ [ [ Jeee[ | [ |
Time
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[oT TNRARET TV r—varORBIT, TRONEBRICEMET 2RETIThNLIRETH D, Exv
NI =2 2T HIET, IoT TRARET TV =2 a v ObbWAHEORBREITH) Z LN ARETH
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8.1.2 EFNLFRY bI—VIZH T 55
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8.1-1 [T FNRARRUYTZ TV 75— a VEBRO-HDETILRY FI—I OB [ITU-T Q. 3952]

ETNFy NI =T IIEB R Y NI =7 L5 Ay hU—T 200X TR B, HlFy hT—2 &
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%
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8.2 IDEREELRT L
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A, EARE, FEEHICL o TRESET D, BHERY MU —7 OWFFEL VTR LT L, fF@Er -~
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%o REEEIZHEASWTHRBRIIGT NA R & 7 V— L, #7e/r y MRk L — TR v Rk
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RO DEHFOR— b AF v U NFIATRETH 5, ToT T, £ OHFA, TCP | UDP D kT v AR— 1@
Ta hanvERAT 570, TCP, UPD AR — MO E T 570D AX v EITT 5,

TCP A — b A% ¥ VETITEROFTENR S D, bR BEGICFATRRRFIEIL, FAEAX v T 31
ABMBRAENTNDAN L =T 4 VTV AT LDy NI —VHREAES 2L Th D, ([HFEAF v TN
A ANFTERANCAR— P AT D2V IRLETL, Xy FU—27 ) = R TH=T R — 2ot %, 4
W LTeT AL R =T VR R =R oD et ToL, AV —F 4 7T A7 A, SIN, SIN-
ACK, ACK %V 7= three—way handshake T2 3 AT v FOMEN. FINEE Fhi L., £ OB F) A ATHEZ R
R—FEMER L, TOERKR— e /n—2F 5, —EOQT T B XA TE HEAF Y T ADRRD
A= IO DOR— M LWFNT AR ¥ 21T T & T, FrEREEZHIT 2 2 LN TE D,

UDP R—hDAF ¥ N, ala=lr—Tartyia m OBERR DT DT 3 ADKR— DT —
2 NRENFET DEFED RN, AX Y UEITICELVEZOFME A NEETD, LrLIEEAEDZ
Ra=b—vary /) —RTE I A vEe—VDEMIZEY 7 a—X L7z UDP R— b ~DFANT v MG
BT BRIy NT—7 K= MIFIARATH D Z ENN0 5, £lo, 2O A v —VIZIGE M 72O REE UDP
A= "B =T THDLIENnND, ZOFEFT —FEEORIED RN 2D, 1 AR— Mk L THEED
FREEETHLEND D,

ToT %<, ARDO LD RFFEDFR Y N —IR— e 5T HREDT —Ximk 7w b2 V&R
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TRRS HITP ~ v Z Dz R
HITP/1. 1 200 OK;
Date: Wed, 26 Jan 2016 11:06:42 GWT,
Server: Linux/2 x UPnP/1. 0 Avtech/1. 0,
Connection: close;
Last-Modified: Wed, 08 Jan 2014 09-36:39 GHT.
Content-Type. text/html.
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- Linux/2.x = TAAL ARERT 24XV —T 4 VTV AT ADAT
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TV Faxz—EEAT,

—t =% A7 (ITU-T Y. 4050 / Y.2069) ;

—RELAT (T Faxz—F L=l |

—<NVTF AT 4 TIHEREGE T D120DOF 30 A (ITU-T Y. 4050 / Y.2069) ;
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Z IoT testing device Testing
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Internet of Things Wiieh A
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device under testing Point Router / IP Gateway
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Annex A
Testing specifications

(This annex forms an integral part of this Recommendation.)

There is reference information about types of testing which include CIR test, EIR, Test of Traffic Policing. Some of
references are based on example networks, such as BLE, ZigBee, Thread. Also, there are compulsory types of functional
testing, objectives and conditions of their conduction, schemes of connection (configuration of stand), and the
requirements for the report for each of the given tests. There are also examples of tables and formulas for calculations,

which should also be presented in the report on the relevant type of testing.

Ethernet testing (standards 10Base-T, 100Base-T, 1000Base-T, 10GBase-T)

Table A.1
Test number NeQ1
Test name The network configuration testing
Testing Layer Network
Type of Test Functionality
Status Optional
Test goal The services testing on the SLA conformity
Configuration
QE
IN IN
DUT — ROUTER — DUT
Testing procedure 1. Test CIR;
2. TestEIR;
3. Test Traffic Policing.
*The time for each test is not more than 60s
Expected results SLA conformity
Test device

loT device with Ethernet interface.

Test CIR

Test CIR is the test for definition of guaranteed capacity. Test can be conducted for load 25 %, 50%, 75%, 100% of
guaranteed capacity. The schedule of the CIR test is shown on the Figure. A.1.
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Capacity A

CIR
0.75=CIR
0.5:CIR

0.25xCIR

Test CIR,

Step 1

Step 2 Step 3 Step 4

Steps

Figure A. 1 — The schedule of the CIR test

Test EIR

Test EIR is the test for verification that the capacity to each service will not more than permissible value when the load

value is the CIR+EIR. This test is conducted in the conditions from guaranteed capacity CIR up to maximum of the non-

guaranteed capacity EIR (Best Effort conditions). The schedule of the EIR test is shown on the Figure. A.2.

Capacity g

CRL — = = = = = =
CR(1-FLR) = = = = = = = =

, Tazs ER

hep 1

s LA Tesl IR Test AR Test iR
Shep 2 Seni sepd

=
Steps

Figure A. 2 — The schedule of the EIR test

Test of Traffic Policing

Tecr of Traffic Policing is conducted for verification that the network will limited the capacity to separate service if the

real traffic of this service will be more than authorized traffic.

Report of Testing

The guaranteed and non-guaranteed capacity which were observed during testing should be marked in the report.

IEEE 802.11 (WLAN) standard testing
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Table A.2

Test number

Ne(2

Test name

The complex test of WLAN with using precision measuring equipment which
allows simulation of the real network performance simulation.

Testing Layer

Network

Type of Test Functionality
Status Mandatory
Test goal The definition of the value of the main WLAN networks parameters (SSID,

RSSI, frequency, encryption type, BER, PER, channel utilization and so on.)

Configuration

1) QE
2* | QE

* Simulating a real WiFi network

Test procedure

1. Set up measuring equipment in accordance with its technical terms and
conditions.

2. Detect the WLANS which should be testing.
3. Define the values of the main parameters.

*The measurement equipment can allow simulate the wireless channel with
different errors.

Expected results

The set of WLAN parameter values.

Test device

10T devices with WLAN interfaces, WLAN AP.

Testing procedure

The following metrics should be tested:

. mobility;

. interoperability with WLAN equipment;

. the main parameters that estimate the WLAN throughout and QoS and QOoE;
. scalability.

At first, the tests should be made for main parameters without traffic. The load testing should be made on the next step

when the real networks conditions will be simulated.

The precision measuring equipment, such as oscilloscope and spectrum analyzer, can be used for testing.

Report

The report about testing performed in the table which includes the following parameters:

—  WLAN network identifier (SSID);
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— the received signal strength (RSSI);

— frequency;

— encryption type (WEP, WPA, WPA2);

— BER (permissible value 10 for WLAN) [19];

— PER (permissible value 10-? for WLAN) [19];

channel utilization (in %).

*The table can be extended if testing scenario requests to add some special parameters.

IEEE 802.15.1 (Bluetooth, Bluetooth LE) standards testing

Table A.3

Test number

Ne03

Test name

BER definition

Testing Layer

Network

Type of tests Functionality
Status Mandatory
Tests goal BER definition on the IEEE 802.15.1 standard base

Configuration

DUT

Bluetooth device

QE

Testing procedure

1. Connect QE and Bluetooth device;
2. Generate the pseudo-random bit sequence at the Bluetooth device;
3. Define the value of BER.

Expected results

Value of BER

Test device

IoT device with Bluetooth interface.

Report

The testing results should be reported in the table.

Table A.4

Ne Number of the bit BER Check sum (CRC) Time
which were send
1
2
n

JT—Q406 2



IEEE 802.15.4 (ZigBee, 6LoWPAN) standard testing

Table A.5

Test number

Ne(4

Test name

PER definition

Testing Layer

Network

Type of Tests Functionality
Status Mandatory
Tests goal PER definition on the base of standard IEEE 802.15.4

Configuration

QE
ZigBee GW

DUT

ZigBee End Point

Testing procedure

1. Connect GW and ZigBee End Point;
2. Generate at ZigBee-device specified number of packets;

3. Define PER.

Expected results

PER values

Test device

IoT device with ZigBee interface.

Testing procedure

ZigBee End Point device and ZigBee gateway are used for testing. The value of RSSI is observed on the ZigBee micro

controller and PER is calculated. A generic purpose sniffer software can be used for detailed packets analysis.

Report

The testing results should be reported in the table.

Table A.6
Ne RSSI Number of PER Probability of Time
packets which packets delivery
were send
1
2
n
Mobile technologies testing
Table A.7

Test number

NeQ5

Test name

Mean value of data transmission rate
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Testing layer

Network

Type of tests Functionality
Status Mandatory
Tests goal Mean value of data transmission rate in case of web-content download

Configuration

DTE Remote Server

Testing procedure

Connect by TCP/IP terminal and remote server using protocol HTTP;
Download the file of specified size.

Define time that was needed for full file download.

Define rate of data transmission.

Repeat the procedure more times.

ok~ wdE

Expected results

Mean value of data transmission rate

Test device
10T device with modules

Testing procedure

GPRS, EDGE, 3G/4G (LTE).

The mean rate of data transmission is calculated by:

Kbit/s = HTV , where

V —rate of data transmission using protocol HTTP from remote server to terminal,

n — number of tests.

P

V= ———, where
tinitial—tfinal
P — test file size,
tiniial — time of the start of transmission;
tfina — time of the end of transmission.
Report
The testing results should be reported in the table.
Table A.8
Ne Test file size Time of start Time of end Rate
1
2
n
Mean rate kbit/s
Battery life testing
Table A.9
Test number Ne09
Test name Battery life
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Testing Layer Physical

Type of tests Functionality

Status Mandatory

Tests goal loT Power Consumption Measurement

Configuration

Testing procedure

1. Connect LoRa and gateway device;
2. Connect power nodes from DUT to multichannel probe with oscilloscope;
3. Define the power consumption.

Use oscilloscope with 3 enabled traces and multichannel probe: the 1st plot for
both the supply voltage plot and the current drain over time. In this plot, the
current drain during packet transmission can be seen. The 2nd plot shows the
total power consumption over time. Using the area (integral) measurement
function on the math channel with gating enabled allows to measure the energy
consumed during one transmit frame. Measure sleep mode energy consumption
using Markers. (Table A.9a).

Battery life for NB-loT, Bluetooth, LTE, 3GPP communication technologies
can be measured automatically using communication tester and software
package (Table A.9b).

Expected results

Battery life in hours

Test device

IoT LoRa device.

Report

The testing results should be reported in the tables.

Table A.9a
Ne transmit frame supply current Sleep mode consumed
length, ns voltage, V drain, mA current energy, W*s
drain, mA

1

2

n

Current battery life h

Capacity of battery mAh
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Table A.9b

Ne Capacity of Voltage avg | Current avg Power avg battery life
battery
1
2
n
Current battery life __ h

Receiver testing

Table A.10
Test number Nel0
Test name Receiver test
Testing Layer Physical
Type of tests Functionality
Status Mandatory
Tests goal Rx sensitivity measurement
Configuration
Genl RF PER
(analog) meter
Com
»| LoRaDUT software
biner |RF
Gen2 RF
(vector)

Testing procedure 1. Connect vector and analog generator to power combiner
2. Connect LoRa testset device to power combiner;
3. Run PER testset measurement software

The test setup consists of two signal generators, the signals from which are fed to the DUT as a
sum signal via a power combiner. Generator #1 generates an unmodulated, sinewave interference
signal which is transmitted either with a spacing of 200 kHz relative to the wanted signal (adjacent
channel blocking) or at the same frequency as the wanted signal (on-channel blocking). Generator
#2 supplies the LoRa wanted signal, which is generated via LoRa ARB waveform files. The
Packet Error Rate value is measured using the LoRa test tool.

For the Rx sensitivity test, load a set of LoRa ARB waveform files in the Vector Signhal Generator
for testing the sensitivity of the receiver. The set of files contains waveforms with various signal
bandwidths and spreading factors. A RF carrier signal is modulated using these baseband ARB
files, which are loaded in the vector signal generator, and fed to the receiver in the appropriate

frequency range.
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While the signal power is being reduced, the LoRa test tool is used to read out and monitor the
packet error rate (PER). The receiver sensitivity up to which no bit errors or very few bit errors
occur depends on the used spreading factor and ranges from approx —117 dBm to —137 dBm. For
testing standalone modules without test tool provided by manufacturer see software Wireshark

method.

Expected results

Rx sensitivity level, blocking level

Test device

IoT LoRa testset.

The testing results should be reported in the tables.

Table A.10a

Receiver Test

Ne Frequency, MHz Level. dBm Modulation, SF PER, %
type
1
2
n

Current PER, %

Table A.10b Blocking Test

Ne Frequency Level Modulation | Frequency | L€Vel PER, %
genl, MHz genl. | genl, SF type gen2, gen2,
dBm MHz | dBm
1
2
n
Current PER, %
6dB bandwidth testing
Table A. 11
Test number Nell

Test name

6 dB Bandwidth

Testing Layer

Physical

Type of tests

Functionality
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Status Mandatory

Tests goal Transmitter test
Configuration
RF Spectrum
analyzer
LoRa DUT
LoRa
paramete

Testing procedure 1. Connect LoRa testset device to spectrum analyzer
2. Run LoRa parameter set software

Using the spectrum analyzer with Central Frequency=current DUT frequency
(902 MHz to 928 MHz), span=1.5 MHz, RBW=100 kHz, VBW=300 kHz,
choose trace function with Positive Peak detector and Max Hold. Set reference
level such that the maximum value of the signal is below the reference level.
Use marker function for calculating "n dB down" for 6 dB Value. Following
condition must be fulfilled: n dB down BW > 500 kHz.

Expected results 6 dB Bandwidth

Test device
IoT LoRa testset.
Report

The testing results should be reported in the tables.

Table A.11a 6 dB Bandwidth

Ne Frequency, MHz Spreading Bandwidth, kHz n dB down BW, kHz
Factor
1 915 MHz SF7
2
n
Span= MHz, RBW= kHz, VBW= kHz (3 x RBW)
6 dB Bandwidth=__ kHz

Occupied bandwidth testing

Table A.12

Test number Nel2

Test name Occupied bandwidth
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Testing Layer

Physical

Type of tests Functionality
Status Mandatory
Tests goal Transmitter test

Configuration

RF Spectrum

analyzer

LoRa DUT

LoRa

paramete

Testing procedure

1. Connect LoRa testset device to spectrum analyzer

2. Run LoRa parameter set software

According to FCC 15.247, the output power of a transmitter in the frequency
range 902 MHz to 928 MHz must not exceed 1 W or 30 dBm. The total output
power and the band power respectively are determined by integrating the power
over the signal bandwidth. The signal bandwidth corresponds to the occupied
bandwidth (OBW). The OBW is the bandwidth in which 99 % of the signal
power is contained.

Using the spectrum analyzer with Central Frequency=current DUT frequency
(902 MHz to 928 MHz), span=2 MHz, RBW=30 kHz, VBW=100 kHz, sweep
time=2ms, choose trace function with Positive Peak detector and Max Hold. Set
Reference Level such that the maximum value of the signal is at least
10log(OBW/RBW) below the reference level. Use measurement function and
marker for calculating "Occ BW, kHz" Value.

Expected results

occupied bandwidth

Test device
IoT LoRa testset.

Report

The testing results should be reported in the table.

Table A.12a Occupied Bandwidth
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Emission output power testing

Ne Frequency, MHz Spreading Bandwidth, Span, MHz OBW, kHz
Factor kHz

1 915 MHz SF7

2

n

Occ BW= kHz

Span= MHz (1.5 to 5 x OBW), Sweep=2ms,
RBW= kHz (1% to 5% of the OBW), VBW= kHz (3 x RBW)

Table A.13

Test number

Test name

Emission Output

Power

Testing Layer

Physical

Type of tests Functionality
Status Mandatory
Tests goal Transmitter test

Configuration

RF Spectrum

LoRa DUT

analyzer

paramete

Testing procedure

1. Connect LoRa testset device to spectrum analyzer
2. Run LoRa parameter set software

Use Average mode on tracel with RMS detector type. Choose average count at
least 100. Set sweep Time to 50 ms. Set marker 1 for the transmit frequency of

the DUT. Use the Band Power function with Span value = OBW value from

previous measurements. Power spectral density. Perform single measurement

on the spectrum analyzer; wait until the number of averaging operations have
been performed. The result of the measurement is Band Power in dBm.

The following conditions must be fulfilled: Band power < 30 dBm

Expected results

Emission Output Power

Test device

IoT LoRa testset.
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Report

The testing results should be reported in the tables.

Table A.13a Emission output power

Ne | Frequency, MHz | Spreading | Sweep Time, ms OBW, kHz 5’;?: POWer,
Factor
1 915 MHz SF12 50
2 915 MHz SF7 50
n
Average Count=100,
Power spectral density testing
Table A.14
Test number Neld
Test name Power spectral density
Testing Layer Physical
Type of tests Functionality
Status Mandatory
Tests goal Transmitter test
Configuration
RF Spectrum
analyzer
LoRa DUT
LoRa
paramete

Testing procedure

1. Connect LoRa testset device to spectrum analyzer
2. Run LoRa parameter set software

Using the spectrum analyzer with Central Frequency=current DUT frequency
(902 MHz to 928 MHz), span=1.5xOBW value from Table A.13, RBW=3 kHz,
VBW=10 kHz, sweep time=10 ms for SF7 or 500 ms for SF12, use Average
mode on tracel with RMS detector type. Choose average count at least 100. Set
Auto Reference Level. Perform single measurement on the spectrum analyzer;
wait until the number of averaging operations have been performed. Use Marker
peak measurement function. The result of the measurement is Power marker M1

— 37 — JT—Q406 2




in dBm. The following conditions must be fulfilled: Power marker M1 <8 dBm.

Expected results power spectral density

Test device
IoT LoRa testset.
Report

The testing results should be reported in the table.

Table A.14a Power Spectral Density

Ne Frequency, MHz Spreading OBW, kHz PSD. dBm
Factor (from Table A.14)
1 915 MHz SF7
2 915 MHz SF12

n

Span= MHz (1.5 x OBW), Sweep=10ms for SF7, Sweep=500ms for SF12,
RBW=_3 kHz, VBW=_10 kHz (3 x RBW)

Emission in non-restricted bands testing

Table A. 15
Test number Nelb
Test name Emissions in non-restricted bands
Testing Layer Physical
Type of tests Functionality
Status Mandatory
Tests goal Transmitter test
Configuration
RF Spectrum
analyzer
LoRa DUT
LoRa
paramete

Testing procedure 1. Connect LoRa testset device to spectrum analyzer
2. Run LoRa parameter set software
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Measure maximum radiated power (REFlo) for lowest channel frequency for a
500 kHz wide LoRa signal (uplink), SF7 (903 MHz).

Measure maximum radiated power (REFhi)for highest channel frequency for a
500 kHz wide LoRa signal (uplink), SF7 (914,2 MHz).

Set the spectrum analyzer on central frequency Ftx=903 MHz, according to
lowest channel center frequency for a 500 kHz wide LoRa signal (uplink), SF7.
Choose span at least 1.5x(n dB down BW) from Table A.12 (1.5 MHz),
RBW=100 kHz, VBW=(3xRBW)kHz, auto sweep. Use trace function with
Positive Peak detector and Max Hold. Adjust the reference level accordingly to
the maximum signal level with amplitude function. Use marker peak function
for REFlo calculation.

Use trace function with Positive Peak detector and Max Hold. Adjust the
reference level accordingly to the maximum signal level with amplitude
function. Use marker peak function for REFhi calculation. Use marker-to-peak
search measurement function, define a range (upper and lower edges of the ISM
band), turn on the Auto Max Peak function. The marker will indicate the highest
level value M1 within the frequency range to be analyzed.

The following condition must be fulfilled: REFhi-M1 > 30 dB

Using the marker-to-peak search function measure maximum radiated power at
upper and lower edge of ISM band.

The following condition must be fulfilled: REFlo-M1 > 30 dB

Expected results

Emissions in non-restricted bands

Test device
IoT LoRa testset.

Report

The testing results should be reported in the table.

Table A.15a Emissions in non-restricted bands

Ne Frequency, Spreading REFlo, REFhi, REFhi- REFIlo-
MHz Factor dBm dBm M1, dB M1, dB
1 903 MHz SF7 -
2 915 MHz SF12 -
n
20dB bandwidth testing
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Table A.16

Test number Nel6
Test name 20 dB Bandwidth
Testing Layer Physical
Type of tests Functionality
Status Mandatory
Tests goal Transmitter test
Configuration
RF Spectrum
analyzer
LoRa DUT
LoRa
paramete

Testing procedure

1. Connect LoRa testset device to spectrum analyzer
2. Run LoRa parameter set software

DUT settings=LoRa, 915 MHz, SF7, 125 kHz. Using the spectrum analyzer with
Central Frequency=915 MHz. sweep=5ms, span= at least 2 to 3 times the 20 dB
bandwidth, RBW= 1% of the 20 dB bandwidth, VBW= 3 x RBW, choose trace
function with Positive Peak detector and Max Hold. Set auto reference level.
Use marker function for calculating "n dB down" for 20 dB Value. If necessary,
use the measured value for the 20 dB bandwidth (n dB down BW) to adjust the
span and resolution bandwidth in line with the conditions named above.

The following condition must be fulfilled: n dB down BW < 500 kHz.

Expected results

20 dB Bandwidth

Test device
IoT LoRa testset.

Report

The testing results should be reported in the table.

Table A.16a 20 dB Bandwidth

Ne Frequency, MHz Spreading Bandwidth, kHz n dB down BW, kHz
Factor
1 915 MHz SF7 125kHz
2 915 MHz SF7 250kHz
n
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Span= MHz, RBW= kHz, VBW= kHz (3 x RBW)
20 dB Bandwidth=___ kHz

Power spectral density testing

Table A. 17

Test number

Nel7

Test name

Power spectral density (hybrid mode)

Testing Layer

Physical

Type of tests Functionality
Status Mandatory
Tests goal Transmitter test

Configuration

RF Spectrum

analyzer

LoRa DUT

LoRa
paramete

Testing procedure

1. Connect LoRa testset device to spectrum analyzer

2. Run LoRa parameter set software

Step 1

Using the spectrum analyzer with Central Frequency=current DUT frequency (902 MHz to 928
MHz), span=600 kHz or (1.5 to 5x)OBW, RBW=10 kHz or (1% to 5% of the OBW), VBW=30
kHz or (3xRBW), sweep time=10 ms for SF7 or 100 ms for SF12, use trace function with Positive
Peak detector and Max Hold. Choose average count at least 100. Set Reference Level such that
the maximum value of the signal is at least 10log(OBW/RBW) below the reference level. Use
measurement function OBW (Power Measurements) for SF7 125 kHz and SF12 125 kHz.

Step 2

Measurement of PSD. Set span=(1.5xOBW), RBW=3 kHz, VBW=10 kHz, sweep time=10ms for
SF7 or 100ms for SF12, use Average mode on tracel with RMS detector type. Choose average
count at least 100. Set Auto Reference Level. Perform single measurement on the spectrum
analyzer; wait until the number of averaging operations have been performed. Use Marker peak
measurement function. The result of the measurement is Power marker M1 in dBm. The following
conditions must be fulfilled for both SF7 and SF12: Power marker M1 < 8 dBm

Expected results

Power spectral density (hybrid mode)

Test device

IoT LoRa testset.
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Report

The testing results should be reported in the table.

Table A.17a Power Spectral Density (hybrid mode)

Ne Frequency, MHz | Spreading Bandwidth, OBW, kHz | PSD.dBm
Factor kHz

1 915 MHz SF7 125 kHz

915 MHz SF12 125 kHz
3
n
S

Interworking testing
Table A.18

Test number

Test name

Interworking

Testing Layer

physical

Type of tests

Functionality

Status

Optional

Tests goal

Coexistence test
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Configuration Setup
RF PER
Genl
meter
(vector) Com
. LoRa DUT software
loT1.. biner |RF
loTn
Setup (alternative)
Genl RE PER
(vector) meter
Com
. LoRa DUT software
biner |RF
Gen2 RF
(vector)

Testing procedure The test setup consists of one vector generator with two RF outputs or ability to generate several
10T signals on Baseband or two independent vector signal generators, the signals from which are
fed to the DUT as. Generator(s) supplies the LoRa wanted signals, which is generated via several
LoRa ARB waveform files. The Packet Error Rate value is measured using the LoRa test tool.

Expected results Coexistence immunity

Test device
IoT LoRa testset.
Report

The testing results should be reported in the table.

Table A.18a Power Spectral Density (hybrid mode)

Ne Frequency, MHz | Spreading Bandwidth, 10T devices PER
Factor kHz
1 915 MHz SF7 125 kHz
915 MHz SF12 125 kHz
n
S

— 43 — JT—Q406 2



Packet collision simulation testing

Table A.19
Test number Nel9
Test name Packet collision simulation
Testing Layer Physical/data
Type of tests Functionality
Status Optional
Tests goal Performance of a LoRa gateway
Configuration Setup
RF PER
meter
Com
Genl i »| LoRaDUT software
(vector) biner |RF

Testing procedure

The test setup consists of one vector generator, the signal from which are fed to the DUT.
Generator supplies special LoRa signals with collision, which is generated via several LoRa ARB
waveform files.

ARB files can be converted from MATLAB.
The Packet Error Rate value is measured using the LoRa test tool.

Expected results PER
Test device
IoT LoRa testset.
Report
The testing results should be reported in the table.
Table A.19a Power Spectral Density (hybrid mode)
Ne Frequency, MHz | Spreading Bandwidth, Collisions PER
Factor kHz
915 MHz SF7 125 kHz
915 MHz SF12 125 kHz
3
n
S
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Ethernet decoding testing

Table A.20
Test number Ne20
Test name Ethernet decoding
Testing Layer Physical/data
Type of tests Functionality
Status Optional
Tests goal Performance of a LoRa link
Configuration Setup
LAN Oscillosc
ope
LoRa P
gateway
LoRa
paramete
Testing procedure The test setup consists of one oscilloscope with triggering and decode ability for Ethernet signals.
Expected results Start / end of frame
Frame
Error frame
Preamble / SFD / FrameCheck
Destination address
Source address
Address
Data
Test device
IoT LoRa gateway.
Report

The testing results should be reported in the table.

Sensors data decoding testing
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Table A.21

Test number Ne21
Test name Sensors data decoding
Testing Layer Physical/data
Type of tests Functionality
Status Optional
Tests goal Performance of a sensor
Configuration Setup
UART Oscillosc
]
ope
LoRa DUT
Sensor

Testing procedure The test setup consists of one oscilloscope with triggering and decode ability for protocol busses
like UART.

Expected results Start and stop bits

Start error, stop error, parity error
Parity bit

Word

Word contains error

Test device
IoT LoRa DUT.
Report

The testing results should be reported in the table.
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Network type classification testing

Table A.22
Test number Ne22
Test name Response time test for network type classification
Testing Layer Network
Type of tests Functionality
Status Optional
Tests goal Determine the network type of the target network
Configuration Target network
FEEEEEEEm== 1
Inter/Intra Base

1
. ] ,
Testing server network | station Devices
| _

1

Testing procedure Send testing packets to the 10T devices connected to the target network;
Receive the responses from the devices, and measure their RTT;
Repeat measuring RTTs by changing the timing to send testing packets;
Select several minimum RTTs, and take their average;

. Classify the type of target network by the average RTT and pre-determined
thresholds.

ok~ PR

Expected results Response time and type of network

Test network
Network to which IoT device(s) belongs.
Report

The response time and estimated network type of the target network should be reported in the table.
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Appendix |
Estimation method on network types from RTT samples

(This appendix does not form an integral part of this Recommendation.)

There is reference information of the document about the network type classification test.

In non-congested situations, the RTT of target network distributes in different range according to the network types. It
means that the type of the target network can be classified if the borderlines between the RTT ranges of each network

type are obtained. The detailed procedure of the classification is as follows.

1.  Collect RTT values of candidate networks such as LAN (Ethernet), WLAN, 3GPP LTE and LPWAN
(Wi-SUN) and so on, in non-congested situations by preliminary experiment or simulation.

2. Obtain the classification thresholds by applying a clustering algorithm such as k-means clustering to the
RTT values collected by Step 1.

3. Compare the target RTT value (i.e., the average value of RTTs obtained by Step 4 in clause 7.5) and
the borderlines, and detect the network type whose RTT range includes the target RTT.

Figure 1.1 shows the samples of RTT values to validate above classification method. The candidate networks are LAN
(Ethernet), WLAN, 3GPP LTE and LPWAN (Wi-SUN). RTT values were obtained by indoor experiment and
simulations assuming that the target network is in an intra-network. As shown in this figure, each network has different
range of RTTs, and the RTT thresholds are finely obtained by k-means clustering.

For the network classification test in an intra-network, the regions of the target RTTs tr to classify the target network as
LAN, WLAN, LTE, Wi-SUN, and other extremely narrow band network, that can be obtained from Figure. 1.1, is

summarized in Table. I.1.

LAN WLAN LTE Wi-SUN
1000 T - : - =
Border between LTE and Wi-SUN
— 100
£ Border between
5 WLAN and LTE o igia e i bt N
“ 10 '
Border between LAN and WLAN

0 1000 2000
Number of RTT samples

3000 4000

Figure I.1 — Examples of RTTs in LAN, WLAN, 3GPP LTE and Wi-SUN. and thresholds to classify the

network types obtained by k-means algorithm in an intra-network.
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Table I.1 — The regions of the target RTTs (trtt) to classify the target network in an inter-network based on

Figure. 1.1.

Range of target RTT (tr)

Classification output

tr < 1.3 ms LAN
1.3 ms <tmt <14 ms WLAN
14 ms < trt < 220 ms LTE
220 ms < trit < 2000 ms Wi-SUN

2000 ms < trt

Extremely narrow band network

Figure 1.2 shows the samples of RTT values measured over the Internet to validate above classification method. The

target networks to be tested were LAN, WLAN, 3GPP LTE, Wi-SUN, and LoRa. RTT values were experimentally

obtained over the Internet with a testing server which geographically apart from the target networks. Figure 1.3 shows

the cumulative distribution function (CDF) of RTT samples for the target networks. As shown in these figures, the range

of RTTs overlaps between LAN and WLAN. In other word, the RTT range of LAN is similar to that of WLAN, so it is
difficult to distinguish between LAN and WLAN, and thus they should be classified as “LAN/WLAN.”

For the network classification test over the Internet, the regions of the target RTTS trt to classify the target network as

LAN/WLAN, LTE, Wi-SUN, and LoRa (or other extremely narrow band network), that can be obtained from Figures.

RTT plot (log)

e LAN
® WLAN
1000 LTE
Wi-SUN
o ® [ 0Ra
£
E
o
100
10

0 1000

1.2 and 1.3, are summarized in Table 1.2.

—

2000 3000 4000 5000

RTT samples

RI1 samples

Figure 1.2 — RTTs measured over the Internet for the target networks including LAN, WLAN, 3GPP LTE, Wi-
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SUN and LoRa

CDFs of RTTs

e I
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Figure 1.3 — Examples of CDF of RTTs in LAN, WLAN, 3GPP LTE, Wi-SUN and LoRa obtained over the

Internet, and thresholds to classify the network types beyond the Internet.

Table 1.2 — The regions of the target RTTs (trtt) to classify the target network beyond the Internet based on
Figures. 1.2 and 1.3.

Range of target RTT (tr) Classification output
trit < 40 ms LAN/WLAN
40 ms < trr < 220 ms LTE
220 ms < trt < 2000 ms Wi-SUN
2000 ms < trt LoRa (or extremely narrow band network)
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Appendix 11
Examples of 10T device detection and classification
(This appendix does not form an integral part of this Recommendation.)
For remote testing of 10T devices, it is necessary to device detection and classification. One of the possible device

detection and classification approaches is presented in sub-clause 8.5.1.
A searching system with structure described in this section can be used for device detection and classification.

A searching system includes several subsystems:

- A storage subsystem — is designed to store data about detected devices in a database. The overall system is
centralized, so all information is stored in one database.

- A subsystem for processing user requests — is a web application with which users can enter search requests and
receive answers in the form of a list of devices that match the requests.

- A subsystem for scanning devices connected to the network — the subsystem collects information about devices,
as well as transferring the information to the storage subsystem.

The subsystem for scanning devices connected to the network includes two modules:

- A device search module — is designed to search and determine the availability of devices in the network, scan
device ports, determine the application layer protocols that are used by the device to transmit the data.

- An indexing module — is designed to analyze and transfer the information, which were received in the device
search model, to the database.

Client Browser

Ty

Browser
[ "

L|

Web Server

Subsystem for

processing user
requests Application Server

—Ii TCP/IP searching Subsystem

Database

Figure 11.1 — Searching system structure.
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The data flow exchanged between the subsystems is shown in Figure 11.2.

searching and Indexing

Devices

devices in the network Answar from
F 9 datzbass
S0L-request r
Request Data.
processing processing
F
User request
= Sgarch

results
Uzer

Figure 11.2 — UML diagram of data flow.

The figure shows the data flow that occurs between the data storage subsystem and the user request processing subsystem.
The structure of the transmitted data includes:

- Information about devices;
- User requests in the form of HTTP GET request parameters;
- Data responses in JSON format to user requests (using JSON format is an example of implementation);

- SQL queries to interact with the database.

In the database, there are following tables:
- IP table — for saving devices IP addresses;
- Open_ports_info table — for saving information about all open ports that are detected in the network;
- Protocol table — for saving the names of all protocols that the search program recognizes;
- Region_info table — for saving information about the region in which the detected devices are locate;

- Type table — for saving the names of types of devices that were detected in the network.

The search subsystem has two modules for solving two related tasks:
- Search for devices in the network and collect information about each of them;

- Transforming, analyzing and forwarding the received information to the database.

The first module is composed of the following tasks:
- Determining devices availability by IPv4;
- Searching for open ports through which the device sends data;
- Defining the application layer protocol for each open port;
- Sending test requests and receiving responses for each application protocol.

Device availability is determined by sending ICMP Echo-Request packets to the target address and receiving ICMP
Echo-Reply responses as how the ping utility works.

The search for open ports provides a search for existing communication channels. The task is to find as many of these
communication channels as possible and identify those that are in a standby state. There are several ways to scan TCP
ports:

* Scanning using the connect () function, which allows to connect to one of the ports on the remote device. If the port
with which the connection is being attempted is open, then a connection to the server will be made; otherwise, the port
is closed. This method provides a high searching speed if the methods of asynchronous or non-blocked input-output is
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available. However, the disadvantage of this method is the high probability of detecting a scan followed by filtering.

* Scanning with the SYN flag - the scanner sends a packet that contains the SYN flag to the server for creating a
connection and waits for a response. If a packet with the ACK flag is replied, it means that the port of the device is open.
If a packet with the RST flag comes in the response, then this means that the port is closed, and the connection cannot
be established. In the case of an ACK packet, the scanner immediately sends a packet with the RST flag in response to
reset the connection. This scanning is hardly detected. However, this is available only for scanners on UNIX operating
systems, and it is required to have root permission.

* Scanning with the FIN flag — this method is used to bypass security features and mask port scanning attempts. The
scanner sends a packet with a FIN flag and awaits a response. If the answer does not come, then the port is open, since
FIN packets are ignored by open ports. If a packet with the RST flag comes in response, then the port is closed. However,
this method has its drawbacks. Not all operating systems support the scheme described above, therefore, there is scanning
immunity with the flag FIN.

The second module of the search subsystem determines what type of devices belongs to and its location, and then to save
the information to the database. The type of device is determined based on the protocols that it uses, as well as based on
the responses that were received from open ports as mentioned above.

The Figure 11.3 shows a block diagram of the operation of searching for devices connected to the network.
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Figure 11.3 — A block diagram of the operation of searching.
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Appendix 11
Detail test procedure for LoRa connectivity
(This appendix does not form an integral part of this Recommendation.)
Oscilloscope and special multichannel power probe can be driven via instrument and test set remote controller module.
There should be included in a test plan for both signaling and power measurements which show the detailed value of the

power consumption in different signaling states as well as an estimation of overall lifetime given a certain battery capacity.

I11.1. LoRa devices test

Hardware and Tools to use:
1. Multichannel probe.
2. Instrument and test set remote controller module.
3. Battery Life Measurement for LoRa.
4. Real RF channel modeling module

Parameters for testing 10T devices:
a) Multichannel probe with 2 or 4 simultaneous voltage and current measurement channels depending on loT
device under test.

Each channel should have 18-bit resolution analog to digital converters (ADC), 5 MSa/s sampling rate,
channels are able to handle voltages up to + 15 Volts and 10 Ampere when using the internal shunt. The
accuracy can be increased by selecting the correct range for the ADC when working with lower voltages and

currents.

b) Depending on the 10T device under testing, it is possible that an instrument and test set remote controller
module control several instruments that used during the testing phase. Communication tester with power
measurement software in network emulation mode or oscilloscope with RF generator is usable. (Table A.9a).

c) Battery Life Measurement for LoRa devices: in order to calculate the total service time or end of life using the
same set of battery, the measurement of the power consumption per packet transmission is necessary. The
devices are generally in sleep mode for most of the lifetime and only get active in operational mode in order
to transmit data to the LoRa gateway. The power consumption in sleep mode needs to be measured in order to
endorse the battery lifetime. (Table A.9b).

d) loT standards, for example LoRaWAN defines the media access protocol (MAC) and the system architecture
for a wide area network (WAN). Using Real RF channel modeling module, it is possible to simulate different
communication technologies such as RFID, ZigBee, 6LOWPAN, ETSI M2M, IEEE, 3GPP LTE and LTE-A,
and TIA SDC.

I11.2. LoRa receivers test

Hardware and Tools to use:

Vector signal generator with built-in ARB generator.

USB stick with a set of LoRa ARB waveform files for signal generator.
Software/hardware test tool provided by the manufacturer of the LoRa hardware module.
Analog signal generator

RF power combiner

Device under test (DUT)

Parameters for testing receivers:
a) RF blocking measurement at a LoRa receiver.

ok~wpdE

The blocking test is used to check the behavior of the receiver when an interference signal is applied. The Packet Error

Rate value is measured using the LoRa test tool.
b) reception of the test RF LoRa signal

For the Rx sensitivity test, load a set of LoRa ARB waveform files in the Vector Signal Generator for testing the
sensitivity of the receiver. While the signal power is being reduced from generator output, the LoRa test tool is used to

monitor the packet error rate (PER). (Table A.10)

111.3 LoRa transmitter test

Hardware and Tools to use:

1. Spectrum analyzer
2. Software/hardware test tool provided by the manufacturer of the LoRa hardware module.
3. Device under test (DUT)

A test signal is generated using a test tool of the transmitter module manufacturer. The transmit signal generated is fed
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and analyzed using the compact spectrum analyzer displaying the results at high resolution on the large touchscreen with
gesture control.

Parameters for testing transmitters:
a) 6 dB bandwidth
In the frequency range 902 MHz to 928 MHz the 6 dB signal bandwidth of a digitally modulated signal must
be at least 500 kHz for LoRa. (Table A.11)

b) Occupied bandwidth
According to FCC 15.247, the output power of a transmitter in the frequency range 902 MHz to 928 MHz
must not exceed 1 W or 30 dBm. The total output power and the band power respectively are determined by
integrating the power over the signal bandwidth. The signal bandwidth corresponds to the occupied
bandwidth (OBW). The OBW is the bandwidth in which 99 % of the signal power is contained. (Table A.12)

c) Emission output power
The measurement performed using the band power measurement function of the spectrum analyzer. The
following conditions must be fulfilled: Band power < 30 dBm (Table A.13)

d) Power spectral density
According to FCC 15.247(e), the power spectral density of a transmitter in the frequency range 902 MHz to
928 MHz must at no time exceed the value of 8 dBm relative to a bandwidth of 3 kHz during an ongoing data
transmission.
The following conditions must be fulfilled:

Power marker M1 < 8 dBm. (Table A.14)

e) Emissions in non-restricted bands
According to FCC 15.247(d), the radiated power outside the ISM band (902 GHz to 928 GHz) must be at
least 30 dB below the maximum RF emission within the ISM band. Below is an example demonstrating the
analysis of the RF emissions of a LoRa signal with SF7 at the lower and upper band limit.
The following condition must be fulfilled:

REFhi-M1 > 30 dB
REFlo-M1 > 30 dB (Table A.15)

f) 20 dB bandwidth
According to FCC 15.247, in the frequency range 902 MHz to 928 MHz the 20 dB bandwidth of a frequency
hopping spread spectrum (FHSS) transmit signal must not exceed the value of 500 kHz. For a LoRa signal in
FHSS mode. This means that the 20 dB bandwidth of 500 kHz must not be exceeded for the signal
bandwidths 125 kHz and 250 kHz.
The following condition must be fulfilled:

n dB down BW < 500 kHz. (Table A.16).

g) Power Spectral Density (Hybrid Mode)
DUT settings=LoRa, 915 MHz, a) SF7, 125 kHz, b) SF7, 250 kHz, ¢) SF12, 125 kHz, d) SF12, 250 kHz.

The following conditions must be fulfilled for both SF7 and SF12:
Power marker M1 < 8 dBm (Table A.17).

111.4 Additional testing
a) Interworking. (Table A.18)
Simulation several 10T coexistence on signal generator.

b) Packet collision simulation (Table A.19)
PER of a LoRa link in case of collision between LoRa packets modulated with different spreading factors.

c) Ethernet decoding (Table A.20)
Analyze Ethernet protocol variants by decoding the signal and searching within the decoded events. LoRa
gateway testing.

— 56 — JT—Q406 2



d) Sensors protocol triggering and decoding (Table A.21)
Protocol decoding: The digitized signal data is displayed on the screen together with the decoded content of
the messages in readable form, and the decode results are listed in a table.
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