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Number of keys TR ST KSA- g% SDRT AT
D vy arDOICE
K ENBKSAHDEK
WL CHEATHZE
NTED,
Extension YERR /T A — X DEdF| Arr?y of 0
objects

89. Twvia AERMBAIZHT BB A Y tE— (Response to session creation notification message)

v a VAERBBIIIRT BISE A w2 — 3 (Response to session creation notification message)i, %155t KM 2> 5 xtiis
T5QKDN =2 hr—JICEE SN D, H#EHRKMIE, &y v a VAEREREXET 5 QKDN 2 hr—JI0HET
5 o

#£91X, By v a VERBREICKHT ZINE A 1 — 3 (Response to session creation notification message)D /X7 A — ¥ %
Y

£ By va SAERBEIZHT DI A v & — Y (Response to session creation notification message)D /¥ A — X

NG A—H e z;z M/O %
Session ID B OT-DICER SN Yy v 3 ~ID String M
Response Ty VAERORER String M I E 713 AR O HELH
Extension PR/ ST A — & OELF Array 0
abjects




8.10. MFHERA VL

— ¥ (Key reservation request message)

210 1%, #ETHRER A v — (Key reservation request message)D /3T A — & &R,

#10 $ETHRIZER A »&— (Key reservation request)D /37 A — &

NFGA—=H B TG IAT M/O fii %
Source KMA ID ) L—b— F&RDEEFEITL THBHKMAD String M
Identifier (ID;5!1-)
Destination KMA ID Y L—L— MRRDEF L TH HKMADID String M
Application destination | EEHOK ST 7V r—ray (bbb, String (0]
ID REITOWHT 7Y r—va VNliET 5
LEERT DT TV = ar) OID
Extension YERR /X T A — & DELF Array of objects (0]
8.11. BFHERICHT BIEE A v E— (Response to key reservation request message)
F£111E, FEPOERIZHT BIEE A »— (Response to key reservation request) D /X7 A — & &R,
F11 FETHRIERIZHT DI0E A v & — (Response to key reservation request)D /37 A —
NG A= B T—E IS M/O fii 5
Source KMA ID Y L—/L— M REKDOEFITLOKMADID String 0
Destination KMA ID Y L—/b— M REKOEF I OKMADID String 0
Application destination | EEHLOK ST 7V r—ray (bbb, String (0]
ID RELOM ST 7Y r—va UNEET S 2
LEERTHTTY r—ar) OID
Key IDs TR S -KMA-§DID String M
Response FETHIER OFE R Integer M
Extension YRR /X T A — X ORERH| Array of objects (6]
8.12. MEILZ/ER A vt — ¥ (Key allocation request message)
F121%, HEEILTR X~ — (Key allocation request message) D /X7 A — X & 7”7,
#12  $EEYFR A & — 1 (Key allocation request message) D /X7 A — &

NG A= B T—HEALT M/O fi=
Source KMA ID Y L—— FRIERDOEETTLOKMADID String M
Destination KMA ID D L —b— M RO IEE T OKMADID String M
Application destination | EEHO ST ) r—ray (Thbb, String (6]

ID BEILOWST 7Y r—va U NBlET 5 2
LEERTHTTY r—a ) OID

Key IDs TR ST KMASEDID Array of objects M

Extension YEaR/RT A — X DOELF| Array of objects




8.13. BME|LTERIZHT BB A v t— ¥ (Response to key allocation request message)

F 1313, HEEIY TEDRICRT AR A 2 — (Response to key allocation request message)D /3T A — & & /R7,

F13  SEEY CTERITHT DI A 2 — (Response to key allocation request message)?D /3T A — &

NFGA—=H B TG IAT M/O fi#=
Source KMA ID Y L—/L— hEEDEETOKMADID String 0
Destination KMA ID gy L—b— M RIEDOEF I DOKMADID String 0
Application destination | EEHOK ST 7V r—ray (bbb, String 0
ID RELOM ST 7Y r—va U NEET S 2
LaBERTLHT SV r—ar) OID

Key IDs T S T-KMA-#DID Array of objects o
Response Sl 2 H R O 5 R Integer M
Extension YERR /X T A — X DEL%] Array of objects O

9. EXaTAICEHTLEEEIE

Hilfds L OEHT — 213, CkBREEZN L TREISND, EF =) 7 1 BB LOZENL 2 R#ET 2D DOHE

i, [ITU-T X 17121 CHES N TV,




fHEERH
EEH#EIO PO LEERT S0 FaLEE
(ZOMNEERHE, ZOBEDORAIRZES 2T 5 b O TIER, )

ZOMNBEETIE, SEICHERENTVAERA v =T ENRTA—Z(Zx LT, EEHEZ 2 b = /(TCP) &M A 5
FHEICOWTHAT B,
EL: = ORTA=2L, T4 ua—FHNOT7 4 — )L FIZv vy B TIN50 TERL, 7u b aroflEiEHo
—Hicw v B rEn5,

KM iZ. TCP & |k =t/L[b-IETF RFC 9293]% /] L T QKDN = > h B —F |28+ % Z &N TE %, TCP Lot
THIAvE—V T —~y ML, ILIIZRENTND,

Version MessagelD | CommandCode Length Payload

Q.4164(23)
KI.1 fmEHE7e harvbEoryvr—Y 75—~ v b

L1IZBW\T:

Version : BB SN TWVDE A v =V T 3 —< v NOBIEDO =T 3 (234 ),

MessagelD : % * v &— Y DEAIDAE N1 b)),

CommandCode : CkA > ¥ 7 = — ATHGE SNH B D a~ L FINEA vE—VERTEREDO I — RQ/NAL B,

Length : A v E—U XM u— ROE X231 F),

Payload:ff €D A~ RIGEA v E—TV DA vE—I T A —%_ JavaScripth 7 ¥ =7 bRFET —F 74—~ b
[b-IETF RFC 8259],

H2: IV AFR— b A ¥ EFx=2 YT (TLS)Z v k 2/L[b-IETF RFC 5246]i%, X =V 7 ¢ 5L T 572 DIZTCP &
LHlcFEETLI LN TE D,

BN SNLDH &, KM & QKDN = b — M CHARGENFEITSND, HAGIEDH%, CkA V¥ 72— A%
MLTCavwy NIGEA v E—VkiEk L, #Y) L—FREZITH LN TEX D,
3 TLS”' v ha A zEH3 2546, KMiX, QKDN=Z Y ke —F BNrE T AiEEOH M ZMEEL . EhilE S0
THHEHEDOQKDN = Y b —F DIDEFER TE 5, [AFRIZ, QKDN= Y b r—F 1%, KMAFTA T D iEHEO A %
FEL., FHIUZHESWTERSEOKMOIDZ R TE 5,

# 111X, CommandCode X}~ RANERA v v — 4 %R,



#11 a~xr Ra—Kxfavr RIGEA v =%

avy RFa—FR avy RIGEA v =4
0x1401 Y L—RAR y FEER
0x4102 BV L— IRy TERIZRTT D I8
0x1403 B L —ZRIE
0x4104 gy L—Ek
0x1405 Y L—ERIC T IR
0x1406 vy g AERRER
0x4107 Ty e VAERERICRT DN
0x4108 v g AERGEE
0x1409 Ty va VAERGERINIKT DIRE
0x410A FETHRIER
0x 140B BETRE RIS DI
0x410C FlE X HR
0x 140D HEEY BR (2 5 D IR

CommandCode DD 2 K7D T14] 1L, FIETHA Y E—IUHBKM225 QKDN 2> hr—FZEEFEINDH T L&
L. M41] %, ST 5 A=Y QKDN = b —I 005 KMICKEEN D Z & 2T,




fTREHI
gRPCEFERAT 570 FaLEE
(ZOMNBERHNT. ZOBE ORI RLES ZHRT 5 O TIEARW, )

ZOMBERTIE, 8FICHIBENTVDE A v —T LT A =2 Ik LT, B e b 2 (TCP)E AT 5
FAEZ O T T 5,
ILl EBAYE—UMEgRPCAYE—SADIVELY
gRPCIE., /B AT Ty N7 4—LTH—TF vV —ADEMREY £ — F 7 r o —Y % 23— /L(RPC)7 L— LT —2 T
%%, HIE, Linux Foundation 4z @ Cloud Native Computing Foundation(CNCF)?® FCBA% X T\ %, HTTP 2.0 Zff
L., ##oTa s3I0 757K — K LT A[bCNCF gRPC],
FIL1-1 gRPCA v E—T~DEFAYyE—VD~ L7

FHEAvEe—v gRPC A vE—T4
Key relay request notification KeyRelayRequestNotification
Key relay request KeyRelayRequest
Response to key relay request KeyRelayResponse
Key reservation request KeyReservationRequest
Response to key reservation request KeyReservationResponse
Key allocation request KeyAllocationRequest
Response to key allocation request KeyAllocationResponse

.2 8 L—ERBEH A vtE— (Key relay request notification message)

FIL2-11%, gRPC T B 7 7 A L~DOFEY L —EREE A & — (Key relay request notification meaage)~ » t° > 7 i
BT,
FI.2-1 gRPCT' a7 7 A /L~DfEY L —HREFN (Key relay request notification) X v t—~ v & 74

NTG A= ~ v 7 T2 HAT
Source KMA ID gRPC 'start_km' String
Destination KMA ID gRPC 'end km' String
Application destination ID not mapped
Extension not mapped

3 HBYL—EREZTNITHT BIEE A v t— (Key relay request and response message)

FIL3-11%, gRPCT BT 7 A L~DOFEY L—HFR A v — (Key relay request message)~ > &2 7 OFlz w7, #*
M3-21%, WEA v =V~ v B 7 OflERT,



#I13-1 gRPCT B 7 7 A )L~D§t) L —TR X v — (Key relay request message)~ v &' 7 3]

T A—H ~ v 7 T—HEAT
Source KMA ID gRPC 'start km' String
Destination KMA ID gRPC 'end km' String
Transit KMA IDs gRPC'kma_id' String
Key relay request ID gRPC 'keyrelayrequest _id' String

Extension

not mapped

KIL3-2 gRPCT 1 7 7 A ~OFEY L—ERITH T 208 A v & — (Response to key relay request message)~ » £ 2

i
RTGA—H ~ v 7 TR AT
Response gRPC 'result_code' i) 0:0K, 1:NG Integer
Key relay request ID gRPC 'keyrelayrequest _id' String
Extension gRPC 'error_message' String

L4 BFHNEREZNICHT BB A Yt—T (Key reservation request and response message)

F 1L4-11%, gRPC a7 7 A L~DOFETHIZER A » & — (Key reservation request message)~ v &> 7 O %75
T RILA2IE, IBEA v E—VU< v BT OHEZRT,

F114-1 gRPCT 1 7 7 A N~DOETFTHIFR A ¥ — (key reservation request message)~ v t° > 7 i

TG A—H ~ v 7Yk TR EAT
Source KMA ID gRPC 'start_km' String
Destination KMA ID gRPC 'end km' String
Application destination ID not mapped
Extension not mapped

#IL4-2  gRPCT 17 7 A L~DFETHIFRIT KT D IE A > & — (response to key reservation request message)~ » £

741
INTA—=H ~ v 7 T=E AT

Source KMA ID gRPC 'start km' String
Destination KMA ID gRPC 'end km' String
Application destination ID not mapped

Key IDs gRPC 'key id' String
Response gRPC 'result_code' i) 0:0K, 1:NG Integer
Extension gRPC 'error_message' String

1.5 BEILBEREZNICHT HRE A v tE— (Key allocation request and response message)

FIL5-11X, gRPC 7' 7 7 A L ~OFE|M TR A » & — (Key allocation request message)~ » £ 7 DOfl & rT,
[L5-21%, WEA v =V~ v B 7 OflERT,




KIL5-1  gRPCT 1 7 7 A L ~DHFIY FR A » & — (Key allocation request message)~ > £ 7 {5

NTG A4 ~ v 7% TR IAT
Source KMA ID gRPC 'start km' String
Destination KMA ID gRPC 'end km' String
Application destination ID not mapped
Key IDs gRPC 'key id' String
Extension not mapped

FIL5-2 gRPCT BT 7 A L ~OEEF L TR A v 2 — T DI A~ —3 (Response to key allocation request

message)~ v £ 7l

T A—H ~ v 7 T—HIAT
Source KMA ID gRPC 'start km' String
Destination KMA ID gRPC 'end km' String
Application destination ID not mapped
Key IDs gRPC 'key _id' String
Response gRPC 'result_code' i) 0:0K, 1:NG Integer
Extension gRPC 'error_message' String
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