T TCHfigbifi-b

Technical Report

TR-1068

5 D 1= bE BT iTDIZZE{L B[R]
& ERIbERE

Iml

=k

\

Current standardization movement and issues

before practical use for Over The Air updating

in vehicle

\_ _/
% 2 I

2019 4 10 A 30 B#IE

—fRALHITEA

HHEEEINE A S

THE TELECOMMUNICATION TECHNOLOGY COMMITTEE

Telecommunication
Technology
Committee



AEE, () HHEEHNERRNEIFEEZRA L TOVET,
WAEO—F XTIz (—th) HHRBEEINERROKH 2G5 2 & JEHR, il WX,
AN OF Yy hU—7 ETORE, BAAziT) 2 & ek LES,




BT D ettt ettt 1
CIEFE ™ oottt 2
S = G L OO 5
2. EWNSOERY 7 b U =7 BB OBEAELEDIAL ..o 5
3. BEEEZRTHAT 1 BEIT L UL ettt 7
3.1 SGAA e 7
3L IR e bbb 7
3020 R o T TR e e 7

3.2 ACEA icoeoeeeeeeeeeeeeessee sttt 9
3200 BT oottt 9
3220 FREE  EITHIIBIY oot 9

3.3, SAE et 10
331 IR et 10
3320 R o T T oo e 10

3.4, UNECE WP.29 GRVA TECS ....covuivvietieeseesseissiessiessesssssssssss s sssssssasssessssssssssssssssssssssssesssas s sessssnnes 18
B L. R IT e bbbt 18
342, FREE  EITHIIBIY oottt 19

3.5, U.S.DOT/NHTSA ...oovmiveriviiessessessessssss s s ssssssses s s s bbbt s s s s sesssns 19
B8 L IR e 19
3520 R o T TR oot 19

4. BHHENATHA : AT AL UL GBIZ) oot ee et 26
o R £ 1S 10 Yo 11 B (€ OSSOSO TPRRPP 26
T T < 2 1 OO 26
G120 B T TIIEIT e 26

4.2, TEEE 802 (BIBHAR) ittt sttt sttt 26
B2 1. BB oo 26
22, FEE  FETTIIREIT oottt 26

e TR 110 N6 ¥ 633 SOOI 26
B3 1, I oo bbbt 26
4320 B T THIEIT oo 26

B4, TSO TC204 c..oooeeeeveereeseeeses et s s bbbt 28
BT, IR oot 28
AA2, G FETTIIREIT oo 29

45 ITSTHEHBAE VAT AHERZE (TSTEM T 4T A) s 29
A5 L, R T o bbbt 29
352 FHEE  EITIIIRIT oo 29

4.6, TTU-T FG-VM ..oossrsrrereeieeeeesesseesssesssessses s sess s es s s s s st esss s sssss s seessennses 30
B0, T. P I e 30
462, B © FEITWIIRIT oo st 30

A7, TTU-T SGIL6 covovereeeeveieeeieeeiseeees s seessses s sess st sennsennies 31

B 7.0, R T e et 31
4720 FEE LTI oot 31

- - TR—10638



4.8, TTU-T SGL7 e e e e a s 33

8.1 FHHIBIT oo 33
8.2, UK « FEFTHIIEIT oo 33

T R o 131 122\ PSPPSR 35
T B <2 1RO 35
.92, FEE T TIIRRIT oot 35
B0, WBC eoreeeereeeeeeeseeesees sttt 36
G101, FEEERRY oottt 36
G002, B « FEFTEIHEIT oo 36
411, WIEFTATAICE ...cvviiive ettt ettt ettt et e e sbe e st e s te e e ebaesabeebeeeraeesbeesabeebeeesbeesabesabeesbseesbeesabeenbeearres 38
O O TR <2 1RO 38
A2, FHEE « FETTIIRAIY oottt 38
4.12. S HARENSANHELET £ =T 2 (5GME) oottt 38
G20, BRI oot 38
G122, UG« FEFTHIIEIT oo 38

5. BIHERTIE © AT D LU (BB ettt 40
5.1 EVITA oot sees sttt 40
S0 R oot 40
5020 FREE « FEITHIIBIY oottt 40
5.2, HIS cooooeceeeeseeseetes sttt 48
520 IR e 48
5220 U« FEITIIREIT oot 48
5.3, TCGurueereeeriereieeeiessessees s ssies ettt 49
B30 IR oo e 49
53,2, U o T TR oo e 49

6. ASEIOFEZEE X TO, MK OFEREIZINIT 7R BEFE I e 54
6.1. 3END SFEDRIR, FHHD T LD i 54
62, RIEE CTORIIZEE D FEIETR oot 55
2= 5 OO U 56
BB R L T oottt ettt ettt ettt 57

- i - TR—10638



1. RoOJERE
%4 il & A WRNE
®IRR | 2017412 A 11 H ) E

W2RR | 2019410 A 30 H 2019 4£ 9 ] © UNECE WP.29 & /AP D B) & 4 524 & 9~ 2 Bl

PR T2 1 ARICEEHR U722 oFtak 2 s L, & IEngE

PUF OFRERIZ AT 8 A HIBR

+ The New ECU Update Process (2013/6)

* Vehicle Information Access API
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SGAA 5G Automotive Association
SGMF The Fifth Generation Mobile Communication Promotion Forum
ACC Adaptive Cruise Control
ACEA Association des Constructeurs Europeens d'Automobiles
ADAS Advanced Driver Assistance System
ADS Automated Driving Systems
AES Advanced Encryption Standard
API Application Programming Interface
ARIB Association of Radio Industries and Business
ATIS Alliance for Telecommunications Industry Solutions
ATM Automatic Teller Machine
BSM Basic Safety Message
CAD Connected and Automated Driving
CAN Controller Area Network
CBC Cipher Block Chaining
CCM Counter with CBC-MAC
CCSA China Communications Standards Association
CEN Comite Europeen de Normalisation
CENELEC Comite Europeen de Normalisation Electrotechnique
CESG Communications Electronics Security Group
CIS Center for Internet Security
CMAC Cipher-based MAC
CRL Certification Revocation List
CU Communication Unit
DolP Diagnostic communication Over Internet Protocol
DSRC Dedicated Short Range Communication
DT Diagnostic Tool
EATA European Automotive Telecom Alliance
EBC Electronic Brake Control
ECB Electronic Codebook
ECC Elliptic Curve Cryptography
ECU Electronic Control Unit
EPS Electric Power Steering
ETSI European Telecommunications Standards Institute
EVITA E-safety vehicle intrusion protected applications
FG-VM Focus Group on Vehicular Multimedia
FIPS Federal Information Processing Standards
FMVSS Federal Motor Vehicle Safety Standard
G/W Gate Way
GCM Galois/Counter Mode
GF(p) Galois Field (prime)
HAV Highly Automated Vehicle
HIS The Herstellerinitiative Software
HSM Hardware Security Module

VASHEEE AN BB TR SR — T — R
https://tech.jsae.or.jp/rireki/keyword.pdf
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WA L H5
HUD Head Up Display
ID Identification
IETF Internet Engineering Task Force
10T Internet of Thing
IS International Standard
ISAC Information Sharing and Analysis Center
ISO International Organization for Standardization
ITS Intelligent Transport Systems
ITU International Telecommunication Union
ITU-T ITU Telecommunication Standardization Sector
ITU-R ITU Radiocommunication Sector
ITU-D ITU Telecommunication Development Sector
VI In-Vehicle Infotainment
LAN Local Area Network
LKA Lane Keeping Assist
LTE Long Term Evolution
MAC Message Authentication Code
MOU Memorandum of Understanding
MSIP Ministry of Science, ICT and Future Planning
NHTSA National Highway Traffic Safety Administration
NIST National Institute of Standards and Technology
NPO Nonprofit organization
NRPM Notice of Proposed Rulemaking
OBD On Board Diagnostics
OBD-II On Board Diagnosis-II 2
ODD Operational Design Domain
ODX Open Diagnostic eXchange
OEDR Object and Event Detection and Response
OEM Original Equipment Manufacturer
OMA Open Mobile Alliance
OSI Open Systems Interconnection
OTA Over the Air
PC Personal Computer
PKI Public Key Infrastructure
POS Point of Sales
PRNG Pseudo Random Number Generator
PTC Power Train Controller
RAM Random Access Memory
ROM Read Only Memory
SAE Society of Automotive Engineers
SCMS Security Credential Management System
SHE Secure Hardware Extension
TC Technical Committee
TCG Trusted Computing Group
TCU Transmission Control Unit
TIA Telecommunications Industry Association
TOE Target Of Evaluation
TPM Trusted Platform Module
TR Technical Report

2 [Etxzi@y %24 OBD

http://www.mlit.go.jp/kisha/kisha07/09/090914 2 .html
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TRNG True Random Number Generator

TS Technical Specification

TSAG Telecommunication Standardization Advisory Group
TSDSI Telecommunications Standards Development Society, India
TTA Telecommunications Technology Association

TTC The Telecommunication Technology Committee
UDX Unified Diagnostic Services

UID User ID

URL Uniform Resource Locator

USB Universal Serial Bus

USDOT United States Department of Transportation

UTC Universal Time, Coordinated

V21 Vehicle to Infrastructure

v2v Vehicle to Vehicle

V2X Vehicle to X(anything)

VGP Vehicle Gateway Platform

W3C World Wide Web Consortium

WG Working Group

XML Extensible Markup Language
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TIVIRT T oy TR EE VS TMERROE N, Fio, MEFROENRLLND OO, xR
SRR CIEE(LOIRE B ED STV D, REMLA— b3 END S ETHFERL WL TF v 7%
FDEX a2V T4V, 2R =R X2 VT 0 B, BERK. APLE OIS OERICES
KR/ A/ RELZOTOERER—DOTH D, T bEHREICHE, FFEL, AARDHKIZERY AL
BEO—BETHLEDICHELZEY, axs T v R W—HMEZEANT, HABHEREEFRHEETS
EALH BT IEE AT oo, BURIICIE, BB Y 7 N U = T EFO 5 B OTA (Over The Air) $HIFIC 4% 5 i~
DOIEB) 2 ABIE B O ATF L, Bl 2 7 L@ T BT OB HRET 208 L. LaR— M &ER LT,

B, AREEOE 1 UL, FRCE D 272 0RY 2017 4 9 ARKBRFATOARG#HZLIC L TRk L
7oo D%, 2019 4 9 A D UNECE WP.29 DEIEABAZ GO LT 5, SO LWEIEIC8EA, BEGE
ZHEY . BRAALOD TR A THEV CSRE R S 2R L. 2019 4R 9 AR ARF R COXBEMA RITE 2
MiE LCHAEZEH L,

2. ERSNDERY 7 bz 7 EHFEERMOZEELEIR

HEIEIILETHIE (o r, Tr—%, AT T U773 E), ADAS #il#l (ACC, LKA 72 &), ~/b
FAT 4T (I—F B, A—F 44, HUD, 72&), RT 4l (XU —0 A > Ko ATAHI#E, 72E) D
FFEAEZ BT 27201, #HHESL Lo BCU B INTW5H, 4 ECU LCixY 7 b =T REfEL
TEY., Hffixy NT—7 &0 LIl EZ1To 2 L2k o T, TNOOMREZEHR L TW\Wb, AHEE
ICHH SN TNDE ECU DY 7 by =713, B EHATIZSS ECU O A F VICFEERS DA, B
ICHBRECEE . &2 WITERZ OB BEA~OXISR EDT-OICEHF INDHENHDH, ZOHEFEHEHO Y
ThNUVTEFOZLE) T ST I T EREATHND, Va s T I BRI, @EIET 4 — T
HEIEE T LULF, T4 —T7—% L)) ([TBWT, HBEHEELABEY — V&AM L CFEi
T5, LnL, mEETATRENFEALLIZL T, BHELHEA =D O — " E R L., ®E»
(FMUEEZEZNTHZ L) Y7 =T EHTHHMbEELL TR, ABIFZERY 7 hU =
THEH OTA YV 7a s3I 7)) LEATHS,

OTA V)V 7uZ/J I 70F, BT ECUDY 7 b o7 (0S. 77Y) BEHALLRDHB, V7 b
DT DAY T 4 Sy a T8 h—FEOMKT—4, RELED, JKEDOOTA Y Fus I Iy
TEMSGEAELH D, RRETIZY 7u /T I U FHGITRHICIRE L T2,
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(& TEROEFERY) T0 I I 7 HE0TA Y Fa s I I 7)

AL T EEREFERH AT AMTERRY 7 b =T EHF O A —RZER L, BN OBUFHEE.
FARMIA, EREA, NPO % ToO, FEHRIICE L TREZITo 72, AMEEHRICBE L2 A V=R
HMAEZETHYEAEROAREREY, [0TA VFu s 5307 2% —U—FcEd+5ar5T oY%
w77y 7L, BT MCE LD DIEEEITV, 3~5 EIMEEMRE R LI, ZORKR, £H
RCHERL TV DERY 7 by = 7 EHEBUCHENT 72ISERRZ A ST 2 2 ENTE T,

B, AREE (KFTH) NS UZABRE®R L 3, BB 23720 R Y 201949 ARBBED LD T
»5,

BIHEARDTEBINE . RECEICITRE A NER H D120, FAERMREE 2O L-LIHEL, ThZ
Ao 3ETHM LUL, 4 FEIZVAT ALY (BF), SEICVAT ALV (i) L LTEED, &
MUADTE T, MRS & 2 ORITH (ABRI) B L TRAT 5, FRITWICE LTk, BEE L LT
BT EZOMBEETIIRL, EREY 7 MU =7 EHICET 20ENE, MREZEEZE LD, (ES
FE LTI, BUE, B, WA XA Rk, Bl SRERFICOE L, BITENRER ) OFEIZONT
AT o, ZOXRGE LT, WEHMN (BN LAN, $AMERAER YY), BHFIE, X2V 7 &
. "—Fo =T, 2—RF—2 (AEERR YY), T4 7V A 70 ER, ¥4 777 E), BEFxtg (7
TV —vay, vy 7T =47 E) OGBETREEITo T,
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3. BERGFRAE  EELAL

A IIFEEREOBAHAEL A a3 —7 L LTWDHA, AFETIT UNECE 72 & THRE L TV D HH L~
NDFEE  ERR SICHER L CHEZITWV., WY 7 by =7 HH (OTA ) Fu /530 2) TR
(B LT 24T o 72,

3.1. 5GAA
3.1.1.  #H#EREn

5GAA (5G Automotive Association 3 ) (%, HEIE A — B FER A — DN LR SN D ERHAKTH D,

FRIGFEE LT, ax7 7y R BT 4 LLRICHT L =—XTHHE T2 2 L2 AL, @E
VU a—va CROHENERISIG T 2 7o OEREL e ST MLA TV D, 2017 4 3 HIZI3 EATA & 2%
Ty R HEER Y Y 2 —32 a3 VOB TH T AR EICHEI L 24,

BIF% A > 23—, Ericsson, Intel, Huawei, Nokia, Qualcomm, Audi, BMW Group, Daimler AG T&H Y |
2019 4F 6 H OFFITHI 110 #ELAEA A 28— & LT 5GAA OR—VICHli ST D, A =i, 51
JBLOD 2017 4TI 60 #1725 72D T 2 fEFHITHIZ TV 5,

3.1.2. s - RITYREN
ARTT v R BT UL 5G DIRHHRZ RN L2 @A HIfF S Tn 528, BiREE TlE OTA ~D
EL4E33%S
* The Case for Cellular V2X for Safety and Cooperative Driving (2016/11)®
<4GLTE 705 5G £ TU— A LV AR BN AIRER LT —V2X #RETHIEEE TN D,
* 5GAA Report shows superior performance of Cellular V2X vs DSRC (2018/10)®
$ LT —V2X & DSRC D/37 4 —~ v A A 2 7 FATBREE G LT %,
* Toward fully connected vehicles: Edge computing for advanced automotive communications (2017/12)"

< BEPEREICHT 28 EO—o2 bt LTy Varta—T7 4 7 2#H LTS,

LR, 240 O R OV b B (2 B4 2% 5153 D i

k={111
Sa3

%/?50

3.1.2.1.  The Case for Cellular V2X for Safety and Cooperative Driving

31211 #@=E
AT 2016/11/23
ARelb) <FAfFHRE > QERFIR A2 L)
RUA F_R—r3—
PIEA <A— R — A JE{E >
ADAS & CAD(Connected and Automated Driving)

3.1.21.2. SERY I bO7EHFICEET SER
WY 7 MU= 7 B L B e T A v, 2 TR, YL 4G LTE I LB T —
V22X ZHEE L TV F#TH A Z E R T 5,

3 http://5gaa.org/

http://www.prnewswire.com/news-releases/5g-automotive-association-and-european-automotive-
telecom-alliance-sign-a-partnership-mou-615215444 html
http://5gaa.org/news/white-paper-placeholder-news-for-testing/
http://5gaa.org/news/5gaa-report-shows-superior-performance-of-cellular-v2x-vs-dsrc/
http://5gaa.org/news/toward-fully-connected-vehicles-edge-computing-for-advanced-automotive-communications/
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LU 6, FRRICBWT, X027 HENEIZHE(ADAS X° CAD) & EBLT 57201213 56 ~DOBAT
DUETHD, B =L —F =R T TRJIEOSH LWL b D LT 5720, 5G M4 54
WA T oy EIREENMEE NS TH D, ZTITI3GPP K7 7 2 U —D—ETH DL T —V2X 1L,
AGLTE 75 5G ~DER N AZFERE L TWD Z LD, 5GAA 1T BN T —V2X #HitET AHHTH 5 L ik~
T3,

3.1.2.13. #HEEZE
Bz L,

3.1.22. 5GAA Report shows superior performance of Cellular V2X vs DSRC
3.1.2.2.1. BE

FEAT 2018/10/30

A=Ayl <Firs > QERHER DR L)
BT A Fr—r3—

x5 <a— R —A dEfE >
+ /L5 —V2X & DSRC

31222 wEWRYIbIITEHICEETSSHER

WG Y 7 b U= T EHNIBEE L EEE R R, 2T, T T RO E & FEEY & ofr
ERILR 7R E Rk 4 AR BRERICI 1T 5 /LT —V2X & DSRC OHEREIE 21T > TV D, 2016 43470 “The Case
for Cellular V2X for Safety and Cooperative Driving” D EIEZRFET HALE ST 2> TN D EHEET D,

Fi L7727 A MILLTF O 8, —H L TR/ T —V2X O DSRC LV HEREA RV &V S RERIZZ -
TWn5,

+ Lab Cabled Congestion Control

+ Lab Cabled Tx and Rx Tests

+ Field Line-of-Sight (LOS) Range Tests

+ Field Non-Line-of-Sight(NLOS) Range Tests

+ Lab Cabled Test with Simulated C-channel Interference

+ Lab Cabled Near-Far Test

+ Field C-existence with Wi-Fi 80MHz Bandwidth in UNII-3

+ Field C-existing of V2X with Adjacent DSRC Carrier

3.1.223. fHkEE
Rz L,

3.1.2.3.  Toward fully connected vehicles: Edge computing for advanced automotive communications
3.1.2.3.1. H=

AT 2017/12/15

el B> (ERHRIEN 7 L)
BT A F_R—=/X—

A <a—Rr—A | BEE>
HEpElZE oy Par Ba—F 4 7
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31232 wEWRYIbIITEHICEETHER

HEREIRE, 7 77 R —RETY T A DY —EANERIND N, FFICEBIFDO ) TZ A LY —
EADDIZTy VA a—7 4 e & O3ENT Mo T LT 5,

Ty varta—7 4 I EMEAEN LI V2X 77U sr—3 3 % Safety, Covenience,
Advanced Driving Assistance, Vulnerable Road User @ 4 >{Z43%8 L, Convenience Ot — A7 — A & LT OTA
\Z & 5 Software Update & &1 T b, D3 DTy Pa v Ba—T 4 7 DY TN A LMEZEN LT
H DTN, T D Convenience (2B L TiL OBM — N E DK a 2 MEFEEEOEBIZH T TV 5,

3.1.2.33. HEEE
Bz L,

3.2. ACEA
321, #H#E8n

ACEA (BRM BB THS) X, A X =0TV 2 v /MR ZE S . BN BB 2 — I OFEFREKT
bHo, BEOMABEEILUTOLEY,

BMW 2 )L—=/ DATF, Daimler, FCA, Ford & —1 v <, Hyundai 3 — 2 v /X, Iveco, Jaguar & Land Rover, PSA
7 V=7, Renault Z7/L—7, F I X HEHEI —1 v/, VW Z/L—7 Volvo 7 /L—7

322, B - RITUBN
3.2.2.1. ACEA Principles of Automobile Cybersecurity 8
32211 #B=E

FAT 2017 4£ 9 A
(A=Relyl ARFEATY A RIZIER ) & FR iz e,
P BEIEOY A N—tX= )T ¢

AXT Ty R =0T, ABIEN YA N—HBEZT DV A7 BEE->TWDHTD, ALE
TiE, LFOAR2OHEE 725 Principle 12B L CREH S LT 5,

1. Cultivating a cybersecurity culture

2. Adopting a cybersecurity life cycle for vehicle development

3. Assessing security functions through testing phases: self-auditing & testing

4. Managing a security update policy

5. Providing incident response and recovery

6. Improving information sharing amongst industry actors

32212, @RV I bO7EHFICEET SER
V7 MU T HEFICEETAEA & LT, UTORERD S,

< 2. Adopting a cybersecurity life cycle for vehicle development>
ARETlX Secure ECUs, Secure network communication, Secure E/E architecture, Secure extended vehicle (2
LTCELENTEY, Secure extended vehicle D7 A 7 A E LT, FiR3 AICELINTND,

v" Secure internet and back-end communication

8 http://www.acea.be/uploads/publications/ACEA_Principles of Automobile Cybersecurity.pdf
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v" Secure remote fleet management systems (FMS) and remote diagnostics

v' Secure over-the-air software updates

F 72, ARFTIE Security functions & L T Security logs, Communication protection, Control keys and access,
User data protection, Identification/authentication/authorization (2B L CE & S TH Y . Security logs &
Controls keys and access {ZB L CTLATF D X 5 IZFH ST 5,
Security logs: Security events should be logged when required. Access to the security logs are documented and
protected from disclosure to unauthorised users. Furthermore, when required, security logs should be sent off-

board, through a secure channel, for safe storage.

Control keys and access: Keys are managed securely, and the use of a trusted infrastructure (Public Key

Infrastructure) is encouraged.

< 4. Managing a security update policy>
RETHE, VA ASA—BEAT CUREECEF 2V T 4 7 v 77— MEREZERT 5 Z L1220 T
ShENTEY, OTA B L TIE Fatididkid 5,

In any case, while secure over-the-air updates seem theoretically possible for many components, the need for

physical updates might still be present in the years to come in a number of cases.

3.2213. H#XEE

RIEAT B ARIZIERIRIR ) & F7 7272 A3, ACEA 73 ENISA, UNECE/WP.29, Auto-ISAC 72 & ~D )& 2]
HAEIN2Z st Tnd, £/, ACEA EAEFEN ISO/SAE21434 2B T 2#matEd D LTl
Ty LU AETHIELEREINTVD,

3.3. SAE
331, B

SAE International ® X, fiZskE, FeMdi, pff s R o BN E K OCH M 24 8 &3 2 IR K
Thb,

FRIEB L LT, HIFEES TIEERKORELIT> T 5, E£iz, Z O TIE A World In Motion <2
Collegiate Design Series 72 EDEE T 0 7T L& ITFE L TV D,

#9 128,000 ALL EDHERR A > /3= % 4 L T A BBOMA TS Y | Z O Board of Director %, k4 72
SEOHFEN SRR SN TN D,

332 R - ROBEAN
Z 2T OTA IZ 3 % SAE DIEBINE AR 5.,
* Firmware Update Over The Air (FOTA 1° ) for Automotive Industry (2007/8)*!
VA=K D YT MY =T HHOLDIITEMIET TR, ElET 4 — 7 —FITH LA Z L
(C K-> TURLHI 2 2 72 < R DBFH G ETH D L IR TN D,

9 http://www.sae.org/
10 OTA IZ FOTA L MHEN DA H H DA, EARMICIZE CER CHA ST 5,
11 https://www.sae.org/publications/technical-papers/content/2007-01-3523/
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¢ Over the Air Software Update Realization within Generic Modules with Microcontrollers Using External Serial

FLASH (2017/3)*?

YT Y = T EHONERRMAER TS ) oD HEE LT A I TALT Ty a2 AEY &
% ECUICMT 2 RIEDHEN SN TND, ZOFIETIEH, MBIV T AT Ty a AT ~DF
vy a—ROM, % ECU T —H /N AEY TIHETE 272D YL Em WISt s,

* Analysis of Software Update in Connected Vehicles (2014/4)'3

ST LaLERTERODD 3G,4GET L, Wi-Fi, A~— k74> (Bluetooth 7> USB 7H U >
7)) 128D OTA 2R LTWS, RBERHC Z D_——Tld, kBT 57 v — ME%21T-
TWND, =AY —A T LIZEMTHT 2HH, ARZRRE7R L, % OEM I281F %5 OTA xS0
MERLTWND,

* OTA reflashing: the challenges and solutions (2016/1)**

ST AT ORI EZ I REOEENMTON TS, &FEY 7 b U =7 HHOMEREHE, Y7 b =T
HHHROA T 7 —varFoy I ORENE, n— LNy ZIZHER ATV RENFEE L TH
FHiTn5d,

ul

¢ Feasibility Study for a Secure and Seamless Integration of Over the Air Software Update Capability in an

Advanced Board Net Architecture (2016/4)*°
STLUaLEREAERY ABERERCTOERY 7 U =T EHFITRETY — L L A TN}
D, TOBEMZXHTHY T MY = T ORI AEEMESRE, ®EIR T 5,

* Safe and Secure Software Updates Over The Air for Electronic Brake Control Systems (2016/9)6

SEEY 7 MU = T EHFORE) EBC (Electronic Brake Control) 2T A DEEIX. LETEDOYE
WNNETH D RIS, FOHEH|E LT SHE & EVITA ® HSM XX TCG @ TPM IZ L B &
X2 VT4 T —FT 7T ¥ BB ENTND,

* OTA updating bring benefits, challenges (2016/8) ’

SERY T MU= T EHITY T b =T oy FORMIIT TR BEEBIZ b EEDNED 2 L3
MFENTND,

* Improvement of the Resilience of a Cyber-Physical Remote Diagnostic Communication System against Cyber

Attacks (2019/4)18
SVE— IRV ET— R T v 7T = hOFAR—=T 4 DIV AT KK LT, A A=K B 5%
FTAHMETIEE SN L. LU =y R O HEE RTINS,

12
13
14
15
16
17
18

https://www.sae.org/publications/technical-papers/content/2017-01-1613/
https://www.sae.org/publications/technical-papers/content/2014-01-0256/
https://www.sae.org/news/2016/01/ota-reflashing-the-challenges-and-solutions
https://www.sae.org/publications/technical-papers/content/2016-01-0056/
https://www.sae.org/publications/technical-papers/content/2016-01-1948/
https://www.sae.org/news/2016/08/ota-updating-brings-benefits-challenges
https://www.sae.org/publications/technical-papers/content/2019-01-0112/
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* System Engineering for Automated Software Update of Automotive Electronics (2018/4)'°
SPCHEDT v 7T — LB LR OABE NAL DT v 7T =7 —=%7 7 F ¥ Zim LT
Bo TvTT=brDIZODRELIA U F =7 2= AFGFHIEETH D L LT, TOMROMET
HEERRLTVD,

* Measures to Prevent Unauthorized Access to the In-Vehicle E/E System, Due to the Security Vulnerability of a
Remote Diagnostic Tester (2017/3)%
SVE—FZBOT —%7 7 F¥IBNT, ZOMHELZRMLETVD, £DHIRXAT, X2V T 1%
LT D707 —FT 7 F X BB TND,

¢ Over-the-air (OTA) programming allows remote software updates : Over-the-air affair (2019/2)*
PVE=RT v T T—ME AT TR THRIFHEEOBIMIC LR D Z &2k _rTnD, £
L SGILk BT v TF— MCbERAD B,

« OTA will drive cybersecurity programs (2018/4)%?
SAUE =Ty MIEERT AHEICBIT A N— Ry =T &V 7 My = T#FHE, VA "~k x=U T4
EERTHLERS D Z L HBBRTND,

T, EIE R OREE K O S 9T B 5 A O A 17 9

T

3.3.2.1.  Firmware Update Over The Air (FOTA) for Automotive Industry
33211 ®E

FAT 2007/8/5

AEfES1F <FAirs > (R 7R L)

x5 <G@fEHEIN, BHFIE, =—RF—R2>
AT F A AEH R O — B R D E(E

33212 =RYI U 7EHICEET HIEE

CORFRTT LA LsERTIE, ERY 7 U =7 FHICELIC OTA Bl & i > T, ZoiE% HEE
ERCHEAT D Z L EZAHRIC, W ODDOZ—R T — A% L, FIREBEE R TND, 72721, N—
ZIZ LTV BN, 2001 ££~2005 FEDOHFITH 5,

o PRIEE A
OEM FAL3 3 Hh - TV A REEER L, BEOTEY EFIca L T—EDEIGE ED TV, TR
HO—2L LTV 7 by =T RHEO) a—AR"HFbND, ZOFREL LT OTA il &~ Tz
Y7 Ny = THEFHTHZ Lt BICRERERAZMZ 5720 T, UV a—AolzRCHlTZ T ¢ —
T—FHIFHOLAERS THDEWVSTZHEA Y Y FbHDHZ L2 TN D,

¢ VI NT =T HHDL—Rlr— A
HIFOENTNDEY 7 MU= TBHFO2—Rr—21F, Va—, EFRELOZ L—20D 31, V7

19 https://www.sae.org/publications/technical-papers/content/2018-01-0750/
20 nhttps://www.sae.org/publications/technical-papers/content/2017-01-1689/
2L https://www.sae.org/news/2019/02/over-the-air-remote-programming

22 https://www.sae.org/news/2018/04/ota-will-drive-cybersecurity-programs
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Ny 2T HEFOFELE LTHITFTWBEDIX, y—TNA_—Z (B#) TOT v 75— k& OTA £Hiff
o7 v T —NTH D,

3.3.2.13. HEEE
Bz L,

3.3.22.  Over the Air Software Update Realization within Generic Modules with Microcontrollers Using
External Serial FLASH
33221 #HE

54T 2017/3/28
(Aol < Bt > (GEARERTI 72 L)
POE- < W FINE>

7'a - AE

33222 =EWRYIrUT7EHICEET HIEE

F 4 =T —ETODOBDA LV H—T =2—A& N LY 7 b =27 BHOFEIL, V7 b7 =7 EHOMEE
RN 2 — IR Z RN Z 2 Idh D, ZHIXTHNTITON Ok~ 7o — B A DA 721 23 L Z
DML THD, 12770, 2—PIXZOM, EWEMHES Z LN TE R,

FLUEIE VTN T Ty v a ARVICEGT — 22X U rn— RT3 5EThHiUL, £ ORI
a—PIFBR SR, ZOM, 22—V OREMITBE ATREZNO ThH D, ZOX—/—Tik, Z0FHE
BlZFEIT LTV D,

cINETOHETOR VR Y T

B INADL—=VILH T = FLUEERT — 2 &4 ECU IZELET 523, 3~NToD ECU IC[Fk
IZEE TE DI TRV, BfEIE OBD R— M6 CAN NARHA TIThN 528, #mkL— MIEL 72
VN, TR, HEEIIBE TE RO T, ZhBBICR D,

+ A/B swap
FHECUICKER ATV EZALBD2N—VHAEL, A€V BIZEHT —F 24T 5, ZoM, 4
FZECUIZAEY ATHEITLTVDOT, EHIIHHTE D, BHOTE T AR INDL L., AEY A
M AEY BIZ swap DEIZ ECU LY A% — hT 5,

U TNT Ty aRAE]

% ECU ILEM CEDICAFTELVITAT TGy va A€ ) 2MINT 5, Hik ECUIXR— L AE
YUTFETLTWEDT, ZHEFITLTIIVTIAT T a AEVICEFRT — X ZEERIREIC 2 D,
EBIT, D ECU ZFFFCT v 75— b AR E W ZRfER B D, A—r3—Tlx, ZOEEF
Z BARBITRBIT LT D, T OFEEF T, BHRMEEO R — Ay 7 D72 D A E ) ELEICHONT
HEKLTND,

3.3.223. (HERERE
Briz7a L,
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3.3.2.3.  Analysis of Software Update in Connected Vehicles
3.3.231. #=E

FE4T 2014/4/1

(A=Relb) <EAirkds > (GEAERTI 72 L)

x5 <H@EHIMN, 2—RAFr—A, EHTFIE>
FLIGAL Y 7 N =T B A

33232 ®ERYI U T7EHICEET HEE

OTA 7 v 75— MZ R} 5l FE (3G/4G, Wi-Fi, Bluetooth, USB 7 VU v ) T rica—Ar—2
EOELT, BT AR EAFIRREZR LTS, 2RO OTAT v 77— hE, 7L asERDOE
BHOHETHDLZ EBNRENTWD,
TZORLTWDEMLIT, EXa7lE, adidE, BEE. (MIEECFE, VA v L AdEoxY
THIF, =Ny T HRAEY (BHT ST = FORETH D, Ak LT BT BIfEDOA OEM (Tesla,
Chevy Volt, Mercedes, Chrysler, Audi, k3 %) 2LKIZBWTOTA 7 v 77— FTHEHA L TV 2i8(E T %
WALTHE,

BT, AROBERBOL—FITHTHERY 7 F Y = 7 EHICET SMEOE, WEER SO T Y
VINEEEORRETRLTND,

3.3.233. HEEEZ
Rz L,

3.3.24. OTAreflashing: the challenges and solutions
33241 BE

AT 2016/1/21

NLE-S <FHE> (ERHE 722 L)

x5 <A— R —RA>
ta—~rT 77 X— etk

3.3.24.2. @RV I bOT7EHICEET SER
7792 AT IO O0TAILLD Y 7ns T 07 (22Tl reflashing &R L TWD) 2B D
LRI IZHON TR TN B,

sV n ST 2 T O
FATTHA5%. TA—T—HDONTDY) FuarI33I 07 TIE1l AL EEDOREL D 2 LT3,

ZOFERIZT — FEEEOEIRIEIZH O . Wi-Fi 0BT —% v MU — 27 OF| AR 2 T8N 5
B LTS,

cEVa— AT L=y

Y 7 bU = T EFHOKIC, BN CAN IZHER SN2 EY 2 — MDA T S L—va v Ty
DUETHD LIBRTND, EOFEVa—ARNEHINTZON, TOEHFICL-TEAREERD D
M7 EOMEREIT, DDA VAR RKIR LT EZDTDIZr— Ny THENRLETHD L L
T3,
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3.3.24.3. [FEEEZ
Bz L,

3.3.2.5. Feasibility Study for a Secure and Seamless Integration of Over the Air Software Update
Capability in an Advanced Board Net Architecture
3.3.25.1. #ME

FEAT 2016/4/5

(AERelbl <EAirs > GERHER I 72 L)

P <HEFTFIE, "—FRov=7, E¥=2VT7 1>
T—=X%7T7Fx, BrHAT=y b, FANR—EXF2V T 4

3.3.252. ERVYIbVITEHICEET SHIEE

BT —ERLE L THBEERICEITS OTA 113, BEMOMEMREZIZ LD & T 5 EA DOMERH
5, BIREOBENOLUTO 3 SEzBfE LTHITFTND

+ OTA IHEE O & 5 W BEITIH 2 2 T TR b 72w

- OTA IFFLWIFI CH £, ElmOAHMELZEE L Tide 6720

- SEESH O BT O EVEITMER SR IT TR B 0

INGOBEMIZHT HRAFEEEZFHEL, Ty 77— b7 — ¥X2 V747 %77 F ¥R
REY 7236 TR LT\ 2,

3.3.253. #BEEZ
Brlz7e L,

3.3.26. Safe and Secure Software Updates Over The Air for Electronic Brake Control Systems
33261 HBE

AT 2016/9/18
AEReIb <Akt > (EAERTI 722 L)
FOE <Z— AT —A>

7 L— i

3326.2. =RYI LU T7EHICEET HIEE

EBC VA7 AZEWT OTA il 3 B B1%

« L O Safety & Security # fEfR3 25 Z &

c O AME TR T D &

D2 REBETHLENDD E L THEAZRLTHHALTND,

A @ Security (%, Bl ZEEOH DWENLTFH I EAEHERT 5, ZDHITIE Firewall 2 £ 1| B
FREOCRAZEAL TOWD AT ZFD0ENH D, BAERRIESE LT TPM & HSM o722 27
LEHIFTND,

T 7T — hOW, BEOTZDICHEIIIEE > TWARENRH D, ZOM, EBC VAT AFF T LT

LDMHTHD, ZNBBREOWAMIEET 5, BEAREIELOD, ZOX T H A 2528 TH
FEBZRD 3 AT v T TR LTINS,

cHNR Y NT— IR E T — & T a— Ot

CHRNR Y NI =7 ~DEFX 2 U T ¢ HERED FEEEH

*EBC VAT LDF UL HA LEHLTHERELSTVa v
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3.3.263. FERZ
Frizzz L,

3.3.27. OTAupdating bring benefits, challenges
3.3.2.7.1. BE

FEAT 2016/8/14

(AERelbl <FHE> (ERYHIR IR L)

P <FHFrxrge, HEHFNE>
LN R —% b

33272, =RV I U T7EHICEET HIEE
WE A MEBO7ZHO Wi-Fi FIABSRIREDS LenZ e, AT/ b—YarFoy 7 BN
R L ERLTWDMEIL, 2016/1/21 DOFLE(OTAreflashing) &R U Th 5, Yi%in® & B 503, F&
575 vy a AFVICRELRWT OTA OFR EFEEZ LSRR TWAZ LIk b,
- VTR s T I E Ny FIET TRERRBIMC bIEX D AR ERf o TnH 2 &
BNy I DIEDIIRIIRAE Y BRLERT &
« OEM |3 H [l O ERICE T 57 — 4 2 IMET INER DD Z &

REIZELLTVD,

3.3.2.73. w#BEEZ

Frlzla Lo
3.3.2.8. Improvement of the Resilience of a Cyber-Physical Remote Diagnostic Communication System
against Cyber Attacks
33281 #=E
AT 2019/4/2
NESF <PAFHRE > (ERHR 72 L)
PIEA <BEHM, EXaV T4, 2—RAT—Z>
UE— hgl, ¥4 NN—HB~OL )T

33282 ®mEYI U T7EHICHEET HIEE

UE— M2 OV A N—HEBITt T Dt e ot L, LYY =R &M BT 570D HEERES T
W5, TZTESTWDHYE—RIBKEIZZ IV RR—ZXTHY, ZIIZ OTA IZLD 77— U =T D
Ty T T—= R BRI T RR=Ap—EROEELERO—DL LTHIT BN TVD,

YA NR—LRIKHTT 22 b I =T =g e ol U E— NBKO Y AT L&
LTW5, LOLARSLTA NRN—tF 2T IZBLTIESAE S H WL DO, HA KT A, 1=
R ENY Y —RAZNTNDHHLOD, A—Er 74 —Fy N THLIIEITMONTVWDED ThD, iR
I THRARTOERELIA, 72O R EbFF L L TRRE TV D,

3.3.28.3. HEREEZ
Bz L,
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3.3.29. System Engineering for Automated Software Update of Automotive Electronics

33291 H=E

AT 2018/4/3
NLBESF <HATERE > (ERE 7R L)
x5 <@IEHAN, BHFIE, 2—RAFr—A>
Ty ST N ATFADT —XT I Fy L HEE

33292 ERVIFVITEHICEET SHEH

VI 2T T v T T — hOFIEICE LT, WEROFIEE PCELE o/ =Y F AT A R ZfEbh
TWDHEELESHT L, 7> 77— M AT ASOBEMEZIRRTW D, BEHN & L CTEREE &
WEZBRTVDEIN, OTAIXV E— FT v 7T — MIFO—2 L LTHZ LN TN D

BRCTH T EO~ vy 77 —Z e CITBEREDRKEIWZOEE 2 X MBAMEIZR>TWD, Elo—Y
FAT R ZAMEDNTWDY v 77— b HiES, BBIEORES ALY YV —AR PC FITHRITEWT
AT A7 NVEHRBC, ZOEFEAHFEICHATE2HOTIERY, BBIEOY 7 by =77 v 77— |
VAT LASOEFE LT, et BEOEX AV T 40, BET v ST — MO~ v A U H
Tz —AED 9 HEFTTND,

3.3.293. HEEEZ
BRIZ2 L,

3.3.2.10. Measures to Prevent Unauthorized Access to the In-Vehicle E/E System, Due to the Security
Vulnerability of a Remote Diagnostic Tester
332101 @M=

AT 2017/3/28

A=Rolbl <EAirds > (GERHERII72 L)

Pop- <WEHIN, X2V T 4, 2a—RF—R>
UE— ki AT A

3.3.2102. =RV 7 U 7EHICEET HIEE

WEROF A N (TIHN) TOBBR Y E— MBBNIBITL, 22 TRIT — X OEE° ECU 7 7 —
AT OT v 7T — M E LTO OTA Zik_XTW5, E-HENEEO e ha ity SERHY, Y
E— b W AT LOT =T 7 F %, EX2 U T A BMEERLE WA,

3.3.2.10.3. HEEEZ
Bz L,

3.3.2.11. Over-the-air (OTA) programming allows remote software updates : Over-the-air affair
3.3.2.11.1. #E

FEAT 2019/2/21

(A=Relbl <FRH > (MR IR L)

PO <SBIEHAN, BHFIE, 2—RAF—A>
AT A, BEREBIN, 5G
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332112, =RV I +U T 7EHICEET HIEE

AUTFUADEDIEEDRTG A= ZHFRT L P DR T =< P ALR— MR LETHY |
Z ZIZ OTA HAfiakd b Tna, FRZ 5G I LD OTA 1F, miltE, &EEE, KERICL->TT v~
FohOLAT v RAESEDZERTED, ELHIAT 7 — LY =T OENCLDT v 77— M
72 1%, ECU 21 T2 < HENEISHERE DM LIZ b HET 5 2 LN b6nTnD,

3.3.2.11.3. HEEZE
Rz L,

3.3.2.12. OTA will drive cybersecurity programs
3.3.2121. #M=E

FEAT 2018/4/16

(AERelbl <FHE> (ERYHIR IR L)

P <WEEHI, X2V T 4>
YA N—t X2 T ¢ ~OxH

332122 =EYI U T7EHICEET HIEE
HPRA U F =y MZORND L EZDOBEEBURITIZOWTUTO L S B RABRH TV,
DRBHEIL 0T D—DTHY, A F—Xy FOBBIZS S END, HBEHIZ, A F—Fy MID
RIS TND DK L TH LWKHEZEHIT TS B2DT, 2oV oleh A "—kXa U7 ¢ ICRilxiHT
TLHEDICY T M =TDOTAT v 77— MINAILR D, ROT 4 —F—ICXDT v 77— M Tldkt
JRTER, BURIE, A —DIMEOFECHEH>TEY, HRLETIIA T+ T4 A2 MIBR>TWD
D, FRRITEE AL TH D,

3.3.2.12.3. HEEEZ
Bz L,

3.4. UNECE WP.29 GRVATFCS
3.4.1. ikt

EESESE T OTEB O —>Th 5 BB HEILERIIR 7 4 —F & (WP.29) 1%, HEIZHE-S < HAIOH]E -
WIEVEE R O EDEHR « HH 217> TV 523, EICIE 1958 4E e (o 5l 45 o0 B A GREF A KGR
BhE) . 1998 4l (JEHE o> Bl % O A BRI E) 238 5.

BONESE, BAR, KE, #5745, A=A LZ V7 m7 7V H, HE @EERSMLTBY, FEBUFHE
B& L ToIcA (HRA#HHETES), IMMA (HEE "B #H 1), ISO (EEEFEH<) . CLEPA (BK
PN A B L2, SAE (ABIEETS) S63MLTnd, BRI 1977 E1BIMAL TV D,

AR BIZEERZBEE DA SA—R3BIN L, BRETREMEED SV ABI O L 2 EET 280805,
B BYE I B9 2 S o [E BRI K OERE DA EAGE &2 HEE L T D,

WP.29 Ax T IC#E Sz HENERE /B2 (GRVA) 12T, 2016 (ERICHBNEIRED Y A N—%F =2 U T o
& OTA 1T L THETEIT S # A2 74 —A (TFCS) IR L., HARL A XV ANEFRFER LR VIGEIL
HEHTND,

23 https://www.mlit.go.jp/common/000036077.pdf
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342 RE - BITVEN
2019 4F 9 AW T TFCS OHEB S TH D GRVA ML LT NEE SN,

3421 ERVILUIT7TEHICEET HEE

2017 4F 9 H KR 5Tl “Recommendation of the Task Force on Cyber Security and Over-the-air issues of UNECE
WP.29 IWG ITS/AD on Software Updates”® K7 7 b (HZ%) ¥ INTEY . FAFICEALTERIN
TW5,

VT L RET L

V7N T 7T — MIETAMAGEE T vk R

* YT MU =TT 7T MIETLBMEE (7 7T — M e 20 rkENEERE ET)

Y7 2T IDEFFEZEOMR

2019 %2 9 AIZ, WP29 TFCS TIFH A N—EFX 2 VT 4 BERKNY 7 b U =TT v 77— MEED LK

DUELZFEREED, VAN—Xa VT ARBEL, A—HMTHA X AR VT =TT v

TT— MERIT, A X R AR 1 GEARES) . HEHEZR 2 (ffld UNRegulation L B# L72Y 7 h U=
TA=Va ERICETOHE) oD,

3422 [kEEZE
WP.29 CiX, 2019 42 9 H ™ GRVA-04 (2T TFCS 7 7 b7 MAMRH S 4L, 5T 2020 42 3 H D WP.29
SETHERBEINATETH D, o, BIMNIER»DL 6 r AkE TEL TW5,
RIS o THEMNERGIE L ED D, AARIZER WP29 R A b L IICENEELZED TR,
NEEEZBE LT,
DReSIE:

© A ORI

- U

BRE, VIR TT T T =k (—EPAN— X U T o B EET) OIS ENES
(EFEX LS 99 200 3 (FEded)) ORHIZ 20194 5 A 24 BIZ5ET L, MEITIE 146 5 »HLL
NEZd,

3.5. U.S.DOT/NHTSA
351, A&#HN

U.S.DOT, NHTSA ZZNENT A U I ERE OB TH %,

+ U.S.DOT: U.S. Department of Transportation 7 X U AR EEHFHE

+ NHTSA: National Highway Traffic Safety Administration [E 523 A28 22 42 &)

NHTSA (X U.S.DOT D% FIZdh ¥ | 24 (Safety) |2tk 2 BHOFAH, MAEICERIT 2 EHHICH A K40
AT, U a— o - EEER AT O, Safety OB D, V2X RSHEERAHEES D & & bic, B
HilzRIEZ T A RTA0RY —DFIT, BRIEEEIT->TW5,

F72. US.DOT [ZKENEKEHT T, V2X DHEIEEBRZIT> T D,

352, RE - RITHEN
NHTSA OFITL TSR Y 7 b U =7 HHICEET 2 B2 5 b T2 IThE Tl dbif 5,
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* Automated Driving Systems 2.0 (2017/09)%*
< 2016 4 9 J 317D Federal Automated Vehicles Policy % ¥ « 22 LEZ = H D
* Cybersecurity Best Practices for Modern Vehicles (2016/10)%°
<> Federal Motor Vehicle Safety Standards; V2V Communications NPRM (2016/12)?8 27
¢ ANPRM L, V2VEEAOA v E—V 74 =<y MIETHLOTHY, HEY 7 by =7 H
BFaBEBEONRE LD TERWR, V7 My o7 EHFEE L TERY 7 Y= 7 B
BT 28HNH D7D LTV D,

1T D,

Tl

LR, 22 O R OV b R (2 BRI 4 2% 1 53 D i

3.52.1.  Automated Driving Systems 2.0
35211 HE

547 2017/09 Ty
PLiE-SH <fLAR>

A KA

ACE H K13 Voluntary Guidance T & V) 5l /71

FElz 720,

ZNBAME 5 Tl public comment 235EERBEN TN D

(2017 411 A 14 B £ 7)., HiffoEIizxHsT
Lz, BHWGRT v 7T — MRTESA T
Do

P <a—RGg—RA (HEhEE) >

ADS

SAE DEF T Level 3 75 Level 5 (A% 9% HEf
HERETHV OIS HEIERR S 2T A

KETIIEEE D 4% N ANNERTHSL Z Enn, BERERS A7 AL, ADS LK) OEAIZ L
BESERD OMEREE-> TS, £/, ZEAMUSMNC LEES, &Sivd, S80NcHEFTA TE 2
WAz NEZ RIS 2SO, SR OE B X 58 T RMERBREEROEI LB ST 5,

AFEEFRELIHITT

(1) Voluntary Guidance

(2) Technical Assistance to States
D 2EAERR L 22> THEY . () ITMNBIFIC X 2BER LR OCHENCET 2NETH 2, LT TIIMICET ¥~
TAAXDHHELT D,

Voluntary Guidance Ti%, ADS DZ4%F(Safety Elements) & L C 12 DIEHE 2% 7T 5,

(1) System Safety
HHBEASO 7 NI A LIZBIR 7 v 22, Retbkom WREHE LT 2 &, FET et
AZONWTHE, FHZY 7 FY = TRBICOW TORBERESERH S LT 5,

(2) Operational Design Domain

24 https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/13069a-ads2.0_090617 v9a_tag.pdf
https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333 cybersecurityformodernvehicles.pdf

26 http://www.safercar.gov/v2v/pdf/V2V%20NPRM_Web_Version.pdf

27 https://www.gpo.gov/fdsys/pkg/FR-2017-01-12/pdf/2016-31059.pdf
https://www.federalregister.gov/documents/2017/09/15/2017-19637/automated-driving-systems-a-vision-for-
safety#
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% ADS IZxt LT, MHET 2EESLM: (ODD)ZEFK L. D ODD FIZH\\ T ADS NiEYNZEIET 5
ITEFT H 2 &,

ODD (ZiZ. ADS 28t S 2 S&fEEEHE, B /KR OEig #72 L)S & £, 4% ADS 1348E
ST CTHDICEET 20 BRET 2LEND D,

(3) Object and Event Detection and Response(OEDR)

FEN72 ODD FIZIB\W\ T, ADS ® OEDR FEREIIMLH, H4TH . @#7e L ADS O L EEEIC R

L9 oxGMatin L, BOREELZRIRT 2LENDH D,

(4) Fall Back (Minimal Risk Condition)
187 ODD LA TOBWEREE L e o 12356 VAT AARRG Lo T2 6% T ADS S IER IZEfE L 72
WIBEIZIE, TO L EORMITIE L Tl REEE L HE LD L,

(5) Validation Methods
Yialb—vary, TAMIT v 7 RMETORIEZEE 2 T, ADS MHE LB Y OBfEZ 2
PR REZEZRLTND, TAMIV—A—=D, WMA—DREDT T 4T 4 BFERLTH
TVl ML U = F BN ERT 226 TEDLEH D,

(6) Human Machine Interface
HENEIR ORI, BRI AINEREZMERT 220X vt — V2R D 2 &,

(7) Vehicle Cybersecurity
PAN—EX2 VT bBE L, mNRMRFEITHIZ &
NIST, NHTSA, SAE. Auto-ISAC 72 ENRFEITT A XL ARNA NS T 7T 4 A2 Kz it W
DAIND ZERERHENTND

(8) Crashworthiness
H &R L~V D B3, HEAH S5 C ADS 13 NHTSA Ot L4 il 7= 2 &,

(9) Post-Crash ADS Behavior
HRELICEEIAENE, BEEELZBFHET 2581003, o7 v 2&2iike LTERT L, 22
B, ZRICHET 2EBEEHMOEIE L2 GEIIE, EEEZHER L IR L R0,

(10) Data Recording
REA EDREFE & RIEFI D=0, Fraxp A N b LA T2 L,

(11) Consumer Education and Training
WEB, T4 —TF—, BEGD T, ADSICHTDHAFELMEST DL

(12) Federal, State and Local Laws
FMOBEEICHEA L TWD I EEAATE L L) Ic, #hn 7 2%kd &,
BB, REMRPLERRILT T, ARIZ—RICINEICER T2 Z L8 H 55, ADS & THIIA]
RRRA NS FERRIWITEDLZEPRDOND, Flo, INEIXFERMICEE SN Z L3 b D7
O, FNIIECTADS &7 v 77— FSELIMENDH D,

ek, REOE 1 ROALLESHT TH 5 2016/9 %47 D Federal Automated Vehicles Policy & Fb<% &, T5d
HABER SN TWD, 7220, BEOLENRL oo Tl JIEHEHFRPLETHD LS
nTN5%,

* Privacy

+ Ethical Considerations

* Registration and sharing

29 https://www.nhtsa.gov/manufacturers/automated-vehicles-manufacturers
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35212 wEWRYIbIITEHICEETSHER

2016/9 1T ? Federal Automated Vehicles Policy Ti&, #[EY 7 h v = 7T EFH AT b Z L2 BEL,
7 v 77— M K o T HENEEEEE R — FEIENRICEE RN THN 555 FH1IT Safety Assessment
FRHTRETHD LN TV,

—HTRN=T a T, BWRY 7 MU =7 EHICOWTOERITTRbh Ty,

35213 HEEZE
HAOERCRE DL XI5 720, EHRICEHIND Z EBRBIENTWD,

3.5.22.  Cybersecurity Best Practices for Modern Vehicles
3.5.2.2.1. BE

FAT 2016/10

PriESIT <HTA X A>AERRE e L)
HEHL0 Cybersecurity Z a4 212472 0 BB & ;yl::rsec‘;lr;;tylﬂest Practices for
N5 LB ST,

AE B I TRPHMNL 22 A3, Purpose (2
¥} T, National Traffic and Motor Vehicle Safety
Act(amended) TH A N—t ¥ =2 U T 1 OWEgH¢kic
FoTHELD VA7 bEBE LR EITI Z &N

ROLNTNWD L ORI H 5,
whe <SATHA N>
T_RTOHBE o
BHOTA T A 7 NVERENGE L, B, BHi{y P BNHTSA

AT AN, VT MU= T Y BEN AR OIS
B2 A - fESRIC I 7S

BRIZHTYZ, NIST @ Cyber Security Framework 20 Z K< M L, “BrE. BH#EL. W, shis, #HIB” o5
BRIZEDWERE T 7o —F 2R LT %, £, Auto-ISAC ZFIH L7 @A 2 HLE L T 5,

HiMf 5 Cld. Federal Motor Vehicle Safety Standard TiX ¥ = U 7 4 R I N— N TRV, WiE
iz ® National Traffic and Motor Vehicle Safety Act TIZIEFERI 2t F = U 7 ¢ Wagatkic L 2 R4 e ) 22
ZEHET D KOS TEY . X2V 7 11k T 2B At A RD TN D,

U.S.DOT D HT, ZaESLHMAFROTREIET L7200 A "=t 2 ) T A HRTH |
NHTSA [FFEMBANC DY A N —t X% 2 U T (A 21TV, BRE 2B S IALRBORIES A " —tF =
U7 4 b ZRET L T D,

I, NHTSA 2MTo72i&8i & LTIk, #9150 TH Y = —/ /LM (Recall Campaign Number 15V461000),
HERHER G LT 2 U7 4 R E DL ERICET 2 Ml 041 (2016/1), £ =V 7 1 (2B
LA R#(2016/1), X 2 U 7 ¢ 3R E O Tk AV L 28R 52 220 % B BhHE 2 — 77 1811 & fifd .
[NHTSA Federal Automated Vehicles Policy] DF4T(2016/9)7 EMNdHIF Hid,

Fio, BHEVHEBE A —H LEEA— b —iX, BB EX 2V 7 I LT, SAE IC K D HEYED Y
AN—E X2 VT 4 XARIZONTDOHA KT v 7 ThD 13061 "Cybersecurity Guidebook for Cyber-Physical
Vehicle Systems” DB & F1T(2016/1), Auto-ISAC DHESL(2015 4E#), —HDOHEHMIK (Alliance of
Automobile Manufacturers & Global Automakers) (Z X > CHIM EINTzEXF 2V T 4 IZEHT IR NS T2
T A4 A& REtd D7 L— AU —7 (Alliance of Automobile Manufacturers) D%, & o 2iFEIZ 1T > TU
%o

NHTSA (3 ERLiEB 2 AR — F LTE D BICAFEMICEASN TV DX 2 U T ¢ ik, Jidh, <2 b

30 https://www.nist.gov/cyberframework
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TIIT 4 A, BN EEMET DL L BIT, FRROEFRIEEIHESL DY VY —2 L LTREEZRITL T
D,

HEIEEEIL, bt 2V 7 4 3R E2EET D20 OaEN, »ofRIN 7T 71— & LT, Identify,
Protect, Detect, Respond, Recover 0I5 M FEHERE D HA%AL S 1% Cybersecurity Framework(NIST $647) % 124
S AHRE LR L TV D,

F 72, NHTSA [F ISO/IEC 27000 D L 9 72 IT & = U 7 ¢ HEHEM K. CIS (Center for Internet Security) ¢
NRRANTT T 4 A (CISCSC) BETHZ L bHERL TS, ZhiE, BHEER, 74 —7 KO —
ERABBET NN T I F 2= LB T2 Fa VT4 U 27 ORBICOR N DD TH D,

35222 ®mRYIrUT7EHICEES HIEE

WEY 7 MU = T REFHEIIRE STV, o T v MRARICER BIE S Y2 TE - Hikz
BHEFLTHBL Z EMNKRD LN TS (5.1 Layered Approach)

Flo, Y7 MU THEHIBEHE LT, TNy FE— R BRE— R~DOT7 7 2 AR, $EEH, 41477
T 7B ABIRICONWTER LTWD, 72721, FEMICBET 25 Rid7au,

2L DA, 77— b7 =T OIREIZEF MR XX End-to-End Ot ¥ 2 U 7 ¢ R AT 2 2% N
LRDID, Ty —hU=T - V7 MU =2TOREEITEX 2T 3T 4 T OERARHE S m 2P0
X2 T A MEEYR— T DY — A A AT RETHLLEENTWVD,

Flo, ZLDVAT AT T T v v a AE Y 2T _XTHSTH2 LT, RERT =20t e
Ty — LU =T O ENILT LI ENTED, 77 —LU=TIE, 7y 77— MRECH TG I WhE
WRH DD, FEZFNHFZO 77— 20 =T 2R/ TERVWEI AR ETRETHDLLIND
(6.7.4 Control Access to Firmware)

Flo, 77— LU =T OEE#REZHIRT 52T, AUz TEEY A2 T2 LN TED, B
2L, TUXNBHORAIC L > T, B ECUKCBITOIRER Y 7 =L U =7 07— MILELEORES 1
T DA A=AV EEBTE DA SH D (6.7.5 Limit Ability to Modify Firmware) o

P NEHEOERRICOWTUE, Z<OGHTHEASN TV OIREFREAHEATNELHDH, ZiUlk-
T, A7 ENHGE SN VBEZHERT 22N TE S L ST D (6.7.10 Control Communication
to Back-End Servers) ,

35223, fkRE

BN BB W T ORI IL 22V, Bestpractices 1, W HHMERF - B IN TV Y RTR_R—2T 7
0—FOREERT O E AL, BT DO OME 72 (solid foundation) Z it L TWH EH D
(1. Purpose of This Document) ,

3.5.2.3.  Federal Motor Vehicle Safety Standards; V2V Communications NPRM
35231 #=E

FEAT 2016/12
(WAERell <Ak >
NPRM

b= D OFETEA (BE)
ZABAREIZIE comment ZEE XN TEY (BIEIXHKT). OEM, Tierl/Tier2, 35+
MR, BAZEDD 400 22 53 A RFELNTNB,

x5 <s@fEHEIf (FH4h) >
V2V BEICBEAT 2 @EL A vE—Y 74—~ v b
(OTA x4 & L2 b DO TRV, WETELEIN TN SO/ 5)

- 23 - TR—10638



DSRC % /e V2V I@fRIc k> T, BSM OEZIFZAT 5 7o OIEFESE & T Ot & 72 - 12T
HETHD, V2V IBEICH T AR (interoperability) DOFELRD V2V 1B 2 AT A DRI D= DITIFR
AIRTHY, ZOLDICBINOITEINNEL STV

FEPHIEIZ LD BEDRO LA LHMN 6, WBEEN, BBMOT7 4+ —~ v b, 43—t Fa V7 1 &
TEIGIZE> TV D,

BSM i%, HiE, ., 7L —FRN, MEERR E 2GR, ZOEREEERESETHI LT, iz
HOTREMED B 2 LI SN B/ BT R T A NIZBEEMTOI D Z 2 MELTWD, ko HEHE
P—=RH AT TR Z SNRVIEMAITH 2 EOERERAE - Z2ENE®R, =ZHERE 300m B) TOHERAEIC
LoT, HERDFHF T AT LA TIIERETE RWHLOERENFREL 72D L EZX BTN D

Cyber Security D TlE, V2V BiEICRLT, BT —F 77 F ¥ &ETOT 7B AKRA » N OMRH#ESC,
ZA 7% A 27 V%l U7 NIST Cyber Security Framework [ZH#E U7z % = U 7 ¢ 5%Ft. Auto-ISAC % U7-
1447 72 £ Cyber Security Best Practices for modern vehicle (Z%f )i L7ZNFIZOWTE R INTWD

X2 )T o L LT, PKI AV SCMS # 8 LT\ 5,

35232 \ERYVIZbIITEHICEHEYSHER
IIL.E.6 T Software and Security Certificate updates & L CE & LT\ 5%, F7z, ILE.7 Cybersecurity D H T
bEANRD D,

- B

BRem, X = U7 M, T IANV—BBICHET 2720, BNRT v 77— FBRREICRD L
EZHNTW5

- ik

OTA V 7 u 777, BEENERILINDETIZOTA Y 7077 I v IR E@EOFENT /25> T

WD EHEINTND, iz, Av— 73 U EAWVTHEIIBSRICH 2T 7 ) r—a v EEAT
HZEBELLND,

- St

7y 7T — MIRBRIZL LT 2=V ORBBMLEL INTND, FENZDIZ> TSN TEY, &
Mo KBAD =X LRBELE ENTWD

- X%t

- B2 U T o GEAE (certificates) & 71 k=L

- BEH{EMisbehavion)fi 7 /LY XL RY —

-CRL=avF v, KY—

- TN AT =T

SCMS TiEHEL ¥ X2 VT4 7u hald7 v 7T — MNIEBTEEN, txX2U T 4 BHEEE
LY MU 2T EDOLDIFIY T IA Y —KETHY , YT ITA Y —13ExX 2V T 47 v 77— MIHn
TED LT LBRITNIT R B0,

720, V7 b 2T EHICOWTTERMR D H D D0y, a A MBI RO LA TNWD, £, M
PR ERENTHD, AR ANy FREA SN £ TOMBOMITIZONTH I AL PREEESHTND
(FeB, A FEEHFITBFERTIIKR T LTWDS),

M LT, V2VIBEEEIL. X2 )T 4 7 LT iy A A H-TRAIIHZ b & 5o — RbE
NI2bDTH 2 (FIPS-140 Level 3 1Y) T & AMER SN TI Y | Certificates = security policies /% FIPS-140
Level 3 A F L—VIRIFSNDHREZ LEFELTND L H D, 723, FIPS-140Level 3 (T A N L— T DA TIE72
<, HSM IZ b ME L T HIRENTON TS (IV.D5.(2).5) .
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35.233. [FEEEZ
V2V #EI2 W TIE. 2019 EDERNEE RIAATE Y 2021 4253 AT E, 2023 4 THH 100%
WHE RATE H D, OTA IZOW TUIERNEEES TR FEICR > TV Z EREESR TN D,
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4. BEHKSHEE: SXATLLAL BB
AETIE, VAT LALLOR TS ITU-TRISO 2 ETHRIEL TV LIBET T b=z 28k 27
AL, OTA IZERD BB L THitH 21T o 7,

4.1. Bluetooth SIG
4.1.1. fEEENT

Bluetooth SIG (Special Interest Group)lx Bluetooth HIA& K ERCFRIE AT O EHEHIKTH B, AL /—
> 7% Promoter, Associate, Adopter 238 ¥ . Promoter I% 7 1, Associate I35 600 #f:, Adopter I35 3 75
HE72D,

4.1.2. R - RITYEN
A ORISR, OTA IZFET 2B - BITWITHER TS o7,

4.2. |EEE 802 (EE{%)
4.2.1. fEEENT

IEEE (The Institute of Electrical and Electronics Engineers, Inc.)IZFE &, « B HITOFEE TH 0 KEITAKRER A
B0, 40 HALLEOZBZ2A L, HESIKORE, ERFE2 O, fXOFHEKELIT> T\ D5, IEEE 802
ZESTII LAN BT 2B LR SN TR Y . 7 —2 V7 L WEEIC BT 2 — AR U7 | b
ANDBHEL S TND

4.22. R - BITYEN
A ORER, OTA IZFET 5Bk - BTV TS o7,

4.3. 1SOTC22
431, fHEEN

[EPEAEE L (2 < SO E 9 U ADrE Z 9, B International Organization for Standardization) . BSFR
SO 1%, [EFEMIZIERET B D [E BRI 2 K ET 2 12O OIEBFfE, A ADY 2 X —TICARMEE S, A
A ARBIC KL DIEEFNENTH D, DHEXIGE . 7 7 v A5k - 0 v 7k, & | BEZ O B3SNTE 5,
[E| PR AR LA 3 R L 72 [EIBRBLRS (IS) & 1SO LTS,

SO 3, MERE A > /3—723 162 OFRAEALH AR GRS . M7 L2 FHEBUFMHRR CTH 5, 180 13, EEFEHED
HRERORT &) —Z2BSMME TH Y . EEHICLBREEL RS 52 LIk > T, RDOHES %
REET D, 1ZIT 2 H b2 HMKIT, TERBOENNL, BLZE, B BERECOTRTOLEE N /N—
LTW5,

ISO 1T FEARER ST OEYE( % | FifFEEB S (Technical Committee) ¢ T TfT 9, 1SO (213 < D TC 8
FAELTE Y, TC22 (I THBHEEEDO BT ENMTONL TN D

4.3.2. - RITHEN
ISO B’FAITT 2 EL LT, IS, TS, TR 2= ENRH D,

HENEOER Y 7 b v = 7 THICET 2 1SO BUSITIRAEGTFE LRV, XA 7 758E -V e/
ZIZBE 5 ISO Hikk & LT, TC22 2 F @ SC31 (Data Communication) (ZBW T, F@ARENFEEN TN
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2o
e ISO 13400-1:2011
Road vehicles -- Diagnostic communication over Internet Protocol (DoIP) -- Part 1: General information and use
case definition®!

¢ 1SO 14229-1:2013

Road vehicles -- Unified diagnostic services (UDS) -- Part 1: Specification and requirements®?

e ISO 22901-1:2008

Road vehicles -- Open diagnostic data exchange (ODX) -- Part 1: Data model specification®®

LR, 22 O R OV b B (2 BE 4 2% 153 D i

Tu
523

Z1T 9,

4321, 1SO 13400 (DolP)
43211 HBE

ISO 13400 TiX, A & —x vy b+ 7r haj - X=202BWh— v AT EEEHE (DolP) ZH#EL T
W5, IS0 13400 TiX, DolP TH/N—I N5 — M) 7p 2 — A r— 2 Hfil| 1SO 14229 I1Z & » THEHEL Sz
P—E RS H—T 2—AATA F—F v MEET 1 k2L, DolP A HEJERK, REEHEL TV
%,

FEAT 2011 4¢

(A=Relyl <HR> (B AIRL)
IS Hikk

x5 <J{EHAT >
HENED & A 7 7 @E 558

43212 ERYIrOzT7EHICEESTSHIER
EWY 7 b = T EHIIAREEICLD Y T N TR E DR EZER T ANERS L0, A
DODHEIZHEBE L TR LEND D,

43.2.13. [{EEE
Bz L,

4322 1SO 14229 (UDS)
43221 #BE
ISO 14229 (UDS) 1%, WY —/L L HN ECU & ORIOY—E R LNV DH A7 ZBEHEERET 5,

FEAT 2013 4

NLIESF < B> (BRI L)
IS Jik%

x5 <J@fEH >
HENWHEDO X A 7 7 @ESE

43222 ERYIrOT7EHICEESTSHIER
WY 7 b T EHIIEREE @By —) LAY T Ny 2T EHE OBREEET A LER D

31 https://www.iso.org/standard/53765.html
32 https://www.iso.org/standard/55283 html
33 https://www.iso.org/standard/41207 html
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L7, ABRKONFIZOEE L TBLERDH D,

43223, [#BEREEZE
ISO 14229 1FLETEZEDMTHOI T DIS 3347 3D HiAZx,

4323. SO 22901 (ODX)

43231 HE

IS0 22901 IXFZWIT — & 2V B 95 E LT, ODX #HEL T\ 5, ODX T XML ~— R DOfE#

kT, WZBRT 2 BECU 7 —Z OFERIcEH S5, #ilj, ECU, 7 A Z—D A —Hl%, BEE A —
WHRAF L 72V [El— ODX JER T, ECU 2T —# 27tk L TR0 | 35 2 L3 CT& %, ODX 1E, 47—

TR T x—~y FELTHRHINTWD, BEIEA—IMOERT oYz s b ToOMMHIZHEL

T3,

FEAT 2008 4F

NS <HR> (B AIRL)
IS Jik%

x5 <J@fEH A >
HENED X A 7 @58

43232 ERY I +rozTEHICET HIEE

KB ITER WY —L) (X584 727 - V7 ul I ZCmd ik chHo, mEY 7 b=
TEHZOHDEXNRE LB TIERWA, EEY 7 bU = TEHFERFT 2 L CIIABKICEE LT
BLMELRD D,

43.233. [{EEZ
Frizia L,

4.4. 1SOTC204
441, FEBREN
ISO/TC204 1%, ITS DFEHELEZHNUAT> TVWDIEBEETH D, Aa—7IZHTIRRIILTDO LS IT
o TEVH, HENZEFHRLE N2 ha—L Y27 AlFAa—74 (ISO/TC22 OERE) L 7x > T\ 5,

%7?~%~%&&vaf%ﬁiﬂﬁf%ﬁﬁﬁﬁﬁﬂU%ﬁ%ﬁﬁﬁéﬁi‘ﬁh%fé 5

W ZIz=b— g kNT F =L R T ADEENEL, F 2T, TS (BEEEAEH S X T
L) DRI SHITIER, B EPE, 250, s, BEANFE N o2 — X5
Zr,

ISO/TC204 Ti%, 2017 FHTE, FiL 12 O WG MEBIAED TEY |
1) BEAEHE AT LT —%T7Fv),

Q) AvF—T=z—X RAyk—UEy RLE),

(B) Zv—LU—y (FT—HFFHE AvE—VTFTL—1]),
@) VAT LOMREEM:,

34 http://www.jsae.or.jp/01info/its/2016_bro_j.pdf
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(5) T A NIk,

75 E OB TIHEERERPREFT STV D
WGl: Architecture (USA) MEEMAN = B —
WG3: ITS database technology (Japan)

WG4: Automatic vehicle and equipment identification (Norway)
WGS: Fee and toll collection (Sweden)
WGT: General fleet management and commercial/freight (Norway)

WGS: Public transport/emergency (USA)

WGO: Integrated transport information, management and control (Australia)
WG10: Traveler information systems (UK)

WG14:  Vehicle/roadway warning and control systems (Japan)

WG16: Communications (USA)

WGI17: Nomadic Devices in ITS Systems (Korea)

WGI1S: Cooperative systems (Germany)

4.4.2. g - BITWEBAN
THEOFRER, OTA IZBET DM - BITWIIHER TE o7z,

45, ITSHEREERATLEERE (ITSHEHRI+—F L)
451, fABEN

ITS fEHEIE > A T L2 HEES 51, ITS (Intelligent Transport Systems : i BEHE R AS# S A T ) OHEE
MF T, REAEZE - BOFBIRIERIER) 100 R ERM - EROMRE B X TEMH L, ITS HHRBE AT L0
HFFEEA FE AR HE( L D HEE Je OV KA TEIEEN 24T 5 MK TH D, 1999 HEDFILLLK, DSRC (FREGHE) |
700MHz 5 /&1 BB JE A2 & A 7 A ] OY T9GHz #f i 3 fRHE L — & — OAFE R O IR 2R E 72 & BARBIZ2 R
REEHBHLTND

452 K- RITUBN
ITS {HHEERIE v AT AEESE D IXLL T ORERERSENRITEIN TV D,
o LT —BEEAN A N ITS « B ENEE 0 & B2 T 7 AR R A S8

4521, wLS—BEEMERV:ITS - BHEREGOBEICHIT-EEAERS

45211 #BE

3GPP 72 E TR EN TV DR T —V2X &AWV ITS LCHENERICH T 22 BE L, ERLkoR
DOIERIZONTHE L ZREETH D,

FEAT 2019 4 6 A
WAERelE <P E

AFATY A IRITIER ) & FR T 7a w0,
P T LT —V2X & Vi ITS X0 [ #hifis

35 https://itsforum.gr.jp/
36 https://itsforum.gr.jp/Public/J7Database/p62/Cellular_system_201906.pdf
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VIXFFUSr—2328—)0 H—EIN—F1r8—N

P AR
ESHE Emie FTE

TILS=V2X (V2V/VZI/VZP/V2N)
L S—V2X £

X 41 wILS—V2X £&EER ([4-5-11h551H)

45212 ERYIrOT7EHICEESTSHIER
HENEEO 7DD Y 7 by = 7 RHEIHFRICHOWTOR U o — Rid, AREZEOFTE IR TH 5,

45213. FkEZE
H EER 2 B W CTHIR BRI B OB HRINED 2 — R —ZDBMN END Z 0N/ EN D,

4.6. ITU-TFG-VM
46.1. fEBEN

ITU-TFG-VM IX ITU-TSG16 IZ £ ¥ 2018 2 7 HICERE I, BEHEICEET LV ATF AT 1 7 OEH(L
AR D RRE O, B RN T IS EHR RS A To T D, BB, FG-VM 607 7 b7y MIE
HERRUEIZIT 2 B 7220,

46.2. K- RITHEBN
Bz L,

46.21.1. fHkEZE

I NTF AT AT VAT DT D — R — A L BRI OWTE & D7z iiif LA — FRMERR S D
TETH D,
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4.7. ITU-T SG16
4.71. HEBBAN

Telecommunication Standardization Sector) .

Telecommunication Development Sector) 7> G S 415, ITU-T L&

M.

ITU-D (T ESBEFREM L 2> T 5, ITU I 193 » FH,
Y= R A U= RBBAI L TV 5 (2019 4 9 ARE),

ITU (International Telecommunication Union) X [E BE#E A O M EBE © —>TH v . ITU-T (ITU

ITU-R (ITU Radiocommunication Sector) . ITU-D (ITU

EEAEYE(LERY, ITU-R I3 ESEE
ﬂmuiwmt7&~fyﬂ~/7y

ITU-T SG 16 1~ /T AT 4 T/ O 2 HD HIFEEE S TH Y. SGlI6 &5 9 » HIZ 1 D
JE TR S, SG16 BL T Question Ti&. _EFE SG16 &4 & I1IB

ITU-T SG16 B T iZ

I 15 @ Question X H 0 |

B ORME RGNS TV D

telecommunication/ITS services and applications)iIZ W CHE S — b 7 = A (2T DL SRF ST b

ASSR

4.7.2.

Bg - RITOEN

ITU-T CHEEHE(L 372 BIRR 13D 75 (Recommendation) & L CHRAIT S 15,

Z ZCIE, ITU-T SG16 AR L TWAEUE  BITHo ¢, AEIEOENE (OTA; Over The Air) Y 7
U= T ENICBEEH T 5 L E X B D ERFEITMITAEA Y/ URL 251%7 5,

* F.749.2: Service requirements for vehicle gateway platforms (2017/3)3°

$VGP OH—EREMHRL— R — A ZOWVWTCRREHINEBETHY . OTA IZBT2FE I HNT
Lt EsnhTna,

* H.550: Architecture and functional entities of vehicle gateway platforms (2017/12)*°

< VGP ORERE L~ Lz

HY, 2—Ar—2D—fil& LT OTA BNt I TW\5

BT =77 F vy ROBEZ T 4 T 4 IZoWVWCREEN WA EIET

* H.560: Communications interface between external applications and a vehicle gateway platform (2017/12)*

S HBE AT Y r—a VREICE

HLTWrEIETHY,

l/\éo

LUF, £ OB K O s ST Bid 4 %

oy DR

k={111
Sa3

Z1T9

WEA VA —T 2 —AZRBIT BV —EREHEIZHOWTE
P—ERAO—2L LTV 7 Ny =T HHEEHRT LI —EANGEH ST

4.7.2.1.  F.749.2: Service requirements for vehicle gateway platforms
47211 HE
FAT 2017/3
PLES <fhd> (GERIHIRDZRL)
ITU-T &%
PIES <oa—RF—R, BEHEWN. EX2V7 1>
By — A
47212, ERYI O T7EHICEES HIEE

F.749.2 TiX. [1.5.2 Vehicle-to-cloud telematics scenario] Z

VGP LoH—v 2, 77V r—a rOER

V7 M2 T ERICET A=A —ZARNEHEN TS, B, 22 TERSNLTWA VGP IZ, HlHN

41

https://www.itu.int/online/mm/scripts/gensel8
https://www.itu.int/online/mm/scripts/gensel 11
https://www.itu.int/rec/T-REC-F.749.2/en

40 https://www.itu.int/rec/T-REC-H.550/en
https://www.itu.int/rec/T-REC-H.560/en
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DTN AL BN T A ZADBEHRELRIET 2ER S — o=/ THY, LAV VY TIINT A
NERDIY THHELERONTWD, Fo, BEHEOETICHT IMEBIZIA -4 E LTS, E
&Y 7 by =T HEHOAKE LTINS T (v 7 ZARKEEBIMD IO O T v 77— dHF b, Y7 b
VT BT AR E T A N—HENLTFLLERH D LTI TWND

F72, V7 b= TEBOEMAIL 8.6 Software management requirements | [ZFRHEI SN TR Y, RO X H 74
BRI TND

CBE, EX T TR VT ARGETERT LI L

*VGP DY 7 by =T EHE LERFTETIR—- 4252 &

CH AN A EZ LT VGP LR T 2T NA ADY 7 by = T ERERERFIETHR— 52 &

VT NT =T R—=T 3 O

- 17 OEENEE BEETTREME D720 . RSO EL . KL

47213, FERERE
B9 2 8)HE & LT [F.749.1: Functional requirements for vehicle gateways (2015/11)] 23 FEATIE o

4.7.2.2.  H.550: Architecture and functional entities of vehicle gateway platforms
47221 HE

FEAT 2017/12

(A=Relyl <EE> (ERREIRL)
ITU-T &%

x5 <a—RAbF—A BEHER. EX2V7 0>
B S — T = A

47222, ERYI b O 7EHICEES HIEE

H.550 TIX.VGP DREREL ~IUZRBIT DT —F 7 7 F ¥ KOMERE= L 7 4 7 4 IOV CRRHEH SN TV 5,
AEETIE, ERNY Y —A~DT 7 EAEGHT L2207 47 ¢ &, ENBEEAHIET =7 47 1 [
DYV 77 LU ARA Y ML, 2= —20—fl&L LTOTAIL LD Y 7 by = 7 EHATH ST
5, ZDOU 77 LU ARAY FTIE, OTAIC LD Y 7 b7 =T EHDIZHO ECU Hlil A v & — VBN %%
SNB, Appendix 121X, VE— MY T7 N =T HEH TV AICBT LT TV 7 7a—Z o0 CRt#l s
nTna, 75U 7 7a—"TiE, VGP I Cloud server 705 Y 7 b U = 7 OFEHERZ 31}, VGP IFE

AN TWBY T b =T "= 3 &R, Cloud server (2, = DF . Cloudserver 2>H HH Y 7 k
V2T EZTROA VA M—AT D, EVD NS D, BHXGIE, VGP KUWHEID ECU & LT\ 5,

47223. [{EEE
Bz L,

4.7.2.3. H.560: Communications interface between external applications and a vehicle gateway

platform
4.7.2.3.1. BE
LT 2017/12
NS <EhE> (ERHERAZR L)
ITU-T %)%
PIES <a—RAT—A @EEN, ¥Xa V710>
BT — T = A
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47232 ERYI oz T7EHFICEES HIEE
H.560 Tix, BENE LT 7V r—ra VRGBT 2BEA v ¥ —7 = —ACBIT 2 — B RAEFC
DNTEHRELTND, P—ERAD—=DL L TY 7 "N =T EHEFRT L2V —EARHY | LLFOEMER
ZEIFohTns,
SHEE, H, BF T, FLTTILR VTR, X —T 2 — ADHRE
CHBY T N 2T Ry =V EEBICEATAT0DN DDA v H =T 2 — A ERMTE L,
INBEDA L H—T 2R, ECURKHINZY 7 b =T HHORKE Y R— T 5&Th
v, BlE LT, TCGIZL YV HMILENTWD TPM bAIZZETF HN TV 5,
VTN T EEX 2 TIRGFT BT —F N 2D
WOV T Ny 2T Ry =V O/GE, A VAR arT 4 FXalb—var Hikk AR
F—=L R L—=AD7=bDY T EY 2 — /L O
F7. VGP % LTe 2/ Z U K=" oD Y 7 h = 7 RFIZONTT =X 7 —0—FlH R IhTn
2o

4.7.233. FkEZE
Brlz7e L,

48. ITU-T SG17
481, HBEAN

ITU-T SG17 1% =1 7 4 DO EZED 2 ITU-T OEZEERTH S, SGI7 BLFIZIE 14 O
Question 23% V. Z W, Question 13 (Security aspects for Intelligent Transport System)(Z33V T ITS IZH31F 5
XU T BT DEREAED 5TV D, 723, Question 13 (3 2017 4 5 H O TSAG =& TR
72 Question TH Y, Question 13 DF& L LLAITIE Question 6 (Security aspects of telecommunication services,
networks and Internet of Things){Z THRFTHED HiL TV,

4.82. M - RTHEN
Z 2T, ITU-T SG17 3AB L TV 2B /AT O T, BEIHOER ¥ 7 &0 =7 BB+
LD EBERABND ERFATWEFITHEN ) HIL URL 231272,
¢ X.1373: Secure software update capability for intelligent transportation system communication devices
(2017/3)*
S EFaTRYT P TEFCOVWTRMSNTBETHY, VT U= T EHOL— A
MBAEA Yy E—VNFICOWTRBEIN TN D,

Tl
S

T, EIE R OREE R O R BT BT 5 A OB A 17 9.

4.8.21. X.1373: Secure software update capability for intelligent transportation system communication

devices
4.8.2.1.1. BE
JETT 2017/3
NLES <®iE> (EMRER7ZRL)

42 https://www.itu.int/rec/T-REC-X.1373/en
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ITU-T %%

PSES EEHAT (F5h) BEEHFIE, ~— o =7 >
BT — b7 = A

48212 ERY I Oz TEHFICEET HIEE
X.1373 TiE V2l BEICB T 2 HEEBET A A~OHAEEE LY 7 by = T EHFIRIC DWW T
LTS, 2, HFANOBEICOWTIEIEO R a7 L LTS, o, 7—F 74—~ v b
EXMLIZE DA =YDV IV ETH LTS,
BECTRBEEIN TS OTAIC L DERY 7 Y = THHO L —7r LV AERITRT, 7ok, A CldE
PHBEIFA =79 LT B 72, AT v 7 2), 3), 10), 11), 12), 13) iT—Fl& LT3,
) BHEY2a— AR T I7A4v—nbitand, BB, ZORAT vy FIEIUBO AT v 7 L X IERM
IS D,
2) VMG (Vehicle Mobile Gateway)?s ECU IZxf L, Y7 b v =7 U A h&FERT 5,
3)ECUIXY 7 hU =T OREEZMER L, Y7 hU =T EVa— U A FEEHRLT VMG IZHRET D,
H VMG ITWE L 72U A MEFHY—NICEE L, THOFE2HERT 5,
5) B — N335 L2 U A OZEMEE 2 VMG ICEET 5,
6) EHTH— LU X MRV, HIZA VA M= AFELOY 7 My = TREBERAE L, LBV T b
U7 EHERET D,
7) 6)DALERIZ K A3 B ATREMER B B 7280, VMG X EHRNCFH O E % T — NICfiv&ibod
Do
8) HHIMNEIET HHA. TR — NIZFEHD-HD URL & VMG IZEE L. FELARWVWEAIT., R
INEDHEET D,
9) EFHMNFET HHEE. VMG IZTEH I — NI L CEHNEY 2a— 12Xy u— 15,
10) ECU ~DO FFHii AR, VMG IZ R 7 A N2k UEHNE A I SV CRER T 5,
11) R Z A X0 4 s LIF T35,
12) VMG 1$3%2 3% ECU IZHH 7 7 A V&BUE L. EH O &R 5,
13) % ECU X Z @A L, EHEREZ VMG IZLAR— T 5,
14) VMG IFBEHER 2 BH Y — N2V AR— b1 5,
15) FHY — NITEHIEROZEMER AL VMG 2% D, FHEA 2R L2 0 . Al o 883 /o
Do Les, WRABMINT 5 E CTHH— NEAT v 7 6)~14) &40 KT,

['7.1 General message format with security functions] TiX, A v E—TVREEHFOBIEFELE A vE—TVD5E
EERFECOWTRHEAH D, T 2T, HSM IS & 23T 5 & 7z X509 2 X—2 L L7e T V2L
B4, E#EEZFIH LI MAC ©95 5, —DfHT & L3 TWD,

48.213. fFERE
BEICHRAT STV D X373 Tk, ENEEFICOWTEA a—74k L LTV, BE, X.1373 OFEH
EER QI3NT IZTHED BN T VD, WETIR TIFENBEIZ OV THAa—FE LTEY, 2021 F9 A
DOFRITETEL TS,
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4.9. oneM2M
4.9.1. fAEHAEN
(1) 2012 4£ 7 AT, BCKT 27 TEOOHUBHE (LSRN IL R TRRAL L, EH L TV 2 (LR
(2015 4E735 TSDSI (1 & F) 23IA),
(2) £ var M2M/IoT B — B X @S O UE(L (Deliverables : TS (Technical Specification
(normative) ) K TN TR (Technical Report (informative) D317, 7B HZ 7 MRIEDTZH DT A NMikk
HFat)
(3) WEARLA /3 —
« Partner Type 1 GEEHER) :
ARIB (HA), ATIS (LK), CCSA (), ETSI (RJN). TIA (EK). TSDSI (A > ),
TTA (§[E), TTC (HA)
s ALN—
Partner Type 1 {ZH18 L TV Individual member (¥J 200 1)
« Partner Type 2 (UMESSMIFIAE) -
OMA. Broadband Forum, Global Platform, CEN, CENELEC
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CESG (¥:[#). Ministry of Science, ICT and Future Planning (MSIP/##[E]),
National Institute of Standards and Technology (NIST/ %),
Pacific Northwest National Laboratory (CK[E) .
State Secretariat of Telecommunications and for the Information Society (A~XA ),

United States Department of Transportation ([E)

492 - RITUEN
- TR-0026-Vehicular Domain Enablement*3

PAF . 02 OBEZ R Oz R BT (2 B~ 2 340 D fif
4.9.21.  Vehicle Information Access API
49211 HE
AT 2017/09

INATERelb) <EMEmE > BRI TERRR 2 L)

BIfE, 5= (TR : Technical Report) & LC. Informative 723¢E & LT
FIEINTWDR, ZIhb, HirftAkE (TS-0001 (Functional
Architecture) , TS-0003 (Security Solutions) %) IZEEVIATNANENH V|
Z I 5 1% Normative 2Btk & 72 0 | Wb HHH ) Db 5 HiffiftAk L 70 5,

PSS <WBEHA, EHFFIE, =2—RF—2>

Vehicular Domain (2317 % onoM2M o — 24— (YE— R AT F
A, Hlj7T— X ES—ER /T —F T AT —E A, ECUT7—LTV =T
@ OTA ¥ #T)

k={111
Sa3

%/?50

49212 ERYI LU TEHICEET HEB
(1) B8 Use Case & LT, LATD 408 6 BTSN TV D,
6.2 Remote Maintenance Service
6.7 Vehicle Data Service
6.9 Vehicle Data Wipe Service

43 http://www.onem2m.org/technical/latest-drafts
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6.11  Secure Over-The-Air Firmware Update for Automotive ECUs
(2) Potential Requirements
(1) 2»5EH S5 Potential Requirements 73 7 F|ZFEH S LTV 5,
(3) High Level Architecture
(1) ZW® 2) #FBLT 572D D, Vehicle DA L-YUET —F 7 7 F ¥ 3 8 BIZFLIRI N TN D,
(4) Security
EREBENILD Security (ZBHF 5 Key Issue I3 9.4 %, Solution /% 10.5 &, 10.6 FIZFLE 41TV
%o

49.213. f3ERE

TR-0026 Vehicular Domain Enablement [%, oneM2M @ TP#31 24 (9/18-22) TS &iu, 2018 45 12 Al
YU—23 & LTHD TSR TR & & bIHITSNT,

F7o. BE, ITU-T & oneM2M 237 LT, ITU & {badEd Tl v, BifE, J J—A2A & LT, TS-
0001 R°ftho> TR 25 ITU-T B & L CARGREN TV D, 4%, V) —A 3L TH ITU-T DENE & L CHl
ET DI THRAFTH D70, oneM2M O TS ° TR 23BIFIR EEICH W T L, ITU-T O AR/ Bl
WEEL L TSRIND Z LRI ND,

4.10. W3C
4101, fABHEN

W3C (World Wide Web Consortium 4 )i, World Wide Web T ] &4 % BFEEAT O HE L 2 HEHET 5 7=
DIZ 1994 FEITFRS SNVTAEHE(LHIER, FEEFIFIE, BEIO—BRE L Taxs Ty N I—IZBT 2%
fT>C# Y. GENIVIAlliance *° & A B HRIHE(IVI)DOIEUEL A 171 L CTIT 5 728, MoU Zfififii L T\ 5, 2
ZTOHEE, ZD MoUIZES< GENIVI £ D—fKE LTH-7= ETOLDET D,

4.102. & - RITYRBNT
T2 T, W3C BABLTW DY A b RITHOF T, BEEOER V7 by =7 BEHNICEE TS &
FEA LN ERFATHEITHEN),/ I URL 251%9 %,
* Automotive and Web at W3C*6
$ aAXI Ty RN D=l T LN
* Automotive Working Group*’ 48
< HTMLS5 = JavaScript 72 E D7 7 U r—3 a VBEEITIC, WIHRBEHEREBES 2T A
AVD)RHEH T —Z 2T 7 AT 572007 halzB LT Web i TEH X512 5729
OAEZERER D 7 N—7, #E I3 Jaguar Land Rover, Volkswagen (, & fIE A),
* Automotive and Web Platform Business Group*®

SW3IC A N—LDAHLBINTEDHaIa=T o

Z O WG TREF O/ R

44 hitp://www.w3.org/

http://www.genivi.org/

http://www.w3.org/auto/
http://www.w3.org/auto/wg/

48 https://www.w3.org/auto/charter-2018
http://www.w3.org/community/autowebplatform/
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. Vehicle Information Service Specification (VISS)®°
S IIAT U NT TV =y a VRERE 5T — 2 J&EZ GET/SET/SUBSCRIBE/
UNSUBSCRIBE 7% 72 $>? WebSocket ~~— A M API, =7 - %% Jaguar Land Rover
* Cyber-Security in the Connected Car Age GENIVI Conference - Seoul, October 21, 201551
< FEEIZBWT, OTA U 7'm 7 I > 7 % “Remote software update emerging for quicker fix of
security flaws” & L CHAM LT 5,

LUF, 22 OBEZE R Oz IR BT B 2 B oy DR 21T 9 .
4.10.2.1. Vehicle Information Service Specification (VISS)

4102.1.1. #HE

AT 2016/10 (KZ 7 1)

MBS <ALk >

IIAT Y NT TV r—a VREEE ST — % B % GET/ SET/
SUBSCRIBE/ UNSUBSCRIBE 9~ % 7= ™D WebSocket ~X— A API, OTA U 7
nJ 7T EITRICER SRS LB LN DRED—,

PSE <HHFME>
OTA Y Fur 537

410.2.1.2. =RV I oz 7EHICEEST HIER
Over the Air TDT v 75 — MFOHIEI B CHIE & 72 D HERE,

4.10.2.1.3. [¥EEEL
RiE

4.10.2.2. Cyber-Security in the Connected Car Age
410221 HME

FAT 2015/10
A=Rolbl <FEBIRFRESZ> (GEMHER L),
x5 <A— R —RA>

OTA UV 7u s34

4.10.22.2. =RV I bz 7EHICEEST HIER
Over the Air TOT v 77— MIBT 2FA, a2 IR,

410.2.2.3. FkEZE
BAARRLZIIRHCTH S, 7272 L, W3C X GENIVI Alliance L##EL, HY 7 b =27 7T v bdk—
LD Web HAFOEAZHEEL XL H L LTND,

50 https://www.w3.0rg/TR/2016/WD-vehicle-information-service-20161020/

51 https://lists.w3.org/Archives/Public/public-auto-privacy-security/20150ct/att-0005/Cyber-
security Connected Car_Age-GENIVI.pdf

52 https://lists.w3.org/Archives/Public/public-auto-privacy-security/20150ct/att-0005/Cyber-
security Connected Car_Age-GENIVI.pdf

- 37 - TR—10638



4.11. Wi-Fi Alliance

4111, fEBEN

Wi-Fi Alliance I3 #E4% LAN oW HeiEZ2 B9 L LI AEELHIRTH D . £ 500 oSl LT
V5%, Wi-FiAlliance TIE A U A_A—EMO 2 TR L —3 3 e, Wi-Fi 727 /b PO RAEHE, HEH
F Y TONL—NMEY DIREEEIT-> TV D, BUEDIEESFFDO—DIZ Automotive 23H ¥ | Wi-Fi HIFD
HEIEE /A P TO=— AR — A7 — A IHOWNTRF STV D,

4.11.2. & - RIT9EBN
R OFER, OTA ITBIT Bk « BITWITHER CTE o7z,

412, F5HRENAMNHEET+—F L (5GMF)
4121, #B#AN

8 5 AR S AHEE T +— T A (SGMF®) 1, & S B ENEE S 27 A (5G) ORMEHRZX 5 72
D, BT D AFIERA S K OMEHELICAR 2 AW IE - BILREEET & & FREE - IEMOINE - W RE R IEE %
ZBLT, BEXBEMNHORERERICFESTLHILEEEME L TND,

wENT, REERS, FINEAS. TV v arEBE Ry FU—2FBRICBWT, 5GICET
LA Z O Thil TV 5,

AFRTT Y R A—=ICHTEEXF2 VT IOV TIE, EFXF2 U T4 HERPNEESOa X7 T v R -
E—27 VL SWGIZBWTHREET> T\ 5,

4122, FBHE - FITHREN

B S HREANA NAMET +—F L0250 OTA BIEOFITMILIR A, LU O Workshop DEEEE #2358
fTshTnd,

* 3GPP 5G Security Workshop

4.12.21. 3GPP 5G Security Workshop
412.21.1. HME

WEEERENRMT D 56 BE T TEHO Y — B ARMEF D ITS ¥ — 22>\ T, HEREF =2
UT 4 RO THE L TV,

FEAT 201947 1H
NESF AFATH B IRITIER TR 2 R 7a 0,
x5 <M ER >
5G BB F CHEED Y — B ARALE O ITS ¥— B R 171t

53 https://5gmfjp/
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HEENIRHT SMobile Edge L IZEBDH—E RIBHENBIET S

RNFTFTAREBTOEX) T«

nH—ERDREMHRIT
v 4 —E 2 HEdge TV
TA—LICKBERITEE

nEY—EADOMT
v BELWOY—ERIZE
EEEIFSEL

bile Edge computing

v EdgeFSybTA—LbiH—

TSy IA—LDREN
ERIZHEEEZRIFITL

H4-2 QILFTFYIBETOEFIYT 1 (45210 5318)
412212 ERY I+ 7EHICEET HIER
ITS H—ERALEKIZOWTOREHATLTHY . V7 F = 7T RMEIERICONWTOX T o m— RIZR

E L CORFITEN,

412213 [{EREEL
Ry FT =T AT T DITS 3B ~DISHIREIC O W TN EEE NS,
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5 BEAGKRAZE: SDXATLLRIL (EB&)
ARETIE, VAT AL~ULDOFTH EVITA, TCG R ETHREL TWABF v 77 EOERSIZ T 2 Bk %
FHA L. OTA IZfR D EMIZE LT 21T o 7=,

5.1. EVITA

51.1. BB

EVITA (3. FRHDES OE 7 KRBT 7 L—a U — 23 Eoho 7y a7 N Thd, AFXnd=
7 FOBMIE, ABEOHEF Yy NV =2 2B 5t X2 T Hla VR —F 0 hOUS A - wESE
YT ATRT = DI a0, iRy N —7 O —%T 7 Fy 2iREh BEE, RIET S
ZETHD, 2008 D 2011 FEDORITRENN 22 iz,

51.2. R - RITHBN
Z 2 TClE, EVITA DA L CWBHE, / BITHorh ¢, BEIEOERY 7 b U= 7 BHICEET 5 &5
Z LD ERFITMCAITER),/ Hl URL 251255,

* Deliverable D2.1: Specification and evaluation of e-security relevant use cases (Dec. 2009)>*

S AWETIE, BEX 2 VTR ANEE IND THA I HEH Ry T =T Da— A7 — A %7
WMLTND, BDA—AF—ZANEMENTEY, REHROT 7T 4 77 L—=F Bz
TAT A MMHDORRIEEHR, TP ECUOHEE, VE— M2, VE—FT7T vy (&
V7 Ny =T HE) REEED, K — A —RIx LT, LEELR LR, BT 5EET
YT AT 4 LWBETE BESND RSN E T — | TR S a2 L T\ D, D21
< HEITBNT, ZNbDa2—2Ar =22 AWt X2 ) 7 0 BfEORMH M ThhTn
%

¢ Deliverable D2.3 Security requirements for automotive on-board networks based on dark-side scenarios
(Dec. 2009)%°
S RKWRETIE, D21 Da—RA =A% RICEX 2 VT4 FOBRAMEH L, VA ERE, £
LT, EFa T4 BFezhH LT o, AREDEF 2 U 7 0 BHELZHWT, it BEICE
WTEF2 VT 47 —FT 7 F ¥ ORFPRINTND,

* Deliverable D3.2 Secure on-board architecture specification (Aug. 2011)%8
$ ARETIE, EVITAOEX 2 U7 4 7 =% 7 7 Fy NS T2, 7—F7 7 Fvidn—
R 2T EYa— LY T YT 7L —AhT—Inbigs, N— Ry xTEY 2a—/Ld
EMAA—FWrYt%;U%4%v;—wamw&@ﬁﬂ HERE L MERED L~ULN R 5
COOMEN DD, VT NU T 7 L—LATU—2 ik, EEHE, S —v R MARGE, A
Vo—hiE, 77y 74 —2A, EXaT7 A=Y £X%a2 V7 BEHOEY 22—
5720, HSM L 5bE T, EVITA X2 U7 4 7 L— LU —27 BT 5,

54 https://www.evita-project.org/Deliverables/EVITAD2.1.pdf
55 https://www.evita-project.org/Deliverables/EVITAD2.3.pdf
56 https://www.evita-project.org/Deliverables/EVITAD3.2.pdf
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* Deliverable D3.3 Secure on-board protocols specification (Jul. 2011)%7
& AHEIE, HH Ry N DR — 25X 2 TICEHT ST 0 b3 AR TR LT
W5, D21 DA—Ar—AZFEHRTHLOICLELE R DX 27 Wl b2zt - 58
L.D320tFa T 47 =%77FxDT 774 LTTabartz@atltng, 7n
kaziE, AT e b av, By va VLY 0 haL, BRT T AT —var ek
a)N, TR Fan, LR e far, EBET LAV T EH TR ko,
RENETENRTVD,

Tu
523

AT 2O O BT BT 2 049 OB 44T 5

5.1.2.1.  Deliverable D2.1: Specification and evaluation of e-security relevant use cases
51211 #=E

AT 2009/12
NS <HE > (BIRFAUCIEERISETR S172 L)
x5 <s@fEHEIN (FHRN) >

HENEHEH Yy hT—7

51212 =RV I U T7EHICEEST HIEE

S— A/ —A 17 I Remote Flashing & L CIENEY 7 FU =2 7TEHFNLEHEIN WD, =0T 4T (1%,
HAMNIY—E AT — 3 WY —/(DT), ERNITEFE 2=y FMCU). /XU — kLA V3D ECU,
NU—hbAfrarybbe—F@TC) REETH, £ 5—1 OV—r A TL>T, XU—hLArarh
2 —Z(PTC) Y7 bU =7 HHFEAT O PIZTLH L TV D,

#5—1 PTICOVYI+IIT7EHI—FTVR

No. T HE— ZEE 7 — & [EhE

1 P—ERAZTFT— 3 |CU LT N

2 Ccu ECU Pefor K

3 ECU - BORE et T e v 7 RGE

4 ECU Cu E22 TANYES

5 CuU P—ERART— g | BRI

6 P—tRARF—1 3 |CU ECU 1 # 2k

7 CU ECU ECU fif %k

8 ECU - AL/ TR T 2y 7 Ty a R A
Fxzvo

9 ECU CU ECU & #UGE

10 |CU P—ERARF— 3 |ECU HHRE

11 P—bE2ARAF— 5 |CU Wb H 7 7 — b7 = 7T BT — 4

12 |CU ECU Wbl 7 7 — L0 = 7 BT — X

13 ECU - RAE GERMETF 2y Ty a R R
Fxv7

14 PTC - BT — 218, EEIEAT

57 https://www.evita-project.org/Deliverables/EVITAD3.3.pdf
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Bl 2= U7 ¢ B L LT, (BERERE, 7 — ik, 7 —F# 7 Ly v a A Gadbhik, BEME,

EAMEZ DT TN D

51.2.1.3. HEEEZ

EVITA 72 =7 M 2011 4EICHK T LTEY ., 2017 4 9 ARFE TR, ARITUONUET SN D TEITAR

Wwelbh s,

5.1.2.2.  Deliverable D2.3 Security requirements for automotive on-board networks based on dark-side

scenarios
51221 H=E
FAT 2009/12
A <> (BRERCIEMITRE] S 72 L)
PSS < TBMEHT () >
HEyEHERR Y hT—2

5.1.222. ERYI bz 7EHICEET HIER

A3 TIE, Remote Flashing i3
EEAHE STV DS, £ 52 1

=@ Y 7 N U = 7 EH D2 — A — A(Remote Flashing) 75, X% =2 U 7 ¢
COARXENOBIALIEERY 7 Fy =7 B OEX 2 U T 0 B E R,

£5—2 HMHEIhF-EXa1 )T+ EH

No. | %=V ¢ i}

A

1 | Authenticity 29

T =AY =T REEIZA A ML I D E X, BEFICLST
uunﬁéﬂ7\jy7i\éhé &

2 | Authenticity 101

= R23NER ECU 2> 5 BIONHES ECU IZR(F S D & 1Tk, HEhE
/\XG ( OTT &uou‘.E;Z‘qué &

3 | Authenticity 102

Vo rSI07Ddlca~vy RS ECUICEEENS & xI2iF
:’“]\@Eﬁkﬁi@wunﬁ%ﬁﬂé k

4 | Authenticity 103

HANDHEMIZA v E—UNBFE LI X2, T— 2 DA TOR A
T5HZ &,

0— RN A Fa=y MIT—ZBRHEEIND & XITIE, BRED/IRIT
( ’)TT &@é’iﬁkjﬁ@muuﬂi%fT?x—}:

6 | Integrity 101

HAMOHEMICA v E—UNRF L2 &I, A vb—V0met 2w
IO Z &,

H— RHA Fa=y MIT—ZNEESND LT, HRED /SR
Mo TAyE—YOREEeEICHRSZ L,

8 |Integrity 102

V7ur I3 70rdllavy RRECUIERESND L &R, *
Da<y NOZEEMEHEEIZHRSZ &,

9 |Integrity 103

Vol 307 a<vy RWECUIEEENZEEIE, 77 —24
U= T DOSEEEEHEICHR O L,

10 |Integrity 104

a2 ROSNER ECU 22 BRIIDONER ECU IZEE S 41D & E1TiE, #eED
R R > TIHEROEEM A RIS Z L,

11 | Access 101

V7uroIvr7olbila~vy NP ECUICERESND L&,
T s T I THRE~OT 7 AR E ST O 2 &

12 | Access 102

V75 I Onilavwy RN ECUILEESND & &%, 7
G a AEY ~NDFELALDT 7 & AGIHEEHIEIITH> 2 L,

13 |Freshness 101

HANOHEBICA v =V N RE L X, AvkE—VDT7 L yia
FAEREFIREDOZ L,
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14 a— KA Ra=y MIT—ZPREFEIND &L, HED/ SR
BoTAvE—VD7 l// S a R ABRMERIGEOZ L,
15 |Freshness_102 a<w s RERDA =V 0NER ECU 225 BIOWNES ECU ICIEEEND
L XTI, BRED SRR > TERD 7 Ly ¥ 2 R A EREFRITHE D Z
CEO
16 |Freshness 103 V7uar oI 7oidlla~vy RBRECUIREFEIND EEITiE, £
DAL RDOT Ly a R AZBEITESOZ &,
17 | Confidentiality 1 WMELBEE OB LED T, EHO IDIFMESND Z &,
18 |Privacy 101 TOE (Target Of Evaluation) °H— X —H DHNERO T T 4T 4 T, P —
ERERMWT 22T 4 T A ICHBEN G A v —VEEFET D & XIC
i, e —ERAR v =TT —F~OT 7B AREEITD Z &,
19 | Confidentiality 101 |V 7m /5 I D=l a~y RN ECUICEHEEND & XITiT
Ty =AY xT T — X OMEEEHEEICTDL I &,
20 |Confidentiality 102 |V 7w /5 IV Di=HIza~y A ECUIZEESND & X121
Ty — AT =T EH AR NOMENEMEICTDL &,
21 | Availability 101 ECUX CU, ~v K=y k, BV — ZOEFEIOHF 2=y FOH
THRARZH I NS & X123, N2AOFAMSHEICE -2 L,
22 | Availability 102 ECURCU, ~v Fz=vy b, B — ZOENOHEH1=>v DM
THEMARRHIND & XI1ZiX, CPU DR MERHEEIRT-NDZ &,
23 | Availability 103 ECUR CU, ~y Fa=v b, B ¥— ZOEFPOHEFEL=y FDH
TIERNZHIND & Z2iE. RAM O] AMESHERIZRT-ND Z &,
24 | Availability_104 Bl MO ER L — KA =y k| ZOENOZUT 4T 4
WA EE END & &EI2iE. CUDRAMENERIZRT-ND Z L,
25 EBEOHEERC T — RY A Raa=vy b, ZOIEDPORBAIENTZ=2T o
T A PO EEAEFREZET D & &L, CU DR HMERHEFIZIR TN
HZ &,
26 | Availability 105 HE D HEBOEm L — R A K=y b, ZOIEDDOTLT 4T 4
IR S D & &L, RRER O AT TE DS fe IR T D 2
&o
27 WBEOEBPe — KA Fa=y F, ZOE,r0OB TSN T 4
T4 MDD EAMEREZET D & X, BREAR O AT M SRI R
7’:—2/1/6 &o
28 | Availability 106 Eﬁ#%ﬁ%@iﬁ%U%Pﬁ4Fnﬂy% FOENDT T 4T 4
WCITEHAIER S D & &EIE, &E LUV OB &2 FFofgeloxf LT
Eﬁéné?ﬂ41@\%%vAmemiﬂﬁﬁ_%tné L
29 IEHROEEHRRL 2 — KA 2=y b, ZOEFEPORAINTT T o
T A POEBENFEREZET D & &L, Im LUV OELRE RO
BRICKI L CER &SN D T A 2D, Il L-v O R AT RIS/ 72 i
5 :— & o
5.1.223. fFkEE
EVITA 7o ¥ =7 M 2011 RIS T LTER Y, 2017 4F 9 HRE Tt ABITYNKET S5 TEIL A
W Bbha,
5.1.2.3. Deliverable D3.2 Secure on-board architecture specification
51231 =
AT 2011/8
(TA=Relbl <> (R AUCIERIBRE] 172 L)
BB S - LB R DR H Y
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PSES <wfagelt (FBH) >
HEJHEHHR v hU—7

51.232. ZERVIFUITEFHICEET SHEHE

T X7 0 F xRt T ABOREL— AT —RAERY 7 N =T BN EERD,

728, AWEIL EVITA full, medium, light ® 3 IO N— R =27 X2 T 4V 2a— N EHFFF LT
W5, HFEYV2—LOWEL, UTDLEY ThD,

EVITA full EVITA full 1Z V2X [@F IR SNt X 2 U F 4BV 2— LT, 3HEED I L b Ekhe.
EHREREY 2 — L ThHD, EAT 4T T7uy I bKS—3 IZELDD,

£ 5—3 EVITAful DELTa 5 TOvsH

No. | EAT v FTuy A
1 |ECC-256-GF(p) NIST HEdZ gl P-256 Fd 256 € MM dhfis B o
2 | WHIRLPOOL AES R— 2Dy afifim Py, Ny affDESIZ512 8y
R
3 | AES-128 NIST HE#E 7 1 v V2 O#E 128 B FD AES =Y, FIRE—
K& LT, ECB., CBC, GCM., CCM ZH#HR— k,
4 | AES-PRNG BSI-AIS20-E.4 ([ZYEHL L 72, AES _N— 2 DRLIELBERSRDO =
Vo WO EIEELEARIS(TRNG) )N H DY — R 2321 5,
5 | COUNTER Wi LB 16D 64 B NOHFREMA v X —,
6 |ERIH T H— SER &[R4 % UTC W 2 G de w7 o 2 —
7 | N CPU HSM INED CPU, ARM Cortex M3 XITEE{ELD CPU 22,
8 | N RAM HSM NERD RAM, D 72< &b 64k /31 RLLE,
9 | NEARHFEAEY HSMNED 7 T v o AE Y, Wil &4 32k A R E, (AT
10k /34 R LA o ROM, )
10 |/—Fo=7 API AA Y CPU LTV r—a b HIMBEREICT 7 B AT 5728
IZHLE S iz AP,
EVITA medium

EVITA medium I ECU M ICRERF SN2 X2 VT 4 £V 2— AT, 3FEED > LR o#RE, e
EROEY 2 —/VThD, EVITA full 225, ECC-256-GF(p)=> ¥ & WHIRLPOOL = V> 45\

b d, F7o. EVITA full IZHAT, W CPU OHEREMERS TR E LT, (BlZiX. EVITA full
I%. Coretex % -M3 100MHz {Z%f L T, EVITA medium |3 Coretex-M3 50MHz 72 ¥, )

EVITA light
EVITA light T =7 7/ Fa = —FZMIFICRFTFESNTcEF 2V T4 EV2—L T, 3FEHDOS L
bR, EMREERFOEV 22—V ThD, MIEV2—ARROELT 47Ty D)5,
AES-128 =¥, AES-PRNG, WA AU — N—RU =T APl ODAZEZFRD, ZDH 6, EfE
Ta— TR Y | AES-PRNG (3458 TRNG 205 v — Rt 25210 5, 2k, A7 v av kL
T. W RAM & RIS A€ U . N TRNG 2 B AR 4R E L T\ 5,

%8 ARM #:0 CPU 7 —% 7 7 F
https://developer.arm.com/products/processors/cortex-m/cortex-m3 % 2,
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5.1.2.3.3. (FEEZ
EVITA a2 =7 MI 2011 4EICTKR T LTEY ., 2017 4 9 ARRETIX. ARITUIURET SN D FEITAR
WEBEDbNS, B, #EOF v S # G, EVITAHSM ICHERL L 72 F » 7SO0t s T 5

5.1.2.4. Deliverable D3.3 Secure on-board protocols specification
5.1.2.4.1. BME

AT 2011/7

NiiESiF <HE > CGARRSCIERER 72 L)
HEjFZER - B8R ER TOEEFH Y

x5 <H@fEHEIMN (HRN), BHFIE, 77— 0 =7 >
HENEHE#H R T —2

51242, ZERVYI VI TEHICEET SHEHE

AE TR, BERY 7 MU =T EHOT e b a RIS TWD, EBRY 7 U = T BN
THERT T AT 4F, HADOZ T 4T 4L LTH—ERARAT— 3 LBMY —/L(DT), ENOT
YT AT 4L TRy FTAEEL= Y MCCU)E ECU THD, 728, CCU [THEANDH~ A Z —KM)D
BB E RT3 720, LT TILCCU-KM & b9, F£7-, HSM_DT, HSM_CCU, HSM_ecu, HSM_oem %,
ZHEN DT, CCU, ECU, OEM ¥ — Tz HiL7z HSM %57,

wEY 7 b =T EH T e b v, mE2EL, ECUY eI v E— K, 7Yr—Lsv = THEL

R, 77—V THE YR — R, T7—ATUxT AV ANV RFED 5 AT v TmbIieD, KA
Ty TIIRO LB Thb,

R

ARAT v 7X, BCUXA T, 7y —A 7T N"—Val REEHA &V LERIERE ECU H»

BINETLHZAT v THD, 70 halo7 LI XANIROLELY THD,

1) DT 7% HSM_DT W CHls Mk & 489 5,

2) DT 7 HSM_DT 226 Mk & =7 AR — b3 5, 728, =27 AR — M 5HEEIZIL. HSM_DT N T Mk
% CCU O/ABi#E Pk_ccu TSt 9%, =2 AR — b7 — & % Exported-DT_Mk & Zfi 9%,

3) DT (%, Exported-DT Mk & % A AA X T hflE LioT — 212 DT OFLEHE Sk_dt TE4 L,
Exported-DT Mk & &% A LAZ 7 B4 % CCUKM IZEET D,

4 CCUKM IZZF{LIZFA LAZ U TDT Ly v aRf AT oyl BLHERIEL, DT 27857
Do

5)CCU-KM %, 4 DF = v 7 KFEMNIE LiF#E, Exported-DT Mk % HSM_CCU IZA > R— ~ 9
5, B, A4 AR — FOERIZIX, HSM_CCU T Exported-DT Mk 7% CCU D FbF#E Sk_ccu THE 5
b,

6) CCU-KM 7% HSM_CCU /6 Mk & =7 AR — 92, 7o, =7 Z2F— b9 BEI21E, HSM_CCU
WTMk %, ECUDZ A FIZ LT, ECU D2ABH#E Pk_ecu XiT3List Psk TH (k¥ 5, =7 X
AR— b7 —# % Exported-CCU Mk & FE# 3 2,

7) CCU-KM (%, Exported-CCU Mk & # A LA Z T HaFEA LT —Z 2 CCU-KM DR Sk_ccu
TE4 L, Exported-CCU Mk & % A LAK T B4 % ECU ICEET 5,

8) T —HX EZTE-72 ECU X, RV v —IZf3% CCUDT ORAEHRE, FA LRI L TDT Ly

59 il 21X, Infineon £1=° Renesas £, NXP 72 End, F v 7RI TN S
https://www.infineon.com/cms/jp/about-infineon/press/market-news/2016/INFATV201610-005.html
https://www.renesas.com/ja-jp/about/web-magazine/edge/solution/25-high-end-automotive-safety-mcu.html
http://www.nxp.com/docs/en/supporting-information/E_SecurityMCU_JA.pdf
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VaxAukT vl BLHERGET D,

9) ECU iZ, 8 231E L < aiuiX, Exported-CCU Mk % HSM ecu (24 V' AR— T2, 7B, 4 F—F
DOBIZIE. HSM ecu T Exported-CCU_Mk 728 ECU OFAEEHE Sk_ecu X Z Ik Psk TH S S
%o

10) ECU 1%, Ack & ¥ A ARZ T HMEG LT — 212, B4 XL MAC 2L T, CCU-KM |25
(CERCE

11) CCU-KM 1E, ZF BT =X DEL /MAC L ¥ A LARAB L ToTF v 7T 5,

12) CCU-KM (%, 11 OF = v 7 BIELITURE, Ack & F A DAX T RERG LET — X2, B %N
LT, DTICEET D,

13)DT X, RTWATeT —FDBLREIALARE T T =y 7T 5,

14)DT X, BOF =y Z7RELTFIE, H—ERRAT— 9 VOREENRBR LI-A4 7Y 5 L6
CT. ECU D bikfgRom ZiEWie E OBWEMA §i/ U T 2R 2 %5 L, HRE s,

ECUY v/ I IV /E—F

AAT v 71X, ECUDZEA THRHHEND DO TH oA, DTBRECUET 77— 3 E—

RNHY Tl I I v 77— RaeBITSEDLAT v 7 THD,

DT B> — RERMGH EH A LAX T EEG LT —#12, Mk THERK L7 MAC Z4HnL, ECU
IZEET 2,

NDECUINE, T—FDREME T Ly v aFx AT v 95,

3)ECUIL, 20F = v 7 BNIELIFIIE, HSM ecu W T — K Na #/Ek L, Na % Mk CTH5{L L7=
F— X% g(Na)Mk Z Y H$,

4)ECU (X, eNaMk & ¥ A T AX U T hFEE LT2T — 412, Mk THERK L7 MAC ZffNL., DT 2%
534 %, F£7=. ECUIE, HSM ecu TNa b U 7/ Z I v 7 E— FBITHOH# Smk 247
%o

SYDTiF, ZT W7 T —F D&t 7Ly v a xR e F = v 735,

6)DT X, 5DF = v 7 MNIELIFNIEX, HSM DT TNa #E %5 L, Na»b Smk 24T 5,

7)DT I, HSM_DT 2°5H Smk # =7 AR — 35, ZOFE, Smk L Mk THS{L S 7REET= 7 X
A—hr95, =7 AFR— b7 —%I%, Exported Smk & i3 5,

8) DT iZ. Exported Smk & % A DAAX T HfkG LizT —# 12, Mk TAER L7 MAC ZfHi0L .
ECU T35 3 %,

9 ECU X, R T —FDORE®L T Ly v aRx A %eF = v T 5,

10) ECU IZ. 10 281E LiJHuiE. HSM ecu N T Exported Smk 75 Smk ZH 0 H L, 4 T HSM_ecu H
B SEHR L7 Smk & ik 5,

1) ECU L, 10 DA - LI=HE, Ve r I I 7E— RICBITT %,

12)ECUE, V7 ual oI 77— RIBIT LI 2B D Ack L XA DAZ T EfEAE LTIeT —
X2, Mk THARL L7 MAC #fHNL., DTIZEET 2.

13)DT X, ZTWo7eT —ZOERMEE T Ly v a X A% F =y 7 L, ECUDE— RBITEHERT
e

77— AU o TSR
KAT v T TE, 77 =2V =T REHLRBROIZWEZIT O,
DDT &, 77 —2 7 = THESEERE & A LA X 712, Sk dt TAEKLZEBLAMINL., OEM
P NZEET D, B, ERICIXECU ¥ A 7RECUMBIES, 77— V=T =Yg il
D ECU IOV T DIEBRNEEND,
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2) OEM Y —\1%, Z T Moo — X OFRGE, BT = > 7 %179,

3) OEM — N1F, 2 OF = v 7 BNIE LIFAUE, HSM oem 225 7 7 — A 7 = 7 ik SSK &= 7
AR—1+F5, ZORE, SSK %, ECU DX A 71 U T, ECU DABRSE Pk_ecu XIEIisE Psk &
HAWT, BE{LLREET= 7 AR— 45, =7 AR — 957 —HiX, Exported-OEM_SSK &
LT %,

4) OEM H— \1%, Exported-OEM_SSK & # A AR K T hfhEE LTzT —HIZ, OEM % —/ SO /ABR#
Sk_oem THRK L7=EA ZfINL, DT ITEET 5,

5)DT &, =TT T —F %At T 5,

6) DT I&, 5 231E LiFHiE, Exported SSK & % A LA K T HFEA LIZT — X1, Mk TAK LT
MAC #fn L. ECU IZ%(FT 5.,

7)ECU L, Z M- T-T7 — % 2F8FET 5,

8) ECU iX. 7 MIE Li}auiX, Exported SSK % HSM ecu (21 AR — b3 5,

9)ECU /L, SSK 31 v AR—FENTZZ L EERAD Ack L XA LDAZ T L EREA LIZT —ZIZ, Mk
THARR L7 MAC L. DT 229 5,

A VEYE Sy =Tl

ARAT »7E, DT 28 OEM H— M b2 T Blo el Bk oB At nani> v —A- v = 7 % ECU
WZHFDa—RTHRAT v 7T THD,

1)DT A%, SSK TH;BAb &, o, BAMNMENZ7 7 —b v =275 —4%, ECUa V7 4 X a2l —
Tar L PR —ECR) 77 L REF A LRE TR ECUIEET 5,

2) ECU X, HSM_ecu TZITE 727 —F OE G EGEAITV., 77— AU =7 % RAM IZ/ERAT
b, BB, AIDOFULE—RE2OF =y 7L, Tyl TEIHIRLITDILS,

3)IDT I, T RXTCOT7 7 — AV =T T—HNECUILL-TH Y a— NI/ b, transfer_exit A v
TV HA LAY T ERES LT =2, Mk TAER LT MAC 2L, ECUIZEET D,

4)ECU IZ. 3 OFFEE1T D,

5)ECU X, 3MBIELTIE, ¥ 7ra—RKBETLEZLHEXD Ack & X A LA U TEEGL
72T — X2, Mk TAERK L7 MAC Zf1IL, DTIZEET 5,

T7—bUzTA VA M—)b BEE

AAT v I, Fovrua—RLE77 =AU =T %ECUWLA VA N—ILTDHAT T ThHD,
DECUX, V7 u s T I 7T 501, 77 —AUxT T —XDELEZFRIA A =L EN TN
% OEM O HEF MALEMVK) THRAET 5,

DECUME, 1 BIEELTIUX, 77 =20 =T %A AM—NT5, £ A FM—/LE, ECRIGHE
F o=V EHRELRNLEREND,

3)ECUIL, 77— 727 DAV AM—=%E, ECUVT T4V —ICLo TRt a— Ny
N—FEANWC, Y7 =T arvy ATy —F v B2EiT D,

HECUIE, 77 =LV =T OHEDECR £V 77 LA ECRIEA il 5,

5)ECU IZ. 4 DN~ L7ZEA. £F% =27 7 — MHIZHSM ecu ® ECREZ 7Vt > T 5,

6)ECUIZ, HSM ecu DH U X —fix A 7 J AV v T 5,

7ECUIEL, "—RouzT7 VY h2TW, V7ual I3 THOL—F %77y a AT N5
HET D,

8)ECU X, 77V r—arawBtht 5,
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5.1.24.3. (gEEZ
EVITA a2 =7 MI 2011 4EICTKR T LTEY ., 2017 4 9 ARRETIX. ARITUIURET SN D FEITAR
WweElbns,

5.2. HIS

5.2.1. #BEAEN

HIS (The Herstellerinitiative Software) (%, Audi, BMW, Daimler, Porsche, Volkswagen %5 CHERk S LD EES
T, HBHELGEEE R ECU DY 7 b Y = 7 ROMBERGEDFE L FiEe BT 2 L2805 Z L2 AL
LTW5, HISIZE T, 2009 2t F 27 /"— FU =7 EY2—/LTh % SHE DR B h T
2,

522. s - RITYREN
2 2T, HIS 23FAT L TV 28U FATHOH T, HEEOER V7 bV =7 FHCBHEd 5 LB 2
LD ERFEITMEITHER) 2% 5,
* SHE - Secure Hardware Extension - Functional Specification Version 1.1. (Apr. 2009)
ARLFEL, Efiv A 21BN — Ry =7 F =27 4EY 2—/L0 SHE HMEOEARA TR L
TV, ALEFARSN TNz, REEEITITNAOFEMITRLHE L,

WEITIX, KBS TWAIrELSHIH L7- SHE OHAEBEIZ W T, Tl 5,

5.2.2.1. SHE - Secure Hardware Extension - Functional Specification Version 1.1.
52211 HE

AT 2009/4

(A=Relbl <HBUBHARGEAR) >, (FUREACCIERBER] )72 L)
HEYHER - PBRER TOEEFIH Y

x5 <N—FRo=7>
H B g ECU

52212 =RV 7IrU7EHICEET HIEE

SHE I%, flggE7 vy JHEED AES = vy, @R ID HEE4BMNT 28X 2777 v a AE ) ELE
DHSM Thd, LT, BT Yot XaT 7T viaAt ) O EIZ OV CHAT 2,

F9°. AES OB 5= A L TiE, FIHE— K& LT, ECB, CBC, CMAC ¥ KR—+¥2, 7=,
AES &7 4 — RNy 7 E— R THIH L7 PRNG bzt I 5,

tXFaT 7Ty aAEVIZONTE, I5HO#EAT Yy ME 1EOID Ay bbR5, AT Y b
i 1O ROM 2y b, BEDOT T v aAE) Ary b, 1O RAM 21y F3b722%5, ROM X
2y MOE, SEAERAORPREEIND, 77 v vaAE) Ary ML, 1O~ A X —g, 1 Hok
X277 = MAMACE#, 1fHOEX=27 77— MIMACTHHE, 107 7V r—arHto 20 v b2 h
%, RAM 2wy NI, 77V r— 3 VHEOKMIEDILS, ID Aey MI ROM A2y FTHY |
HSM ®=.=—7 ID TH 5 UID D&MD, TNHDHEDEIIT 1288y M, UID DR EIE120 €y |+
Thd,

7T vvarAE)OHEAT Y MIX, ENEN 28 Y hOA T X —fEE 6 Yy NDT T T EFEO, B
U, BEHOBRCA T U A RS, VT VARBEYSTDICHAING, 77 7%, #
ORI AR EA~DT 7 2 2Kl ED D,
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SHE LOtx a7 77 v a A OFHEL, AFEERRHET LI ATYEH 72 bzl > THEEX
N5, EXaT7ICE RBY 7 N7 EHETIEE, EXa2T7 77y v 2 A%FY EotXxaT7 77— H
MAC 5% FH T2 0ENRHY . 7o ha it WAE Y EFa2 T 203N 5,

52.2.13. #HEEZE
DT~ 7R F 0, HIS SHE I[ZHERL L 72 F » 780 ARt X T3

53. TCG

5.3.1. fABENT

TCG (Trusted Computing Group ! ) 1T, BHETE 57T v b7 4 —L /A V7 FHEEDZD, BBETRD
FixN—RoxT7, V7 by T7 OEFIEE FEAAREEORYE, % &% B E T 25 2003 FHE D]
EFIFENPO)TH 5, Z OMEIT RS MO 90 tho B2, 930 OEFME, K ERFUED Y
TV TR STV D, ZOHTHARDBTBIRIERT & L Tid, MSZITBUEN 15 HILEIHEERERE (IPA)
EENIAFZERIRIE N TERBEEEE (NICT) 23U = > L L OB L, BiicsimL T b,
FRIEBE LT T Ty b7+ =LA T TEBET DA DN—RT =7 V7 by =TT,
Hx B & HIFE¥EHS (Working Group) THARZRE L., 20 LMk TH 2 HIREES (Ffa A
VRO B TR CHEINMT DMK, ERE L OBFREEE L, FicT0 EoBESTE
LU =Y VBIRICH 2 FEBUFEBE OB B R E A FHE, fEE. /B LTV, WATLT, £b
DkEZ |, HERELEIR L L CHEEDH 5 IS0, IETF SFICHRE L TEN OHBICR W TRIEE 2T, T OREE,
ERRABIEREL LCEE GB&) ShTnd

TCG 1 45 1l TOTEBEMAL D72, %4 OHITO, TOHIK TOSEE RHA L 5 HE#TIC
RAIL TS (TCG AHFEIXIEE) . BARSHIE 2008 FFIZFR S iz, TCG DEFIZOWT, TCG AHAXK
OV A R TRO LS ICHIASN TN S,

TCG DFFEIT, 54 DEEHT 1 BF D B IS 93 F D 2 — 7 T 7] THAER FJgEL 70 5 o 5 #keon 7 —
F TN TP ORI TCNWET, TALDT —F T N— Tl BEAE BED B
SENBND X o N—75 FHLIEIERR I I, FEHHIC 072, (TR DFIERTThAET,

2004 4, HARAFDEZL D/ — T AT k7 PCIZ, TCG BMEERKRE /AR L7=F » 7 (TPM; Trusted
Platform Module, ISO/IEC 11889 381F) 3 #&if v, WRFENBa S, E D%, BATHEZ, #HHER X
~— K74 ATM, POS 3k, L—F %2 U — 7 Bdi, PEEMER IRbt/ A/ R EEEEA 7 T,
HENEE G ToT HIZIER LTV D

BB ¥ 13 £ (AMD, Cisco, Dell, Fujitsu, HP, HPE, Huawei, IBM, Infineon, Intel, Juniper, Lenovo,
Microsoft) Th v, HAMFEL LTELENMEH LTS,

53.2. R - RITHEN
Z 2T, TCG AR L CW Ak it oh <, BEIEO=R V7 by =7 FEHcBEEd 5 L& %
LN D ERFBITHEITEAR ),/ Hilk URL #3129 2%,

60 5] 21X, Infineon #:X> NXP #1:4°& SHE % #45#k L7=F v 7 2MEE S T D
https://www.infineon.com/cms/en/about-infineon/press/market-news/2011/INFATV201111-012.html
http://www.nxp.com/docs/en/supporting-information/E_SecurityMCU_JA.pdf

61 https://trustedcomputinggroup.org/

62 https://trustedcomputinggroup.org/work-groups/regional-forums/japan
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* TCG TPM 2.0 Library Profile for Automotive Thin Specification, Version 1.1 (2018/5)%2
& TCG WDOMIALNEHFREBL T O ABHEY — E AR 7 7 — 7 OfFE#HO—RE LT, 1A
TPM %, H#HE -S4 VR F-HEEER SN TS LEDNL TV O HEHi~ (7 rma
v 2 —#(ECU) fE»x (2S5 & OFEICILSN T, TPM 7 /WD b LB R/ N b & B 45
L7ebD, flxDECUDOTA Y7 by =7 Bzt ¥ 2 7IZFTTL5 2 L2 AR L TV 5,
2015 4 3 HicWiiz B, MLz, Zot%, flix OFE#H 2170 2018 4 5 HICUURAM. H
Wi L7z,
SlEfiE, Z OBRRTERIZ ST ISO15408 #EHL Protection Profile (PP)®4 & FATHIR L7z, =
ALY | AERICEES B (ABYEDA] TPM) O FEBLS FIREIC - 7,
* Guidance for Securing IoT Using TCG Technology (2015/9)%°
> TCG WOFMAIALNEREEZEL T O loT MATAITRESY 7 7 — 7 OFEHO—B & LT, KEE
FIEHE(VHEBE T & % NIST 23R8 L 72 A0 E(SP800-147 : BIOS Protection Guidelines ¢ ), %
OAEFIFA LR s, BEIEZ ST oT 2fRICK9 5 “secure software/firmware update
mechanism” %% U TV 5,

LR, 248 O R OV b B (2 B4 2% 153 D i

ol
K

Z17 D,

5.3.2.1.  Automotive Thin Spec
53211 H=E
F1T 2018/5/31

g1 <fTRE> (EAIHIE 722 L)

A Automotive Thin {L4EIZ, ISO/IEC 11889 & U CEBEERAARIRTE 2% 1) 72
TPM2.0 {LAEES 2 K L LT3, ZHOEHR ECU O OTA ¥ 7 b7 = 7 B
Ha—RA—ALLTHEL, TOBREDO T THERa~v L ROLEMELE L
T, faHEEE, 7 g LR LR Th B,

WUV, B2 IE Y a— LBE OTA Stk A R4 fbsh b
Bs, AHEEICES S HEE ECU O OTA Y 7 b7 = 7 N, #IE SN 580l
MRRRDO—>2 L L TIRAREIND AR EZHE L TV 5, LI/ A KT
A Ak, BRI OAH I TS HARIZE SRR O RBE LN H - T
ZHRETH D Z LIZoWVTE, —REENEOND EEZBND, TCG I
EFNEIH-TWVBEBZLND, )

FoE <¥F¥F2UF 4, N—Ru=7, a—X4F—A (ECUYZ by =T HH) >
HH, ECUDOTA Y7 Ny = 7 EHE —oDa—Rr—R T4, Hiitxa
V74 F v, ZOHERKOER 7 72—,

53212 =RV I U 7EHICEET HIEE

AAERENT, HH ECU @ OTA V7 bV = 7 HHIZBNT, UFO7a—TUHT 5 Z L 242~ LT
WD,

D AMAARICHES < F v 7 (Automotive Thin) 23, #HET2E 5 (ECU) D, ZOHRFRTDY 7 Dy

vakBAR, B OBMRFFT D MER CETEA LM, B~y Ra=y MIEET D,

)~y Ra=vy MEHTIHEREZZ Tt ¥ — 25 E (AFE) 2H0V <, FROBERHEETTo 72

%, BURE AT, Bz Ny FEBR, ~y F2=v MEH CHH BCU (2@t %,

3) Y7 MU= T EHi%. B Automotive Thin 25, EHED Y 7 by v 2 2HfG, B OBMRET 2

https://trustedcomputinggroup.org/wp-content/uploads/TCG_TPM_2.0_Automotive_Thin_Profile v1.1-r15.pdf
https://trustedcomputinggroup.org/wp-content/uploads/TCG_PP_AT TPM vlp0 pub.pdf
https://www.trustedcomputinggroup.org/wp-content/uploads/TCG_Guidance_for_Securing IoT_1_0r21.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-147.pdf
https://trustedcomputinggroup.org/tpm-library-specification/
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WERCETEL LM, Hlll~y Fa=y NMIEET D,
H~y Fa=y MERTHERELZ I 72t 2 =05, GERE (0B 21V T, BHROERHE LT
7o, OTA Y7 NU = 7 BESER L MR, FERICBIT DML E 2 R LB Tr V2 RE T 5
HExrD/—RIZBITH2TT —RlEbFil & TVWD (2 2 TEEIE) ),

ZIT I0OTA Y 7 MU = 7T HEHZEE AR, FHORICHIT DML REL R Lo CTr 72 RE T 5
Z &L BB, AR LI (Accountability) IXIERICKE RBRE RO LB X DINLD, HIR TIXFLR D70
Motz Z DSy M IAEE T2 DOHiI3.9) % T, LLFD X 53R LT 5,

['4.9 Audit and accountability : TCG supports "audit and accountability" from vehicles to third parties based on a
total ecosystem including a chip as Hardware Root of Trust (HRoT=TPM), a security network attestation protocol
(TNC: Trusted Network Communications), and central key management (PKI: Public Key Infrastructure) with Remote
Center. |

D ARICE, Flx 1T, KEEFEME R TH D NIST OARSCE(SP800-19 : Mobile Agent Security 8 )
TlE, F&ZFITT 3.3 Accountability (11, 19/52) IZ2W Tl LT\ 5,
TCG 1, Z OFMFALHUR & APEEEAR TH D TPM & — A2 LI IR TRk T 2 Lk LT 5

INBEFEET L7729, Automotive-Thin i, LFOELT 4 7Ty 7 ZREo T3,
* At least one of RSA 2048 or ECC P256.
* At least one symmetric algorithm. AES 128 is recommended, others are allowed.

* SHA-256. Other hash algorithms are allowed.

¥, FRRICEL., UTORAKBNEE 2227 FTOABRIETEREINTWAD T, BEITHEN
SHTIEL,

PR 2 7SN A ) _R—va VARG v 7T A (HBIEITY AT L) 0 V 2 XEHEIMEROTE
TS BEF 2 U T 4 HFORE - BT ey =7 b 8
HBHEFECU ICEF=2 V7 DEZ 2 — BT ST —F7 2 FrPEEIN T E, Zhit, 7
TIC—RD 2Bz — 5070 BT L TR L T3, Trusted Platform Module (TPM) &7 ECU TF/
HITEbDTHE, ZEL, LIFTDRS-1 Trdd), £TDECU IZ—FIZA U= —n&FflF
T BDTILRS, HFEDFIEDOA Y [0 E7RE Head Unit CHH GW FIMNZIZL 0 ELERER & O
(Auto-Rich TPM) &, FHLI D ECU 1Z/FL VL2 D (Auto-Thin TPM) #F/F7 5= &
BEL TS (L, 7-XTDECU TAuto-Thin TPM #F/HT 5 = & b BESHLTND),

88 http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-19.pdf
89 http://www.meti.go jp/meti_lib/report/2016£y/000459.pdf
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More resources,
Auto-Rich

Head Unit / Gatewa

-

Limited reSO_UI’CES, Head Unit / Gateway [ os |
Auto-Thin

HW
ECU
~ RAM
g W
[1 core] [RAM HW Others 1 >
HW |Others \J

TPM
ANV A
ECU
K
|1core RAM
HW | Others

TPM

ey
(o]
o
@
|;

RA
HW [Others

TPM

5-1 TPM Auto-Rich & XU Auto-Thin ZRIB L= ([5-3-2]h 53IF)

Auto-Rich & Auto-Thin & (F/ L. Head Unit " H# GW 23 EHE/HEND ECU DEF il 7 & = &2
LV, WIFDHFI Tld Head Unit,” il GW DEH DAZRFEAFTIULL S 05, E2, HEIHEAD
ECU IZRIER & DB 55412, Head Unit " "H# GW @ Auto-Rich TPM T#// L. Remote Center
RENRESN S, ZOLAEFFHT S E T BIEHTFHEDARIZMES 7, Head Unit,” Hi# GW
D Auto-Rich TPM (Z Y 2/ — X PR EEE 25,

53.213. {H#XEEZ

U 2—)LIE OTA TOXHGRILIE, A RTA4 ALSN DI ARATH L0, V7 FORITEK T
%Y a— L OEEBENN (2013 FERE TR 30%E OBEH V) TAHEBEICHD T LIFADICHEHRTE D
ZLTHLDOT, IS BRUVEREB X BN D, AUFTHE H 3.4 B T5 K L72 UNECE WP.29 0 H:HEE.
HFiE. TO—2DOREBIMEERITRD EEZXBND,

U a— WD A7 53, BERESRICHNEE D, XA T Iy /2y 70X a7 REMEICBNT
B, OTA, Ve /I3 I 70 ofalh, ZOMRIIENTH S L TCGIXFEELTWD, Thbb, £
DREFCORM~ v 7 & IEREICHR U, Bl 22 R A RS L. ABNERA BT 25, ZOERND
t. 2 DOFEDIERIT Accountability D THE TH D & TCGIZEZ TN\ 5,

5.3.2.2.  Guidance for Securing loT Using TCG Technology
53.221. H=E

AT 2015/9/14

BT <HA X A> (BRI L)

NIST AR L7 A RTA4 VHEESIH LR b, TCG HAFIZ L5 ToT &I
BUIBPERY 7 MU 2T EHEOFREFHATHH A XA TH D, TCG{h:
KRS ABEEM AR T D Z & A ARHLIZ, Accountability % & T NIST D ILE % i
= EFRkL TS,

PIEA <kEFxaVT4 N—Fv=T7, 2—2AF5—2 (Y7 MU =T EH) >
TCG ARIZHEAS X2 ) T 4 F v 7| WEARZOME W, =HFY 7
NZESWE F i = R

5.3.222. ERYI bz 7EHICEET HIER
ZDOHA RTAITBWT, TCGALERITABERETH A Z L2 L, Z DOABEREICE S ZER Y

70 http://techon.nikkeibp.co.jp/article/STORE/20131216/322880/2rt=nocnt
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7 hU =T EHFOBRETFRLTND,

3. Use Cases DT, HesOIEFIREEZLOTZDIC, X2 TITHERO Y 7 b o = TIREGRER) = i3
LML EX 2TV T N =T HEHN TE BN MLETH D LHEFIL TV D,

F72. ZOHO “Maintaining Audit Logs”DEEFICRWT, BX 2 77 n ZEE MRITEN, A ETHEE
“maintaining accountability” & O3 #T ] REMEFH PR enabling forensic analysis”DAE Tdh 5 & HIEIZIE TV 5,
ZuE, 5.1.2.1.2.THIH L7z NIST 3CE(SP800-19)% TCG MR Bk L TWDH Z &2 R LTW5, b,
SP800-19 THEM: A4 IRFH 4L TV % accountability %, ABIEUEMAR T 5 TCG HHFIC L - THEEFHET
HBHETCGIFFFRLTNWD LI ENTE D,

4.4.1 Availability ®FIZF\TiE, NIST CE(SP800-147) & B T 285, LTFO L HIZEHL T3,

The NIST document [800-147] describes requirements for PC-platform firmware-updates that are also
applicable to loT-devices.
53.223. fkRE
AICEE, ABHEEZETZE < OIS ORA 5 U T, NIST 3CEO BRI R % . AR TCG
B NI A RIA & LTRLESDTHY, ZHETHWOND AIREERH D, Fo. Z O
FEE N0 UETTRE BIHBITATDON D WREMED & 5,

- 53 - TR—10638



6. SEDOREZEEATH. BEERUVERLICAIT-REEE
COETIE, ATEETOMELE LD, ZRICHESHTHRELZERT S,

6.1. 3EH L S5EDELRHRADELD
PIRTESERS . B L OUGTIEESRICBMEANW TR LZRS X OMR,/ 3R 7 v a AESWTHIA 4y
HHEBEIMTONTe, Z2ITHELE LD D,

3 T T, SAE OHIFHER NHTSA DF A FT 4 B L TR Z1T 72, SAE OFff#E T, OTA
ERERETLIGEICEX 2 VT o P HMRHERT S Z L SN TWD, £/, NHTSA @ Cybersecurity
bestpractice TliX, V712777 (FH0TA) ZHEIZFEETIHEET &S TRy TE—F -
BIRE— R~DT7 7 2 AHIR, @EH, 4777 7AFIR, 72E) IZOVWTEELTND, Wind
OTA YV 7'm 7T I v 7 ORELZRFINE TR, Ve s T I v Fiied RZET L0 Eir L~ Lo
fFE# & e > T D, ACEA 233847 L 72 3CEPrinciples of Automobile Cybersecurity” {22V T DOFHAERE R
WLz, OTA Y a2/ I I ZIZonTORBLEFENTE Y, HRADOKRFRIBEN X =027 2
MiEoEmE LTHEE SRS,

AW TOFKEDO—DIF, 3.4 F TRk L7~ © UNECE WP.29 BB F#ENTH 5, WP29 Tid,
2019 4F 9 H ™ GRVA-04 IZ T TFCS 7 U b7y MR S, &AL T 2020 45 3 H © WP29 %6 THER.
6 r ARICRBERDTETH D, ZHUCH > THENERBIELED 2 Z LT D, HAITE R WP.29
R A G L ICENEELAEIEEZED T D, 2o O TR Tl TRE PR 2RO L&
ZHD, AEIOZOWRN, Zih OB)E OWFED DRI R HE ~DRE L KD FEEAET 5,

4 FTIE, ITU-T #1&0 1SO O IS kT %LT@LLtOmAJ7m7§‘/7% EHEOMR LT DG
DL LTI, ITU-TSGLT IZBWTY 7 b =7 EHFIR, 7—F 7+ —~ v MEIZET28E. W3CIZH
WCY 7 MY =T EHICKLIELEZ DNDEME ST —Z BT 782325 APLICET S K77 K,
oneM2M |28\ T — A - — A Potential Requirements, High Level Architecture %512 B9~ 2 £ i 5 3 FAT
ENTW5B, 728, ITU-TSGI7 OENIE TiX, EENOBEIZOWTIEED A a—T4 L LT3, 7=,
ISO T OTA UV 7u /I I v FREFEOMREIZIL TV RN OD, TC22 IZBWTH A 7 ZiEfEicd
LHISHBRRESNTEY, OTA ) 7n 7730 7 %Kalt 2 ECIRBEL TR LERD D EE 25,
2B, WYL OTA U 7r 7T 2 v 7 OEEEMEHT 5 NE TRV,

AL T, LLTF O 3 B OTRERR I &850 L 7=,
45. ITS 1EHEE S AT LHEES

4.6. ITU-T FG-VM

4.12. FESHREASASAHET +—TF A

BHICBWTIE, OTA Ve s I I v 7 aET 2I0hles THELRD VAT AL~ EiHOBRE
SHERZ DWW T oG RER N E £ & Do, BIRMIZIL, EVITA, HIS, TCG @ =2 D#ff#k TOBE) 2o
T, ZNENNAB L TWDERE ST LTz, ZORR, 206 OIFENTE N TEBEOEE D 3 B E~
V= SRR A IS0 0 B DRI TH D Z LAV L7z, EVITA ICBIT Dtk ¢, 3k
BLOIEIZ [EVITA 7 u v =7 MI 2011 R T LTEY, 2017 4F 9 AR TIX, ARITYNKET Sh
HTEERVWERDND ] OFRERH D, AREEL LT, TFEOF LWEIE AR L, kB2 /R
P AR L THET DI ENEIRTH D, ZOWMBIZEBNT, ZOFRREGRT HIMNERSH D L
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&9 %, HIS Tk, TOFRELD ’F@ﬁ®%/7m/&#% HIS SHE [ZHEL L 7= F » 7 o3k &
NTVD) EFELEDHTND, LEB->T, EHEMBICEL TV D ERBHT 2 ENEHEETH D, TCGIZH
T LD T, EAEL R ORI 723 LW BN DIER T REHEOH L L LT,
53212 TRER L7z TOTA V7 b v =7 BHEE et R T 2MRErEMEZ R LI Tr 7 &
BRET D], 53222 TR L7z TeX a7 72m 78 RIFA, LB E(TAELR “maintaining accountability”
KOV HT TR 4E LR “enabling forensic analysis” OAE | ZfE Lz, ZNOMRHETZS D& LTRES
L. INBHICE-T, BF 2V 7 4 HBEA~OXKOREEN, ZAUINA THABTHERPEETHD LD
NI ED 20D D EEET D,

INBICE ST ABEENTERE T2 0TA Y 0 s T 2 v F OB T v — % & LHAMBR L O OFE
YA T 72 0E B, 2017 47 9 A RIER CO R MICES W L LT, RETHIY Lif7-fEx O
AN THERDSED BTN D Z LR TE o, M OEMIRIL, MmICE o 7o /iR B, iR
R RIRTE /SN EENEIL, HEICE > TEVDRDH S Z L bR T, Zh b HE R
SH%BO, HENEOEBEHEM 2 HEFT L, EHISEST TS BT, BEREFHZR-TLEZ2 60

LAz, AlElL 2019 4 9 A RIS TONBERIZE S WhRE =R LIz FIill> T, WP29 B4
B4 & e CEE MR A EI A 200l ARSI k- FH A2 (E 9 5,

6.2. RIEFTORMICED CFEEL

FEBEOW/ FEEITIB VT L 22 5 AREMERE WS OO T, Bl 2137 — SRR OB RIT. %5

— 22 BUE A v A =L EERRRERR 5G OIS TR D B IR SLORREMEN S E o7 & B X
LD,

BOMEOERBL, 77 vy a AT ~OEZARRMA, Ve s 7 I THikOE2ETF = v s
BLOTAV 7ual I v 7R OEx 2 Y 7 WEOSTHDH L 3 WD 5§ BORRISRRL TN D,
INHHBE~ORROBENMNEATHDL EEZ LD,

DULBEEEZ T, TRETOFHMEZRIET D & BEBICIIT 23 EH IO oz miT
TAREEIEEEY, HiZ U TRV O TIZAWnNEBEZ ON2ER S 5, FlxiE, AHED 3.5.2.1.1(5) Tk
Rz T A NMII—A =T, BA DR EDOT T 4T 4 BERLTH LWL, JSL L5 = F N
FMTHZLbTEDLH D) 1T, ARBEEARRICESSBIEMTHERDBAHEE B2 650, BHIh
TR EEFEARVENH D, ZHUCE L, AREVID S SETIRA~OEBITAWT, AF 53212 TH
ATZF I FEATAALR (Accountability) D EZAFITHER, BARAIR SREZ RIS TR & Rk & F7> & #efE 5
Do

LEO#BEIL, A%ERSNWOXEHABTHD LB DND,

53212, 33262%E, 51212%%

233222 %%

B 31212%E

74 33232%, 33252%

5 51212%

76 33262, 33272, 52212, 47212, 35222 %
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7. FEH
RUR— NI, ax7 7y K- =L LCTHREHELZAT2HBEICENT, BT AT LDV 7 F U=
%R TR DA O ENAOREHRIC S T S MERRIR AR T 5 2 L2 A E LTER LTz, 4l
OE, BLOWRIEEZE L, &~ O/ T, Tl AT LA0EBESN (V7 hv=T, Thbh
WoOERBED) I L, ZMEHEORFDIERIATONTND Z & 2R Lz, TOH CEl@EH & %
B HBICERSNDEX =2 U 7 0 OERFEMITIEFICELS . BF 2 VT 4 WE~OKEDOIRY, i
R CTAEEAARIZIE S F v 72 OMIC L 2B BRMLHRDPEETH L 2 L 2R L. AHEE TR
L7,

B> AT ADOEIFEROW KIS T2 o T, BRI — 27— 2B HAlfE. At/ FUEHD,
FEDO IXAIZRD LNDMER D D, LK MBI TWA L 912, BEEER T2 R MEBRIBRD TE,
HKRER CHEV RO R A HiE L7 A ihiEls, HEZ0b 0% THIECANTICEE T Y o — xR
BRET SN TV DBRERICENT, BV AT LAORRENIAERTHDLLBZAOND, TOBLRIZHW
T, 2RISR E) 2 FOEBSES TOW#E. ¥ UNECE WP29 J&E) & L TRMRMICER LT D
F, 0201949 AICEIE L LTA SN2 HE, RUGETICTRTERHDR -z CTEETH L L5
R Do A& IITHATFMAAMNR (Accountability) DAMEILR D H MMHEEZ R RHRI-HIIAERTHD LB R
%,

AEIOFRAE, BEFHTL - T, [EEEE 2 & e R OB COB & 2 Bl EMICEE L, BRI
o EMIEB 2 E T 5 & & OHEMEZWFEIC Lz, ADTFOMGHIS % bk, lsh o7z, AKX
M OARIOFER G2 G2 OB ITOW Tkt L TRE., Bilk. F57 2 2 L B EBRBSHH LT
MO THETHD EEZD,

ARUR— b3, BEER OB MTHUTEETH D,
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<BEXH-—E>

3.1 & 5GAA TZHM L 7= 3Tk

[3-1-1] The Case for Cellular V2X for Safety and Cooperative Driving (2016/11)
http://Sgaa.org/news/white-paper-placeholder-news-for-testing/
[3-1-2] 5GAA Report shows superior performance of Cellular V2X vs DSRC (2018/10)
http://Sgaa.org/news/5gaa-report-shows-superior-performance-of-cellular-v2x-vs-dsrc/
[3-1-3] Toward fully connected vehicles: Edge computing for advanced automotive communications
(2017/12)

http://5gaa.org/news/toward-fully-connected-vehicles-edge-computing-for-advanced-
automotive-communications/

3.2 ffii ACEA TZMW L 7=k

[3-2-1] ACEA Principles of Automobile Cybersecurity
http://www.acea.be/uploads/publications/ ACEA_Principles of Automobile_Cybersecurity.p
df

[3-2-2] ISO/SAE AWI 21434 Road Vehicles -- Cybersecurity engineering (In Development)

https://www.iso.org/standard/70918.html
3.3 fi SAE TZ L7230k

[3-3-1] Firmware Update Over The Air (FOTA) for Automotive Industry (2007/8)
https://www.sae.org/publications/technical-papers/content/2007-01-3523/

[3-3-2] Over the Air Software Update Realization within Generic Modules with Microcontrollers
Using External Serial FLASH (2017/3)
https://www.sae.org/publications/technical-papers/content/2017-01-1613/

[3-3-3] Analysis of Software Update in Connected Vehicles (2014/4)
https://www.sae.org/publications/technical-papers/content/2014-01-0256/

[3-3-4] OTA reflashing: the challenges and solutions (2016/1)
https://www.sae.org/mews/2016/01/ota-reflashing-the-challenges-and-solutions

[3-3-5] Feasibility Study for a Secure and Seamless Integration of Over the Air Software Update

Capability in an Advanced Board Net Architecture (2016/4)
https://www.sae.org/publications/technical-papers/content/2016-01-0056/

[3-3-6] Safe and Secure Software Updates Over The Air for Electronic Brake Control Systems (2016/9)
https://www.sae.org/publications/technical-papers/content/2016-01-1948/
[3-3-7] OTA updating bring benefits, challenges (2016/8)

https://www.sae.org/news/2016/08/ota-updating-brings-benefits-challenges

[3-3-8] Improvement of the Resilience of a Cyber-Physical Remote Diagnostic Communication System
against Cyber Attacks (2019/4)
https://www.sae.org/publications/technical-papers/content/2019-01-0112/

[3-3-9] System Engineering for Automated Software Update of Automotive Electronics (2018/4)
https://www.sae.org/publications/technical-papers/content/2018-01-0750/

[3-3-10] Measures to Prevent Unauthorized Access to the In-Vehicle E/E System, Due to the Security
Vulnerability of a Remote Diagnostic Tester (2017/3)
https://www.sae.org/publications/technical-papers/content/2017-01-1689/

[3-3-11] Over-the-air (OTA) programming allows remote software updates : Over-the-air affair
(2019/2)
https:/www.sae.org/mews/2019/02/over-the-air-remote-programming
[3-3-12] OTA will drive cybersecurity programs (2018/4)

https://www.sae.org/news/2018/04/ota-will-drive-cybersecurity-programs

3.4 ffi UNECE WP.29 GRVA TFCS TZH& L 7= ik

[3-4-1] Proposal for a Recommendation on Cyber Security (2019/2)

https!//www.unece.org/fileadmin/DAM/trans/doc/2019/wp29grva/ ECE-TRANS-
WP29-GRVA-2019-02e.pdf

[3-4-2] Draft Recommendation on Software Updates of the Task Force on Cyber Security
and Over-the-air issues (2019/2)

https://www.unece.org/fileadmin/DAM/trans/doc/2019/wp29grva/ECE-TRANS-
WP29-GRVA-2019-03e.pdf
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http://5gaa.org/news/white-paper-placeholder-news-for-testing/
http://5gaa.org/news/5gaa-report-shows-superior-performance-of-cellular-v2x-vs-dsrc/
http://5gaa.org/news/toward-fully-connected-vehicles-edge-computing-for-advanced-automotive-communications/
http://5gaa.org/news/toward-fully-connected-vehicles-edge-computing-for-advanced-automotive-communications/
http://www.acea.be/uploads/publications/ACEA_Principles_of_Automobile_Cybersecurity.pdf
http://www.acea.be/uploads/publications/ACEA_Principles_of_Automobile_Cybersecurity.pdf
https://www.iso.org/standard/70918.html
https://www.sae.org/publications/technical-papers/content/2007-01-3523/
https://www.sae.org/publications/technical-papers/content/2017-01-1613/
https://www.sae.org/publications/technical-papers/content/2014-01-0256/
https://www.sae.org/news/2016/01/ota-reflashing-the-challenges-and-solutions
https://www.sae.org/publications/technical-papers/content/2016-01-0056/
https://www.sae.org/publications/technical-papers/content/2016-01-1948/
https://www.sae.org/news/2016/08/ota-updating-brings-benefits-challenges
https://www.sae.org/publications/technical-papers/content/2019-01-0112/
https://www.sae.org/publications/technical-papers/content/2018-01-0750/
https://www.sae.org/publications/technical-papers/content/2017-01-1689/
https://www.sae.org/news/2019/02/over-the-air-remote-programming
https://www.sae.org/news/2018/04/ota-will-drive-cybersecurity-programs
https://www.unece.org/fileadmin/DAM/trans/doc/2019/wp29grva/ECE-TRANS-WP29-GRVA-2019-02e.pdf
https://www.unece.org/fileadmin/DAM/trans/doc/2019/wp29grva/ECE-TRANS-WP29-GRVA-2019-02e.pdf
https://www.unece.org/fileadmin/DAM/trans/doc/2019/wp29grva/ECE-TRANS-WP29-GRVA-2019-03e.pdf
https://www.unece.org/fileadmin/DAM/trans/doc/2019/wp29grva/ECE-TRANS-WP29-GRVA-2019-03e.pdf

[3-4-3]

[3-4-4]

Proposal for a Recommendation on Cyber Security (2019/9)
https://wiki.unece.org/pages/viewpage.action?pageld=87623695
TFCS 16-08 (Chair) ECE-TRANS-WP29-GRVA-2019-02e Cyber Security
Proposal latest version.docx

Draft Recommendation on Software Updates of the Task Force on Cyber Security
and Over-the-air issues (2019/9)
https://wiki.unece.org/pages/viewpage.action?pageld=87623695
TFCS 16-09 (Chair) ECE-TRANS-WP29-GRVA-2019-03e Software update
proposal latest.docx

3.5 i U.S.DOT/NHTSA TZ M L 7= 3k

[3-5-1]

[3-5-2]

[3-5-3]

[3-5-4]

[3-5-5]
[3-5-6]

[3-5-7]

Automated Driving Systems 2.0 (2017/09)
https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/13069a-
ads2.0_ 090617 v9a_tag.pdf

Cybersecurity Best Practices for Modern Vehicles (2016/10)
https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333 cybersecurityformodern
vehicles.pdf

Federal Motor Vehicle Safety Standards; V2V Communications NPRM (2016/12)
http://www.safercar.gov/v2v/pdf/V2V%20NPRM Web_ Version.pdf
https://www.gpo.gov/fdsys/pkg/FR-2017-01-12/pdf/2016-31059.pdf

NIST Cyber Security Framework
https://www.nist.gov/cyberframework

SAE J3061 Cybersecurity Guidebook for Cyber-Physical Vehicle Systems (2016/1)

ISO/IEC 27000:2016 Information technology -- Security techniques -- Information security
management systems -- Overview and vocabulary

NIST FIPS PUB 140-2: Security Requirements for Cryptographic Modules (2007/07)

4.3 i 1SO TC22 THM L 7= 3CHk

[4-3-1]

[4-3-2]

[4-3-3]

4.5 ITS t5 5\

[4-5-1]

[4-5-2]

ISO 13400-1:2011 Road vehicles -- Diagnostic communication over Internet Protocol (DolP) -
- Part 1: General information and use case definition
https:/www.iso.org/standard/53765.html

ISO 14229-1:2013
Road vehicles -- Unified diagnostic services (UDS) -- Part 1: Specification and requirements
https://www.iso.org/standard/55283.html

ISO 22901-1:2008 Road vehicles -- Open diagnostic data exchange (ODX) -- Part 1: Data
model specification
https://www.iso.org/standard/41207.html

R AT LEtERTE (TSTEW T +—7 L) THR LU
BT =B E B2 AV ITS « HENEER 0 & AR 1 7 AR A S
https:/itsforum.gr.jp/Public/J7Database/p62/Cellular_system 201906.pdf

5GME %= UT 47 Ry 7 OiEE)] (201946 A 17 H)
TTC & I F—

4.7 i 1TU-T SG16 TR L 7= ik

[4-7-1]

[4-7-2]

[4-7-3]

[4-7-4]

F.749.2: Service requirements for vehicle gateway platforms (2017/3)
https://www.itu.int/rec/T-REC-F.749.2/en

F.749.1: Functional requirements for vehicle gateways (2015/11)
https:/www.itu.int/rec/T-REC-F.749.1/en

H.560: Communications interface between external applications and a vehicle gateway
platform (2017/12)
https:/www.itu.int/rec/T-REC-H.560/en

H.550: Architecture and functional entities of vehicle gateway platforms (2017/12)
https:/www.itu.int/rec/T-REC-H.550/en

4.8 i ITU-T SG17 THHR L 7= 3Cik

[4-8-1]

X.1373: Secure software update capability for intelligent transportation system communication
devices (2017/3)
http://www.itu.int/rec/T-REC-X.1373/en
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https://wiki.unece.org/pages/viewpage.action?pageId=87623695
https://wiki.unece.org/pages/viewpage.action?pageId=87623695
https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/13069a-ads2.0_090617_v9a_tag.pdf
https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/13069a-ads2.0_090617_v9a_tag.pdf
https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernvehicles.pdf
https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernvehicles.pdf
http://www.safercar.gov/v2v/pdf/V2V%20NPRM_Web_Version.pdf
https://www.gpo.gov/fdsys/pkg/FR-2017-01-12/pdf/2016-31059.pdf
https://www.nist.gov/cyberframework
https://www.iso.org/standard/53765.html
https://www.iso.org/standard/55283.html
https://www.iso.org/standard/41207.html
https://itsforum.gr.jp/Public/J7Database/p62/Cellular_system_201906.pdf
https://www.itu.int/rec/T-REC-F.749.2/en
https://www.itu.int/rec/T-REC-F.749.1/en
https://www.itu.int/rec/T-REC-H.560/en
https://www.itu.int/rec/T-REC-H.550/en
http://www.itu.int/rec/T-REC-X.1373/en

4.9 i oneM2M TZ MW L 7= 3k

[4-9-1]

TR-0026-Vehicular Domain Enablement
http://www.onem2m.org/technical/latest-drafts

4.10 i W3C TR L 7= 3C#k

[4-10-1]

[4-10-2]

[4-10-3]

[4-10-4]

[4-10-5]

[4-10-6]

Automotive and Web at W3C
http://www.w3.org/auto/

Automotive Working Group
http://www.w3.org/auto/wg/

Vehicle Information Access AP
https:/www.w3.0rg/TR/2017/WD-vehicle-information-api-20170605/

Vehicle Signal Server Specification
https:/www.w3.0rg/TR/2016/WD-vehicle-information-service-20161020/

Automotive and Web Platform Business Group
http://www.w3.org/community/autowebplatform/
Cyber-Security in the Connected Car Age GENIVI Conference - Seoul, October 21, 2015

https://lists.w3.org/Archives/Public/public-auto-privacy-security/20150ct/att-0005/Cyber-
security Connected Car Age-GENIVI.pdf

5.1 i EVITA TZ 8 L7-3CHk

[5-1-1]

[5-1-2]

[5-1-3]

[5-1-4]

[5-1-5]

Deliverable D2.1: Specification and evaluation of e-security relevant use cases (Dec. 2009)
https:/www.evita-project.org/Deliverables/EVITAD2.1.pdf

Deliverable D2.3 Security requirements for automotive on-board networks based on dark-side
scenarios (Dec. 2009)
https://www.evita-project.org/Deliverables/EVITAD2.3.pdf

Deliverable D3.2 Secure on-board architecture specification (Aug. 2011)
https://www.evita-project.org/Deliverables/EVITAD3.2.pdf

Deliverable D3.3 Secure on-board protocols specification (Jul. 2011)
https:/www.evita-project.org/Deliverables/EVITAD3.3.pdf

Arm Ltd, Cortex-M3
https://developer.arm.com/products/processors/cortex-m/cortex-m3

5.2 i HIS T L 7= ik

[5-2-1]
[5-2-2]

[5-2-3]

SHE - Secure Hardware Extension - Functional Specification Version 1.1. (Apr. 2009)

Infineon AUDO MAX SHE Enhances In-Vehicle Security and Tamper-Proofs Electronic

Control Units
https://www.infineon.com/cms/en/about-infineon/press/market-news/2011/INFATV201111-
012.html

BT A F= bV A F o7 - wFa )7 o BRER32 EY b v a2
http://www.nxp.com/docs/en/supporting-information/E_SecurityMCU_JA.pdf

5.3 Hi TCG T L7 Uk

[5-3-1]

[5-3-2]

[5-3-3]

[5-3-4]

[5-3-5]

[5-3-6]

CG (Trusted Computing Group)
https://trustedcomputinggroup.org/

TCG TPM 2.0 Library Profile for Automotive Thin Specification, Version 1.01 (2018/5)
https:/trustedcomputinggroup.org/wp-
content/uploads/TCG_TPM_2.0_Automotive Thin_Profile v1.1-r15.pdf

Guidance for Securing loT Using TCG Technology (2015/9)
https:/www.trustedcomputinggroup.org/wp-
content/uploads/TCG_Guidance_for_Securing [oT 1 0r21.pdf

NIST SP800-147:BIOS Protection Guidelines
https://www.trustedcomputinggroup.org/wp-
content/uploads/TCG Guidance for Securing IoT 1 Or21.pdf

NIST SP800-19:Mobile Agent Security
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-19.pdf

Rk 2 7TAEREEKIN A S N—v 3 VAIE T B T A (HBIETY AT L) @ V2 X%
HAMERDIERIC DX 2 U 7 4 B OB - T2y 7 |k
http://www.meti.go.jp/meti_lib/report/2016£y/000459.pdf
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http://www.onem2m.org/technical/latest-drafts
http://www.w3.org/auto/
http://www.w3.org/auto/wg/
https://www.w3.org/TR/2017/WD-vehicle-information-api-20170605/
https://www.w3.org/TR/2016/WD-vehicle-information-service-20161020/
http://www.w3.org/community/autowebplatform/
https://lists.w3.org/Archives/Public/public-auto-privacy-security/2015Oct/att-0005/Cyber-security_Connected_Car_Age-GENIVI.pdf
https://lists.w3.org/Archives/Public/public-auto-privacy-security/2015Oct/att-0005/Cyber-security_Connected_Car_Age-GENIVI.pdf
https://www.evita-project.org/Deliverables/EVITAD2.1.pdf
https://www.evita-project.org/Deliverables/EVITAD2.3.pdf
https://www.evita-project.org/Deliverables/EVITAD3.2.pdf
https://www.evita-project.org/Deliverables/EVITAD3.3.pdf
https://developer.arm.com/products/processors/cortex-m/cortex-m3
https://www.infineon.com/cms/en/about-infineon/press/market-news/2011/INFATV201111-012.html
https://www.infineon.com/cms/en/about-infineon/press/market-news/2011/INFATV201111-012.html
http://www.nxp.com/docs/en/supporting-information/E_SecurityMCU_JA.pdf
https://trustedcomputinggroup.org/
https://trustedcomputinggroup.org/wp-content/uploads/TCG_TPM_2.0_Automotive_Thin_Profile_v1.1-r15.pdf
https://trustedcomputinggroup.org/wp-content/uploads/TCG_TPM_2.0_Automotive_Thin_Profile_v1.1-r15.pdf
https://www.trustedcomputinggroup.org/wp-content/uploads/TCG_Guidance_for_Securing_IoT_1_0r21.pdf
https://www.trustedcomputinggroup.org/wp-content/uploads/TCG_Guidance_for_Securing_IoT_1_0r21.pdf
https://www.trustedcomputinggroup.org/wp-content/uploads/TCG_Guidance_for_Securing_IoT_1_0r21.pdf
https://www.trustedcomputinggroup.org/wp-content/uploads/TCG_Guidance_for_Securing_IoT_1_0r21.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-19.pdf
http://www.meti.go.jp/meti_lib/report/2016fy/000459.pdf

[5-3-7] Protection Profile Automotive-Thin Specific TPM Version 1.0 (2018/12)
https://trustedcomputinggroup.org/wp-content/uploads/TCG_PP_AT TPM_vl1p0_pub.pdf
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https://trustedcomputinggroup.org/wp-content/uploads/TCG_PP_AT_TPM_v1p0_pub.pdf

