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Domain S | ModuleClass [ | Action
@id: ID } @ name : text . @ name : text
- Doc : Doc | @ optional : boolean = false @ optional : boolean = false
*imports —— - Doc : Doc T - Doc : Doc
* Modules : ModuleClass - extends | - DataType : DataType
* Devices : Device [ @domain : IDRF | *Args :Arg |- ————_ = Arg
} @class : text ! 0z @rname  text
" Property : Properties ot !
Device <o+ * Actions : Action R DataPoint Koo+ - Doc : Doc
@id : Name * Data : DataPoint e @ name : text 1 - DataType : DataType
- Doc : Doc * Events : Event -——q | @ optional : boolean = false |
* Property : Properties [T7777 | | @ writable : boolean = true |
* Modules : Module ===SE | : @ readable : boolean = true |
* SubDevices : SubDevice F== ! |-+ Module [ @ eventable : boolean = false !
: by 0.% Lo - Doc : Doc :
SubDevice €= 4| : : : = Danlypes DataTyhe }
: [ e Property Koot | !
@ id : Name It f) = " 3 - |
- Doc : Doc Vg @ name : text 0.7 Event
* Property : Properties - @ optional : boolean = false @ name : text -—=
* Modules : Module ~  F-——-— = @Dvglc“'gb:z“ @ optional : boolean = false = Boc
= 3 - Doc : Doc '
- DataType : SimpleType * Data : DataPoint _
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W3C & 1% TWorld Wide Web Consortium) DBSHFR T, WebE i DAFEHEL 24T 9 IEERIFAEDOLFRTH D,
W3CIEZ19944F IZ AR S, Web TR SN DT AAERE L, KV AL — AR E N LA IR
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2L, RAA VEA OFERIL, W3COEHREIEBIOHIASN TH 5, K3-3 1ZW3C WoT Thing Description
DT —HETNVERT,

| Application

WoT Scripting AP

General
Metadata

[
|
|
|
|
|
|
\

WoT Thin
3 Interaction Model

Description

WoT Binding Templates

OCF oneM2M

Communications

Metadata : i i v

3-3 W3C WoT Thing Description DT—42ETIL
H# . W3CH 4 k&L 5IH : The W3C Web of Things (WoT).
[Figure 10 Conceptional Architecture of the WoT Building Blocks] k£ ¥

(http://www.w3.0rg/TR/wot-architecture/)
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3.2.2 A
EREFTLVORME LTIE, 7o hal, X2 U TF 1 50EREEHR, AV FF 7 arsEFLEL

LT, property, action, event ZE# L T\ %, HAMIZIZTD l32—HW7—% EHT—ZI>1T
1, < O 1 haLTEtity IZRT 57 0T 4 LEOMEE LTEEENS, TDIE, Thing H{ED+®
VYT AT AET—=H WoT D7 a7 4, T ar, BILOA XY N EETr narrow-waist OFF A
ERET IV, T—F T NEBR CHMERIERICT 2~ 2T 4 v 7 A% —<, BLUOWeb V7 D7 4
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——————— < — - security (0.N) = = — — 4

(1..1) name::string — — security (0..N) = 3| SecurityScheme |{_ — _ security (ON) — — — — |
(0..1) baseanyURI | I 0
(1.1)yid-sting |

(0..1) description::string — === links(0O.N) ~= === === >

(0..1) support::string

----------------- . |-y href-anyUR
I | (0..1) mediaType:string
I ! (0..1) rel: string I
! ' (0..1) anchor:-anyURI | :
properties (0.N) ~ actions (0.N) events (0..N) ¥

| |
| | |
| | I
| | o forms (0..N)_ [(1..1) href:anyURI I
| : (0..1) description:string =77 7 70..1) mediaType:string |
| 0..1) rel-string
I | L
: _______ | / 5 | |(0.-1) subProtocol:sfring
| |
\/ ¥ ¥
R [ e ]
| I
I 1
| I
input (0..1) output (0..1)
Lemm=== 1 f===="
Yy Y
| DataSchema |
I |
Legend: i
________ ____vocabulary name applicable to_
- | Extended Class '; the attached class (cardinality)
o e
cardinality) vocabulary name:type Figure 2: DataSchema D
Figure 3: SecurityScheme subclassOf
3-4 W3C WoT Thing Description D F—% ETI
HiBh : W3CH - kX Y31, Web of Things (WoT) Thing Description, Figure 1 TD core model X ¥
(http://www.w3.0rg/TR/2018/WD-wot-thing-description-20181021/#changes)
3.3 OCF
331 #ME

OCF (Open Connectivity Foundation) (3201652312 CT& 728 LW CTH B, OCFIZA v T AP LA
T 7R ERHUL & 7 o TT20144E7 A VZE% L L 72 Open Interconnect Consortium (OIC) &, 201342 A (ZQualcomm
MHLE 722 o TERASL LT-Allseen AllianceDESH A v X—Thb~vA /a7 h, JT7)ak, =L 7 ka3
Y J ZADZENR— FA =& LTSI L Tk S iz, OCFD20164E12 07 L A U U — 22 i, #r
TZAZBBHEAINA L T B #3004 ELL EiC/r o 7e b D Z L TH D, [M3-5 I[ZHA DTN ZFTHT D,
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~ 2015%11R
UPnP
19994 ..
- loTivity
® INTERCONNECT —— @ OPEN CONNECTIVITY — >

20144E7 B 2016%2R

% ALLIANCE

e \ ; 20164E108

sonzzg  *Alkoyn
3-5 OCF nZEE
High : ThechBlog (7 = —Fv—7—%77 ’NARET 1Y) K1k 5H
(https://future-architect.github.io/articles/20161209/,)
3.3.2 A

OIC Core Smart Home | Samsung, Intel 72 &3 FH0s & 72 U 3% 57 L 7= Open Connectivity Foundation (OCF)
DT —=ZET NV THMILLTOEY Th oD, K 3-6 I[ZFEMAETT,
° OICIX 08, 7V AR— b, RUF—IHKFETRTOE ) ZORT2DD 10T V7 b =T
T —ALU—7
v HBI{EIX OCF (Open Connectivity Foundation) ¢ OCF = OIC + UPnP Forum
& TF—XEFNELT—FTulal (Ayk—Ur7) ZPHICKRL
v F—XET)LTRESTIUl Y Y —ZXE5/LC, Create, Read, Update, Delete, Notify (CRUDN) T
Wz
F—Xx 71 kanid, CoOAPHTTP/MQTT % C CRUDN # %3
VY —RET VL, YT SA A OHIRFE

S T, e

RESTful _ //1——————————T\\
U\{_'_j\ OIC Client CRUDN Operations OIC Server
EFI L —l/
e
DIC Resource R

25
—-T -

e g GET/sldata

WIET I IR
(LED, {+i€=%)

ource Mapping

— e e e o — o E— — —

Protocol Mapping

F—&0k OIC Client
L BEtRY Bk | Lrolblis i QIC Server
e (o.g. CoAR B
HTTE MQTT) CoAP Response
Cbubb on'} |\

36 OCFDT—4ETIL

HiHiL : OCF_Core_Specification_v2.0.0, Figure 1: Architecture — concepts % FIERAL

(https://openconnectivity. org/specs/0CF_Core_Specification_v2.0. 0. pdf
IHTAR I V2. 0. 1)
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(1) 7u bRk

TEUZOCFD 7 1 b 2 WA A7, OCFTIE, BRI CEBET 2720 0MiE7 ny 7 & LT3-7 DX
H 727 a b Rk & B> TV A, CBOR:IZ [The Concise Binary Object Representation] OH& CIETF RFC 7049
TEZRINTEY, HEHEERN, IEFIT/NINa— YA X 2R/ A v E—IUH A X BLUONS—
VarprIAvmr—va ey EE LRWIEERO R ST — 2 7+ —~ v F T, JISONT—Z E7 /1
WSS ERNALF VAT V=7 bRILTH D,

Application

Resource Model

Encoding (CBOR)

CoAP
DTLS TLS
| UDP I TCP |
| IPvé |
L2 Connectivity

3-7 OCF Protocol Stack

Hii . OCF Specification Introduction and Overview

https://openconnectivity.org/specs/OCF 2.0 Specification Overview.pdf

(2) EARH 727 /34 A4
BARMIC TR 7 A 7l § 2 #E 4 Resource & L C FREDFRICER L TV 5,
- AR ERIEIC OV T, fx RESRICII L CER A AR
- SRR 2 A JTICENME - R A FRk
« A—T— MM BBAEEIIA TV 3 o THRE
* Resource & L CHEDAL, #iP, Read-only, collection’s XD 7" a5 ¢ & HE
SRS BRI 22 T A 22 A T D—il % K3-UTTT,

£3-1 BEVVY-REEL, TIMREL4TD—H

Device Name | Device Type (“rt") Required Required Resource
(informative) | (Normative) Resource name Type

Active Speaker  oic.d.speaker Binary Switch cic.r.swilch binary
Audio Cantrols cic.r.audio

Air Conditioner  oic.d.airconditioner Binary Switch oic.r.swich binary
Temperature cic.r.temperaturs

Air Purfier oic.d.airpurifier Binary Switch cic.r.swiich binary

Air Quality oic.d.airqualitymonitor  Air Quality vic.r.airqualitycollection

Manitor Callection

]
HU : (KR E 7 & TR L Y

https://www.slideshare.net/PIXELAcorporation/what-is-ocf
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S HITEMAR T A 2 OHIEME & L CEBEROHIEIZ VW TK3-8IZ S H T 5,
s UTNME XA F VAL T HESY = REBERTZAY— T A R TN R

R[N A A U ESE

: A RT3 2 (oic.d.light)

- BEERE . MZH= T U Y — A :oic/res, oic/p. oic/d
CWEHEXR2 DT 4 ) V=R (KRR

cHEEREE Y Y — R

s NAF U AA v F (oic.rswitch.binary) |

CZOBITIE, oA T a0l Y—AEAB LTS,
Brightness U > — & (oic.r.light.brightness)

. . T :
De-wce PEEE Associated Resource Type M/O \ R ‘
Title Type ‘ =
oic/p ‘
oic/res (oic.wk.res) M } ,
oic/p (oic.wkp) M p oie/d |
Light | oic.dlight oic/d ( ) M | Binary switch
Binary switch (oic.r.switch.binary) M : Brightness ‘
Brightness (oic.r.light.brightness) O
X 3-8 Example: Smart light device
Hi# : OCF Specification Introduction and Overview
https://openconnectivity.org/specs/OCF 2.0 Specification Overview.pdf
3.4 Echonet
3.41 HE

ECHONET 22> Y —3 7 Ald, AMFE, EERHEEREZ P LE LIER—LRy NT—27 VAT LEH
W2 C 1997 2 DIEE 21T > TWA K TH 5, 2018 4 10 A BIFE, HHa B 740, S E 42 41,
—fk=B 165, —RESE 36 th bk I TN D,

ECHONET & ECHONET Lite 7238 9 $£# 2587 LW k% Td 5, ECHONET Lite i&, &V JH, BHMFEE.
IR EB Y VY —ADMERE IoT{bL, =X AF =< XA MRV E— AT F AR EDY

— U R ERFEHT D= DIBEHAAET,

WEMERCSHBRORE o~ Fedtmfig 352 T, <

NFRULRECOYAT MERERBLTHY . FafMnd s,
- BFRREAF OIEWERIE AT 0 7 OF A A HE

* FRE - FUNEOL - JERTNE RFEPH R S

- BRSSO S bR DA DM
* 770 REDY—E R L O AEE

ECHONET Lite ®HFEIEDOHER Z X 3-9 ITR-7,
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ISO/IEC14543-4-3 |

4] ¢ I
1| |

3.4.2 A

AR e i}ommﬁﬁiﬁ%ﬁmsﬁmﬂﬁa

[Rob0-0 0
. : H ' Wi-SUN. G3-PLCF

3-9 ECHONET Lite MREFHDIERL

f5l) Ethernet. Wi-Fi. Bluetooth

(Hi#h : ECHONETA —AX—7, TECHONET Lite i DRGFE 3] X1
(https://echonet.jp/about/features/)
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vV IPERARLLT, T—47 8 b aLEfb, AR ERR RS
v T X BT OVIIELR 2 T0IT 80 FREHE R
TEE, £32, 30T —FETAFET—FETNET—FT 1 FI/VORRERT,

£32 T—2FETILH

B P =0x42

TanT 4 4% EPC TarF 4 NE F—AB |F—& | B [T 7R | & WREER| %S
filiR(10 E# i) gy A= | B THIA
ifih (R E 0x80 |[ON/OFF ki % 734, unsigned 1 — Set Ol O
ON=0x30, OF F —=0x31 char Byte Get | O
BB EL & E L, IRiEA 1 = Set/ O @)
RS (ERR E 0x8F | it ;gﬂ-z, e Byte Get
i (P =0x41 char

e — FEGE

0xBO | E#h /5 /0EE/FRif/%E | unsigned 1 -

Set/ @) O

/S FOoEEE— FARREL. char Byte Get
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og H—EF2 = — oA
o i, )| TaET
= ECHONET:E{S4UF R
TELD=T 4
&="Te=
—— ibE FhsAfsrdo—2_| T—4Fakrall
0~ ERBIRAUE R
Jﬁ%Tﬁﬁ# \
Fr—A ®
o Eh o | IFDA
:}—‘_ij%%f—?{ LT HEEFHES) | ontron|| " T2k 1o
—. - INEH |12 N INED
w77 | | mme || SED || e 2

3-10 F—2ETILHI
(8 : ECHONET AR —A~2—2 1 v R4k, https://echonet.jp)

B¢ : APPENDIX ECHONETH¢#R 47 v = 7 it E Release K,
3. 2. 1 FERATT a7 7 2E L0 . g
(https://echonet.jp/wp/wp-content/uploads/pdf/General/Standard/Release/Release_K_jp/Appendix_Release K.pdf)

Bt : ECHONET (==a—x v ) ofdfi#hn, K3k v HH:, g
(http://www.sharp.co.jp/corporate/rd/journal-82/pdf/82-08.pdf)

3.5 IPSO
351 #HE
IPSOIF2008F9 H IZEXSL. S V=T T A 7 > A (IP for Smart Objects Alliance) ¢, HEJIX “Smart Object”
%P (Internet Protocol) ~X— A CTHEZE, FSZIZArchRock, Atmel, Cimetrics, Cisco, Duke Energy. Dust
Networks7g &', 77 / m¥— B, =R F—DRRHEDBLTIThIL, =3 LF—, HHEE, ~L A
TT. BROEERT 7V r—va BT DIPRy NI =7 TN, ZAEREE LTV D,
IPSOR~— ATV xr ME
o AR—bIATV=I NTTFAT A (IPSO) A IPIZ K- THA%S
e T TAAABIOT IV r—v a0t~y v 7 HAEERE
s LWM2M A7 V=2 FET/MIESLS, BRMRRERA 7 Y= FID &Y Y —A 1D
« LWM2M 7 RLRIEE, T—4# A7 BIXOPa 7Y 7r—vy MY R— I TE5, &
FIER N T UAR— 7 hai (CoAP, HTTP, MQTT) T alfE
o HifliZeA 7 =7 O Basic Starter Pack 7% 2014 42 /ABH
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+  Basic Objects [THifliZet oYL T7 7 F 2= — X D HHERK

352 FEM
IPSO Smart Objects D% % [XI3-1112 79,

Application Software Application
Data Models
OMA LWM2M Web Server| APl and Services
CoAP HTTP Application Protocol
6LowPAN IPV4/IPVE Routing
802.15.4 WiFi, Ethernet HW Network
MCU - 16KiB RAM MPU Hardware

3-11 IPSOD7BETI
Hg : IPSO Smart Object for 10T, P3L ¥

(https://www.slideshare.net/michaeljohnkoster/ipso-smart-objects-for-iot)

UFDOEL D R ER® D,
@ OHFHBIARZRT /XA A~D RESTful Web H— "2
s IUH—TTAXSOAMEGERIHITTD
c TTUT—valRERSIZTD Web T n T I
& HTTP %7213 CoAP A F[HE
*  Observe 72 &, HilfID & HERBETD CoAP (35 LT EXI)
¢ HTTP-COAP A 4 —TU—% 7
® VV—REa—%PE—F
. Web YUY —Z - Web VU7
s RV TUYITI)T—varb vy TIARTaT s A VRLEE LN
« XML - EXI, JSON
& [F—Tr LIIRRERT
o HARE R
® LAV T AL ADT Y B T IRRE

X3-12i2, BEEHEZTT VL LI-HIEESX %R,
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Digital Input State

On/Off Last TIC Sample

Digital Input Counter
TIC Meter Type

MultiState Output Digital Input Counter Reset
Application Type

Sensor Type

2 On/Off Sensor Value
SetPoint Value

SetPoint Unit MultiState Output

|| physicalovject [ omAwobject [l Resource

3-12 IPSORR—+ATox ) FBEE

High :  IPSO Smart Object for IoT, P11L Y

(https://www.slideshare.net/michaeljohnkoster/ipso-smart-objects-for-iot)

F7o. BRI RHIEoOT — 2 E5 1 L L72IPSO BAROMETER OBJECT Ol {H1ff] % [%3-1312 7~ 4,
& URI 7> 7L — h%ffio7 RESTAPI
I AT
s ATV RAVAKZLRA
e JYy—x
o (VY—RALRHLR)
& FFIHWEERY V=R ATV FID
o EEROEER
o k=l T v HE~DY BT HE, BHEOMIE
+  IDIXOMNA [ZHEFENTNET
® Y—NR— LD ZABERBITHDIATZ LN TE D
«  —fi : /home/weather/3303/0/5700
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Resource ID, defines resource

3303/0/5700

Obiject ID, defines object typ/'/'

Object Instance, one or more

lype
Resources:
[ Resource | Resource | Access | Multiple | Mandatory | Type “Range or Units “Descriptions
Name i Type | Instances? Enumeration
Sensor 5700 R No Mandatory | Float Last or Current
Value Measured
Value from the
Sensor
Units 5701 R No Optional | String Measurement
Units
Definition e.g.
“Cel” for
Temperature in
Celsius.
Min 5601 R No Optional | Float | Sameas | Sameas | The minimum
Measured Mecasured | Measured | value measured
Value Value Value by the sensor
since power
ON or reset
Max 5602 R No Optional | Float | Same as Same as | The maximum
Measured Measured | Measured | value measured
Value Value Value by the sensor
since power
ON or reset
3-13 IPSO BAROMETER OBJECT flltHiad—4
Wil :  IPSO Smart Object for IoT, P45k Y
(https://www.slideshare.net/michaeljohnkoster/ipso-smart-objects-for-iot)
3.6 ZigBee
3.6.1 #ME

ZigBee 1%, WTHEBEMEHR R > b U — 7 OMFURAERE O—D>TH Y | 2017 49 AT 37 7[E, 400 +L:LL
AR = 2,200 LA EOFBEREMLD B D,

ez, EEod 5, RIEBES - K2 X L oELRIE & L T20014E7): 5 ZigBee AlliancelZ T
MENBED LN TETZ, Y—ERATa NS X — A N—F /EEEITE LT, EbEE) Al
REZ2 8/ NIUBEER A~ D FHEEIZ AN TV D,

FERER 0 (BRM72) HARIE TEEE 802. 15,4 & L THLEN TV 5, FBlfELl EotEsi o@EE
7'a kDN TIE [ZigBee Alliance) MMIARDREEIT- T D, 723, ZigBee DAFNLI YN
F (Bee) WY 7 W TIIROEDITENI LR ATAFIT ORI SN TWD,
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3.6.2

B3

ZigBeelIMEANWA~— R AR—ALT A ADTEHDFHETHY | BT A—LE=F D T ZHLF
—EH BERE., X2 VT4, BIURa L P U RAFAS, ADKAT AL AT AERMETE S,
ZigBee S B S—F 2L, OSIZRETNLOX Yy NU—7 B EOEHS T, WEfE  MACEIZ DWW

CIZIEEE802.15.4% £ L T\ 5,

ZigBeelZPAN (Personal Area Network) (Z/03EEN D2, % v b U

— 7 hARRY—E LT, ZAF— VU — (Kii&), Ay okt R— b5 & THiGoMkx Z2ERIC
IEAD T EWTE D,
BREY 225 — & E5 )L L LTIE, ZigBee Cluster Library» &% %, ZigBee TiL [ 7 7 A1) LW HE
TR 57 —Z DR LR EMNA ERZ L TEALTWA, X7y MREIZED Ny RREDT 1
Ty ANRBEONEND) ZEEPRLTHET D, (X3-14)
B 7 a7 7 A VIIEHEOMFEEZF->TBY ., Thboflo—#% Ll FIciR#ET 5.

T r—i32

N ART—o479)

07l ’7D??"1‘JL Z.igBEET-:J' {,{1
AT OZD0)

T2k

A

HEP) ITRFRAER) IiFiRA A

- EF)

P ir—iazHii—kL 1 F(APS)

Pk T =LA (NWK)

MACL A ¥(MAC)

PHYL 1%

3-14 ZigBee D7EBETI

W‘I

\ ZigBee Alliance

y,

IEEEB02.15.4
b

Hi# . ZigBee AP 5 —2%&%(51 XY 5IH
(http://www.skyley.com/wiki/index.php?ZigBee%E5%85%A5%E9%96%80)

BARR 22 R BN AT D LB Y TH D,

Home Automation 1.2

Smart Energy 1.1b

Smart Energy 1.2

Smart Energy 1.2a

Smart Energy 1.2b

Telecommunication Services 1.0
Health Care 1.0

RF4CE — Remote Control 1.0
RF4CE — Input Device 1.0
Remote Control 2.0

Light Link 1.0

IP1

.0
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*  Commercial Building Automation 1.0
. Gateway 1.0
*  Green Power 1.0 (Optional battery-less remote control feature of Zigbee 2012)

—fil & L CTOON/OFFOHIEIE T /L % [X3-1512 787

Configuration tool On/off switch Simple lamp
o, On/off S
| On/off switch |
C configuration S
Dimmer switch Dimmable lamp

c On/off S

On/off switch

configuration | S C ——Level control S

C | =Client S | =Server

Note: Device names are examples for illustration purposes only

3-15 Typical Usage of On/Off and Level Control Clusters

Hidh . ZigBee Cluster Library Specification Revision 6
Figure 3-2. Typical Usage of On/Off and Level Control Clusters & ¥ 5|

(http://www.zigbee.org/~zigbeeor/wp-content/uploads/2014/10/07-5123-06-zigbee-cluster-library-
specification.pdf)
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®3-3 HEHa< KK

1D Name Description
0x0006 | On/Off Attributes and commands for switching devices between ‘On’ and ‘Off” states.
n/Off Swi . . ) . . .
0x0007 Ow/Off Switch Attributes and commands for configuring on/off switching devices

Configuration

Attributes and commands for controlling a characteristic of devices that can be

0x0008 | Level Control set to a level between fully ‘On’ and fully ‘Off".

Hi# . ZigBee Cluster Library Specification Revision 6,
Table 3-3. On/Off and Level Control Clusters & ¥ 5]
(http://www.zighee.org/~zigbeeor/wp-content/uploads/2014/10/07-5123-06-zighee-cluster-library-

specification.pdf)

3.7 lIC
371 HE
IIC (Industrial Internet Consortium) (% 2014 4F 3 A2 KkE 3 5 & (AT&T. Cisco. General
Electric, IBM, Intel) (2 ¥ Industrial IoT (IIoT) OEBDZDIZENL SNz Y —2 T ATH
Do
IIC REDI-HBEOT —FT 7 F ¥ R°T L —LVU—0 %A RTA4 L LTHERLTEY, —fl&L
T IIC Connectivity Framework 3% ¥ ¥ A7 A DT — X W AIREIZ 72 5,

3.7.2 3l
ARXTT AT A1E, HEE R AL VNOSMER, VAT ANOEEE R A A V], VAT AFOT —
B WA TIREICT B, RMENDLT—ZIZIE, By —DFHF, ANV b, TIT—Lh, AT —HADE
B, avr P, BLAOMROEINEEN TS, HEfetkid, X 3-16 (279 X 912, Industrial Internet
Reference Architecturel TEFR SN TV DIERE KA A IO 7 10 20 v MERET, Bz, 1 & Ak
UTNA B =2y NBRT —XT 7 F ¥ 281 50 Bl e ECTH D, i, WiERAAL
WOCEBE, B, . 7Y r—var EVXR) OBMEMTT — X 25T DR RIS,

— 21 — TR—1076



Functional Domains

Business

p)

?'_:F
c

Information

=
=
©
(1))
c
c
O
O

Physical Systems

Green Arrows: Data/lnformation Flows
Grey/White Arrows: Decision Flows
Red Arrows: Command/Request Flows

B 3-16 Industrial Internet Reference Architecture

H#: The Industrial Internet of Things Volume G5: Connectivity Framework

Figurel-1 Industrial Internet Reference Architecture &b

(https://www.iiconsortium.org/pdf/IIC_PUB_G5_V1.01_PB_20180228.pdf )

1loT (Industrial Internet of Things) Hiti A % » 7 EFT V%X 3-17 123 T, HoT A Y v 7 ET L&
Industrial Internet Reference Architecture (IIRA) 3 ® 7 1 2% v MEREE L CORERHHEZ TR L TN, B8
FHEREIE, 10T 27 LANOHERE R A A CNOMRE R A A VIO T —Z G AT =X Lzt L T2,

3-16 i%, NoT ki A % v 7 &7 /1, $ X O Industrial Internet Reference Architecture (1IRA) N 45 B
WiOBkAE & L COESRORPMH 2R LT D, HERHEREIR, #RAEE N A A IO ZIMERFB LU 0T ¥ 27
LNOHEEE R A A VI COT — 2 G A = XL %4235, The data services framework in the distributed
data interoperability and management function X, 2 %277 4 7 4 7L —AU—2IZ Lo TREIN D
foundation for semantic interoperability (Z L D . A X2 N U T A v Z—Fy NBRT —%7 7 F v (IIRA)
1 OB L N a—F ¢ 32— 2 HEBED semantic interoperability @ JEaE & #2463 2,
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Participant X Participant Y

Information Distributed Data . . Distributed Data
Interoperability and Management Information (Data in Context) Interoperability and Management

Framework Data (State, Events, Streams) Framework

Connectivity

Transport Messages Transport

Networking
/ Link \ < Frames > / Link \

Packets

( Physical ‘ Bits ( Physical ‘

B 3-17 1loT (Industrial Internet of Things) EHAX 2 VI ETI

Hi#lt :  The Industrial Internet of Things Volume G5: Connectivity Framework

Figure 2-1: Industrial Internet Connectivity Stack Model. & ¥
(https://iwww.iiconsortium.org/pdf/IIC_PUB_G5_V1.01_PB_20180228.pdf)

Z @D lloT EEeHsaE L A ¥ OBE & 8 % 3% 3-4 127,

#F 3-4 Role and scope of the Gonnectivity functional layers

Correspondence
IToT Correspondence I C d Levels of
Connectivity to OSI Model to Internet orrespondence to evels o
Model (RFC Conceptual Interoperability
Stack Model (ISO/IEC 7498) 1122)
2 g Syntactic Interoperability:
7. Application Structured data types shared between
endpoints. Introduces a common
e s . Ayttt e structure to she}re data; 1.e., a common
6. Presentation data structure is shared. On this level, a
common protocol is used to exchange
data; the structure of the data exchanged
5. Session is unambiguously defined.
Technical Interoperability: Bits and Bytes
shared between endpoints, using an
Transport Layer 4. Transport Transport Layer el G cemrreen
protocol.
Packets shared between endpoints that
may not be on the same physical link.
Network doNotivork e Leyer Packets are routed between physical links
by a “network router”.
. . Digital Frames shared between endpoints
— % it Lol on a shared substratum (link).
Physical i, el Link Layer Analog signal modulation between

endpoints on a shared substratum.
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Hi#lt ©  The Industrial Internet of Things Volume G5: Connectivity Framework

Table 2-1: Role and scope of the Connectivity functional layers. & ¥
(https://www.iiconsortium.org/pdf/IIC_PUB_G5 V1.0 PB_20170228.pdf) .

WITHERE R A A IO B OBl &K 3-18 17T, S/ HHERE N A A I THUG IR T O AEMME
WCEk2ala=r—va o ABEEERT10F, RIORT Lo, KHEM - BER T, FfE Iz a
TH—=RU AT, HFaT7 T 52 LIk EBTD,

& a TR ICIE, TR Toa T I T RSN S — R U = A BRET, a TR
BINENDIoNC, HMES EHAEREORER S E S, Rt W< OO a7 HEFEHKICRET 5 2
ETUHRE R AL Y BIKTNT VAT AD=—X%& /83— L, ERMCOKFES B OMAEERMED BIE%E
EE LTV,

Endpoints

Domain-Specific
Connectivity Technology

Gateway to a Connectivity
Core Standard

—

Connectivity
Core
Standards

-

. Core Gateways

X 3-18 standardized Core Gateway

Hidlt ©  The Industrial Internet of Things Volume G5: Connectivity Framework
Figure 3-4: Each core connectivity standard J ¥

(https://www.iiconsortium.org/pdf/IIC_PUB_G5 V1.01 _PB 20180228.pdf)

4 3-19 1%, NoT &fii 7 L— LV —2 & h TV AR— haE b T, WHNREHOZDIZL S
bR OWHIETER SN 7 L— LV — 7 2R LT 5, RBRCTHENTR Y 7 2T, EEO¥E
R BRI E RN > THARERBEDOT 7V r—ra VITEREYTT, FFEEROER TR -8
BIRUEL R LT D, W OO 7 L—AT—27 1, MED M7 v AR—F7m hab (Blzif,
DDS, OPC-UA : RIHEAZM) #EXRLTEBY, ZNH6DT7L—LAU =2k, Jb—LbU—2 L FT R
RN—FER Y 7 2L OMIZBERRRENTWD, TOMDEHO (Web —E A, oneM2M 72 &) (T,
WAHEEE 72 b2 LIZRTFEL TS, M (IP) BXOTFAE (ARBLOGER BB L L GRLTH
5 .
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Energy & Utilities Healthcare Manufacturing Transportation

Distributed Data Fom————mmm———————————= e e
Interoperability and Management Telecommunications Origin Manufacturing Origin

;
!
;
1
1
i
1
oneM2M Web ; OPC-UA
1
1
!
!
1
:
!
1

DDS
Framework Services
g |
DDSI-RTPS CoAP MaTT HTTP OPC-UA Bin
Transport ! J | -
TCP UDP TCP

[ Internet Protocol (IP) ]
/ - \ TSN/ Wirel
. Ireless " -
Elhernet Wireless LAN Wireless Wireless

PAN _ 2G/AG/LTE Wide Area
( ‘ (802.1, (802.15) (802.11 Wi- (3GPP) (802.16)
Physical

802.3) Fi)

B 3-19 The prominent IIoT connectivity frameworks and transports

Hi#lt :  The Industrial Internet of Things Volume G5: Connectivity Framework
Figure 7-1: IloT connectivity standards. Dotted J ¥
(https://www.iiconsortium.org/pdf/IIC_PUB_G5 V1.0 PB_20170228.pdf)

FEF7 Connectivity framework #8E121%, 7 — X U Y —RXET ), RXT Vv ia - B TR T4 78X
VER - JRET — R E— T2 OV —ERARE, T—4tEXa T4, BIOTv I
API WEEND, ZhbL#EX3-20 1T LA, EBEBEREICOWTLL FIZR#T 2,

¢ DATA RESOURCE MODEL

Connectivity framework i, HRfffi& & HIDRBELEX D LN TE LT =247V =7 M LERTH
ety s, 7247V NI TR I I EREO LI MELShET 4 — L RO
EOT, FNIHERBHTHYHE, 2 L TR EIFBMNICERT S nE 5,

Connectivity framework (X, ZMF ORI CT—F 47 V=7 b~OEREEEAT D, SETIERT S
Vo= a vy REROT =2 T VE, @H, #i7 V— AU =2l ko TRt S 2R T —
BF TV NI BT EN5,

¢ ID AND ADDRESSING

Connectivity framework X, %7 — 447 V=7 ML TT RLABET 5 FEZEUET 5, ID
X, T4 AT V27 NET RLAREL, 7—4 47 V=27 bRENDT 4 — LV REGAEETS
IR S D,

T FT V= NRENOIIRIRID 7 4 —L R

T E ATV FRBUTRIC Y — 7 SN2 T 4 — L RIZES S HEBR O 1ID

TNAL A, T TV r—vay, Elidry hNT—7 0 RRA ¥ NOARTZERNOHK— Y V) — 25
Bl (URD)
¢ DATATYPESYSTEM
W EOMBEEAM A RIS 2722, AR T 4 BT 4 AL v 73T — 4 O AR 5 05
BERRT 2, T—20E, T — X OMPICHEE b2 EOflF T, BB S biz (Flxid=
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— KNT) EEIRMICT — 2 MA G F I~y EU 7T D LR VAT A EHRTHZ &
IIARHRETH D,

Connectivity framework (X, 7177 IV 7REICBW T — 447 V=7 M EfdEL L TRET
2120, BIOTAY ECTWBEINDT =274 —~y N 50O T —H BV AT bt d
Do T—HAMUAT NE, BT 0 7T I 7 ERE (BRI C, CH, CHEIT Java) ([ZRBH
7RO LA TV 2 MEARTLEIWL, FREBNE 0 /T IV EEICALNDS
YT — &AL (B 21X C. JavaScript. Python, Lua) TH R,

TR AT ML, T A MO EEET D FERARET IMNENDH D, ThICiE, N
2 VON=T g = B EOEID Y TRIREL—AREENET0, HLWA—=Va v DT —#
BEFHALTCHWDT 7Y r—vaid, A=Y aroF—4REfHL LT 7Y r— =
> L ATREZRBR Y B KIRICIE(E T & 5,

T AT NI ER WBET BET) B IO (FikT) oYL —2 7 —~< v b,

RN B YT IV ERERRIANLEINLT +—~ v MTEIHET 28, 8L UOT RT3

VU ERBRBUCH Y T 2 EIER ERT D,

Distributed Data Interoperability & Management

Framewaork
API Govemance
Publish-Subscribe Request-Reply Discovery Excepfion Handling
uali
Data Resource Model - of i Security
Service
- . State
|d and Addressing Data Type System Lifecycle (CRUD) Management
Transport
[ Network
| Link
I Physical

B 3-20 Connectivity framework layer functions

Hi#lt :  The Industrial Internet of Things Volume G5: Connectivity Framework
Figure 4-1: Connectivity framework layer functions. & ¥

(https://www.iiconsortium.org/pdf/IIC_PUB_G5 V1.0 PB_20170228.pdf)

3.8 OPC-UA

381 HME
OPC 75— 4~X— (https'//jp.opcfoundation.org/about/what-is-opc/) (2L 25 &, OPC 1%, PEFHA—

F A= a Y BREOMBESICET 5, RETEEESH DT — 2 K2 Ay & LICHEER 217 9 72
WOFERIKTH D,
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OPCIZT' T v b7+ —2L MBI L, £ < DRER U H—DT /A AT, v— 5 L AREROTEI
ZFEf% L. OPCFoundationi®, = OREAERK OB L HERFICETE2 B> T 5, £72. OPCIEEHERIL I,
EROFESR U H— = Fa—F— ZTLTY 7 MU= THRBRENHB LI —#HOMETHY . 2
DAERIE, UTNEA DT —=EDT IR, TI—bEAN0 NOER, BREF—Z20F20M7 7Y 7
—avDT I RREERHR, I TAT M —AN—RIIZ, V== —N—fDAf F—T =
—AEERL TN D,

T OFEERS 1T, 19964 12RO THER S, UH], OPCEEYERIMKIL. Microsoft® Windows®A~< L —7
4T VAT AZRLN TV, BAE, OPCClassic & LTHIBN D EH bAERT, Bk, A&,
F—hA—var, Al A, BATREDRLX— 2—F 4 VT 1% Kx OERTELBEISSH
TW5,

D%, IHERDOPC #HfffL LT, OPCUA RET —F 77 F %) ILETEEEH D TTF v b7
4 — LIEEAF O HEAMEIC T K& <L L, TH07 0 2L E 2> O KB EALIEHR Y A
T AAEHRERIE A T B T DI E S vz,

3.8.2 EiE
OPC-UA (IEC 62541, OPC Unified Architecture:¥t &7 —x7 7 F v ) 13k D OPC Hiffi& LT, &

BETEFEEH DT T v N7+ — LIHREOHEEAMICHTRECERLLIZ LD TH D,

LAF, OPC A= A= b OB T 5.

OPCUA 1Z, TR 7 1 & AIEEERE D> b KB EALIE R AT DRI L 35 720123
SN TE Y., Industrie 4.0 OEE DOFHAH & L CEBEREE 2 /K> T\, X 3-21 12 OPC UA HfEE

TNERT,

~S = ®-2 FEIMBOER
_/?EI SOHEEET ) (Vender Specific ]?]xtensions)
v =F MRET N
PLCopen, ADI, FDI, FDT, BACnet, MDIS, ISA95, @1 FEIRHIL-1HR
AutomationML, MTConnect, AutolD, VDW, (Companion Information Model)

IEC 61850/61400, ODVA/Sercos and more coming

OPC UA 1BERET L
Base, DA, AC, HA, Prog, DI

- O HFREFITHORA
SO o me X (OPC UA Meta ModeD

@ A THIAY 51538k
( Built-in Inform ation Model)

Basic rules for exposing information with OPC UA

3-21 OPC UAREBETIL
Hh : OPCUA 229K L — 3 v VG & & O = — P —fifE
F—DIX  ARZ DT O OB =ERET L LY
(https://jp.opcfoundation.org/wp-content/uploads/sites/2/2017/12/OPCDay2017_07_collaboration.pdf)

K OO~@IFEEIICIE, LLTOBKRERT,
O EFTNVEZEME (Meta Model) DOfEsL
@ AT NHERREF (Built-in Information Model) D&%
@ HEIRET VOIS
-1 W#AEIE (Companion Information Model)
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-2 Bi4sEik (Vender Specific Extensions)

OPCUAMEETLRIOR T E 325 &, K3-22, 3-23 1 TRTHERLE 72D,

S o) NAF)yE WebH—EZ

A

A —E R

UA/SAF1) UA XML
aAFFEL—a-ETIL

UA Secure

WS Secure
Conversation

UA TCP SOAP

Conversation

DA AC HA Prg

EAEH—ER
(S0 &; L N A2EFIL
4840 443 443 80

E13-22 OPC UABEEBETIL E3-23 OPCUA FSUARKR—F-FOT7ALIL
HE#: OPC F—L2— OPCUA HilfDaEl & v
https://opcfoundation.org/wp-content/uploads/2015/12/OPC-UA-Interoperability-For-Industrie4-and-10T-JP-v3.pdf

HARRNCIE, AT O E 72 %,

® J7UAKR—F -OPCUAT T r—a U HOT — 4 MBI © 57 2 BOREERIZ RS
THMLRRF T AR—F « Fu bal EEEAL—Ty h~OF#E{ = UA TCP & UA A
FU. Ty AT —F—ABAME = HTTP+ SOAP) .

® RAZET) —OPCUA THERET NVEFRITT HI20DN—)VEHARa L R—32 0 NEHEE © Bix
TRIEAR ) — REERZ AT HET,

® VbR - FRERLT IV AN—LFEREMGEHT D7 T4 T2 MDA F—T = — R %A
B T T VIEREELT T e — T e TV B,
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. OPC UA for Programmable Controllersbased on IEC61131-3
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BaseNode I

+NodelD : NodelD

+NodeClass : NodeClass
+BrowseName : QualifiedName
+DisplayName : LocalizedText

Object |

+EventNotifier : Byte

+Value +Executable : Boolean +ContainsNoLoops : Boolean
+DataType : NodelD +UserExecutable : Boolean +EventNotifier : Byte

+ArraySize : Int32
+AccesslLevel : Byte
+UserAccessLevel : Byte
+MinSamplinglnterval : Int32

ObjectType I ReferenceType I VariableType l DataType I

+lsAbstract : Boclean +IsAbstract : Boolean +Value
+Symetric : Boolean +DataType : NodelD
+InverseName : LocalizedText +ArraySize : Int32

+|sAbstract : Boolean
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