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F1E oneM2M Y 1) —R2D1ER
11  oneM2M ) \)—R 2 DI E TTC HHE L ORE

oneM2M U U — 221X, 17O LAEE (TS : Technical Specification) 35 & UMD H 5 E (Technical
Report) 2> HAEK SN TS, oneM2M Administrative Document ADM-0011 V2.0.0 - oneM2M Release2 Control
Document — (ZFE# S AL TV 5 il (version) D—H D LETHER IN TS, T HIZRIGT HTTCHARED
UEFZEHA M ERD MRS RUFR2 EFREE) 87,

# 1-1 oneM2M U U —R2D#ERL &6t d ATTCHAR (1) HiffifLE# (Technical Specification)

oneM2M &S TTC EifitikER2C ML TTC XEES - IR

Functional Architecture

TS-0001[1] . _ TS-M2M-0001v2.10.0
(HRET7 —F TV F )
Requirements

TS-0002[2] TS-M2M-0002v2.7.1
(EREMH)
Security Solutions

TS-0003[3] _ . TS-M2M-0003v2.4.1
(EFUT4BMDER)
Service Layer Core Protocol

TS-0004[4] . . TS-M2M-0004v2.7.1
(H—EX[E API {1k (F£EER) )
Management Enablement (OMA)

TS-0005[5] . TS-M2M-0005v2.0.0
(OMA #RICE DT NI REH)
Management enablement (BBF)

TS-0006[6] . TS-M2M-0006v2.0.1
(BBF {t#kIZ &K BT /AR EHE)
Service Components

TS-0007[7] . 3 TS-M2M-0007v2.0.0
(—ERIVR—FRUM)
HTTP Protocol Binding

TS-0009[8] . TS-M2M-0009v.2.6.1
(Y—ERE API f£#: (HTTP A))
MQTT protocol binding

TS-0010[9] . TS-M2M-0010v2.4.1
(H—ERJE API {14 (MQTT A))

Common Terminology
TS-0011[10] TS-M2M-0011v2.4.1

(X BAE)

Base Ontology
TS-0012[11] . "

(N—=RFbOv—)
TS-0014[12]
TS-0015[13]
TS-0020[14]

TS-M2M-0012v2.0.0

LWM2M Interworking
(LWM2M &ED A2 BZ—T—7)

TS-M2M-0014v2.0.0

Testing Framework
(HEBRIL—LT—7)

WebSocket Protocol Binding
(H—EX[E API {£#k (WebSocket F))

TS-M2M-0015v2.0.0

TS-M2M-0020v2.0.0
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oneM2M and AllJoyn Interworking
TS-0021[15] TS-M2M-0021v2.0.0
(Allloyn EDAB—T—72)

Home Appliances Information Model and

TS-0023[16] Mapping TS-M2M-0023v2.0.0
(RBERBOHBET N REEETIL)

oneM2M and OIC Interworking

TS-0024[17] TS-M2M-0024v2.0.0
(OIC EDAB—T—7)

[1] TS 0001 - Functional Architecture, v2.10.0

[2] TS 0002 - Requirements, v2.7.1

[3] TS 0003 - Security Solutions, v2.4.1

[4] TS 0004 - Service Layer Core Protocol, v2.7.1

[5] TS 0005 - Management enablement (OMA), v2.0.0
[6] TS 0006 - Management enablement (BBF), v2.0.1
[7] TS 0007 — Service Component, v2.0.0

[8] TS 0009 - HTTP Protocol Binding, v.2.6.1

[9] TS 0010 - MQTT Protocol Binding, v2.4.1

[10] TS 0011 - Common Terminology, v2.4.1

[11] TS 0012 - Base Ontology, v2.0.0

[12] TS 0014 - LWM2M Interworking, v2.0.0

[13] TS 0015 - Testing Framework, v2.0.0

[14] TS 0020 - WebSocket Protocol Binding, v2.0.0

[15] TS 0021 - oneM2M and AllJoyn Interworking, v2.0.0

[16] TS 0023 - Home Appliances Information Model and Mapping, v2.0.0
[17] TS 0024 - oneM2M and OIC Interworking, v2.0.0
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& 2-2 oneM2M Y U —R2DFERL & X ATTCHAR (2) Hifli#HE#E (Technical Report)

Use Cases Collection
TR-0001[18] TR-M2M-0001v2.4.1
(A—RHT—RE)

Study on Abstraction and Semantics Enablement
TR-0007[19] RIE LT DR DB E) TR-M2M-0002v2.11.1

Security
TR-0008[20] (TR TR-M2M-0008v2.0.0

End-to-End-Security and Group Authentication

TR-0012[21] . R _ . . TR-M2M-0012v.2.0.0
(ZVR-IUR X2 T4ET IV —TEREL)

Authorization Architecture and Access Control

TR-0016[22] Policy TR-M2M-0016v2.0.0
(BaI7—FTIOF v ET VR FHEARY S —)

Home Domain Abstract Information Model

TR-0017[23 TR-M2M-0017v.2.0.0
S BB EAT ST A REEETIL) v

Industrial Domain Enablement

TR-0018[24] (2555~ D) TR-M2M-0018v2.0.0
Continuation and Integration of HGI Smart Home
activities
L G R — AR BORRDREE 00
ERB)
3GPP_Rell3_IWK TR-M2M-0024v2.0.0
(BGPPY)—R13EDAB—T—7)
[18] TR 0001 - Use Cases Collection, v2.4.1
[19] TR 0007 - Study on Abstraction and Semantics Enablement, v2.11.1
[20] TR 0008 - Security, v2.0.0
[21] TR 0012 - End-to-End-Security and Group Authentication, v2.0.0
[22] TR 0016 - Authorization Architecture and Access Control Policy, v2.0.0
[23] TR 0017 - Home Domain Abstract Information Model, v2.0.0
[24] TR 0018 - Industrial Domain Enablement, v2.0.0
[25] TR 0022 - Continuation and Integration of HGI Smart Home activities, v2.0.0
[26] TR 0024 - 3GPP_Rell3 IWK, v2.0.0
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1.2 JY—R2DEHE T4 —Fv—

oneM2M U U —Z 1 % 10 fE O EAEE(TS) TR S Cunizd, U U —R2 Tk, £ H 5, TS-
0008 - CoAP Protocol Binding % [ < 9 DA IARE AN UET SAviotl, /i 8 D BEAREARE D MERK
SNz, T2, VU =225, HHMEERREZ T TR, 9o HTEHAE (Technical Report) & A4
FTRITEND Z LI oT,

VYV—R2DFERT 4 —F ¥ —E LTI, K 1-1IRTHEY . oneM2M & B2 % M2M/IoT HiflF & @
AVB—T =% T - TV —LU—J v T 4T A E—FXTEVT 4 - PR —F, EFa
V7 0ifb, 7'a ka3 T g 7Ok (WebSocket DIEN) , RBRT L— AU —2 | RU%
B RAL URFEHE R A A O —E R B OGO 6 DORHEN DL S LTV D,

AR 70t AR B ~Dsi1l W & A EERctE (Testing and
+ Home Domain Enablement interoperability)
(Home Appliance Informa- *Testing Framework & o > 4 — 7«2
tion Models) S BT« HBE IR
» Industrial Domain .
Enablement

(Time Series) .

7" nbawn’ {v7° 409 OFRAL,
+ WebSocket

. ¥ 2 T 4 (Security)
* Enhancement for
Authornzation
+ E2E Security
* Privacy Support

oneM2MAV#-9-%4)" = 7v—hV-)
YO/TAY) « 47938 T Y74 . + Generic Interworking
+ Base Ontology* + AllJoyn (AllSeen)
+ Semantic Discovery Interworking
+ Semantic Descriptions + OMA LWNMN2M
+ OIC Interworking
*Ontology : 72EM (BfE. #t&. EBit. MROZ k) « 3GPP Rel 13 Interworking

1-1 VUV—R2DFERT 4—F v—
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F2EF oneM2M ) ') —R2MD AR

21 BERFH/ET—FTIF Y

2.1.1 TR-M2M-0001v2.4.1 - 1—RH7—R&E

AICEF, BEx 72 oneM2M DA U HA A RNY —& T A " BLIEIN T — A —2ARREH I TWD,
INHD—Ar =R, MERRIZT 3 —AA L, WEEELEATWDATRENES & 5.

AT — AL, TRAF— DX =T TR NVARTT AR EEW NGEY | ZSEERIE,
REZONWTRHI N TN D,

2.1.2 TS-M2M-0002v2.7.1 — EREH

AAEREIL, oneM2MIZBEF 21 H & L T OBRERIEIE T V3 L ORI D & 2 BB R GA: & HE
T5,

21.21 M2M= =22 25 LOFEIT

MM L AT L ELT, =W 7F U r—v g =274 M2MYP—E R 7 a1 4 %
v NT =7 F R —F DA DIEREM BB 2 EHZ L TV 5,

M2M Common Sé Service Providers

/ =
' ‘ ._ ’&: j\“h
Network | ** o |/
orl ’:{ 1’}h[\.. ‘L{: /
Connectivity Services Network Operators

K2-1 M2MX 23 A5 A CORERER 7 E

2.1.2.2 BEREAEER M

M2MOBSRER R G A L, FRRo LBV ICHEL T\ 5,
- VAT NEDREAM (9814)

- EPEDREAE (191F)

- Ay buU—BEOZREMN (177F)

- ey T g v 7 AERERSEM (1)

- EwrT v AT Y EREME (1)

- kYT v I Ay v aT vy TEREMN (51F)
- kwrT 4 v o AMERESRSM (B31F)

- T2 ERSAE (B4F)

- BEFa U T EREM (631F)

- ERBELRAAE (6fF)
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- EHERSE (101)
- BEESRMESM (150)
- LWM2M & O E BB 2 Bk (81)

2.1.2.3 JERERERVESRSAE (FEH)
RESTful 2 % A V& EE LT A7 LE%F (NFR-001) | BLO, RO L WTF—F ZWMBARER 7 1 b 2
JUE A (NFR-002) O2{EZ&HhH LT\ 5,

2.1.3 TS-M2M-0001v2.10.0 - ¥¢RE7 —F TV F v

ARLET oneM2M DRERET — X7 7 F ¥ ZIRET A LETH D,
U U —22 CEBMENEREREICOWT, LFIZREET 5,

2.1.3.1 Dynamic Authorization

Dynamic Authorization/d, Originator (AE/CSE) 73, HostingCSE®D Y Y —A~T 72 A § 5 7=9IZ, token
ERALIET VR Z I BRNR—= v a2 RITTH7L—LU—7 Thd, tokenld, 77 ZAHE, BHZ
HIREORBAEREBET HIDIHEHAENLY YV —RAT, VY =R THHABMIN TN D,
A3LFETIEL, Dynamic Authorization/¥7 A —% DV ) — A % A 7'<dynamicAuthorizationConsultation>, 1z
EFE. T—F 7T 7 F ¥ ZHELTEY . Dynamic Authorization/¥T7 A — & & B3 2 AR |Z DT
I%. TS-0003 Security Solution, +— A4~ —A  ERGAIE, TR-0019 Dynamic Authorization!Z FL#{ S 41T
W5,

2.1.3.2 ESPrim  (End-to-End Security of Primitives)
ESPrimiZ, Originator~Receiverfi] CHHAFGE, mWHEM, 2y vT 7 v a VEZRIET L0, &
F a7 7goneM2M 7 U X T TICE 2 T L— AU — 7 w5, ALE T, ESPimA 7 Y= 7 D
BREFIEZRE L TV D, ESPImD 7 L7 vy VERL 7 —4% - 7u7 7 g 250 TiE, TS-0003
Security Solution CHIE L T\ %,

2.1.3.3 ESCertKE (End-to-End Certificate-based Key Establishment)
ESCertKE(X, TS-0003 CTMHEL TWAHE2EKey EMEEIN DL —7 Ly M A MY » J AR CTHE L7
DRI DI b DT R RO 7 L— 5T — 7 Zifid 5,
ARICETIL, ESCertKEA v & — Y DIRIEICHOVTHEL TWAB,

2.1.3.4 semanticDescriptor
U Y —2R 2 TiX, <semanticDescriptor>V ¥V —AZHZICERZ L TWD, ZHIZED, U Y —AKNEBIZ,
TR T 7 AERETLE T D I ENRAREE o TN D, BT 4 v ZfEHIT, oneM2M VAT LD
v Ty VBB TTHER SN, 7Y 5 —3 3 R CSE THIHTE %,
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<semanticDescriptor>

1
C descriptorRepresentation )
0.1
C semanticOpExec )
1
C descriptor )
0.1
C ontologyRef )
0.1(L) ,
4< relatedSemantics )
0.n —
<subscription>

2.1.3.5 timeSeries
timeSeriesid. 7 — ¥ KIBEMRINT HHEEEL B L) v — AT, BEHEBANIME, 7— X £k, 7—
BDY = ARG EMNGT D ERWRETH D, EMMICESNDMET —Z O ¥ 7%,
EHCORMANEEIND,

i

<timeSeries> |
o ( maxNrOfinstances )
0.1 ( maxByteSize )
01 7 . )
N =
e . )
N
! ( currentByteSize )
0.1 ( periodicInterval )
0.1 C missingDataDetect )
o1 ( ontologyRef )
0.1 ( missingDataMaxNr )
| C missingDataCurrentNr )
] 0.1 C missingDataList )
ot ( missingDataDetectTimer )
on | |
|
’|0..n <subscription> |
0.n l icDescriptor |

- 12 — TR—M2M—-R2



2.1.3.6 flexContainer
flexContainer X, 7 —# 22> 7 F DO ZF#K7e specialization & EFHT D Z L NATRER Y V—2ATH D, &
specialization D EFHKR (LHl. 7T —FF A7) L KEREZZWTHURIZiLbT52 LT, 74—
JV NEALCEEBEHNTEAINHT — XA ML —E LTHEHAT2Z N TE S,

2.1.3.7 trafficPattern
trafficPattern |, M2M T XA AD KT T 4 v I RE =2 AT T KA U ~@HETH I LT,
Xy NI—=I DT 7 4 v 7 BEHIEEITOMEETH S, trafficPattern DV Y — A%, W{E2S. EJE W

Infrastructure Domaine

<flexContainer>
1 ( containerDefinition

0.1 ( ontologyRef
0.n ( [customAttribute]
0..n <semanticDescriptor>
0..n <subscription>
0..n <container>
0..n <flexContainer>

(5 ﬁJ\FEﬁBI%%) THH D, FoFw K.

MEE+

CSE hosting the
<node=d

Any Dormaine

CSE hosting the
<A Fxs

HEREGT (F8 AR H 13:00-20:00) 22 EFHL TW 5D,

Mzad

)

AE+

I
0. Create / Update / Delete
Traffic Patterns of the AE+

d

1. Create / Update / Delete Traffic Patterns of a Field
Domain Mode or a group of Field Domain Nodes «

2. Selectthe NSE for
handling the Traffic

Pattern paratneter sets+

3. Requestto ipruvide ! remove 4
Traffic Pattetn parameter sets«
|

-+

4. Response

P
=

)

5 IfTP1is setat N3E, set
providedTaNEER attnibute of
traffic pattern TRUE«

TR—M2M—-R2



214 TS-M2M-0007v2.0.0 - H¥—ERXaVR—R > k

AYFF, M2MY—ERAT Ty b 74— A K VRSN 2IM2MY—E 2 EHE L, KIZ, oneM2MH
—ERT T T = AOMIMY—EAEHET — %7 7 F ¥ OACEIEI OV THRE L, B
EYVRADY—EROHFANTM2MY — 2% YO L S ICRHT 2OV TR LTHIT 2, (F:—
Nz, 20X 577 —%7T 7 F ¥, SoA (Service Oriented Architecture) & (X, TS-0001 THE Z
5RoA (Resource Oriented Architecture) & XBIEi 5, )

2.1.41 M2MHY—ER7—FTIF %

ARETIEMZM H—ERX7Zy F 74— 2NTHOWOLNLIM2MY —EADT —F 7 7 F ¢ [ZD0 Ttk
T5, ZZC, M2MY—b A S —F 77 F v &k, M2MT 7V r— 3 oot —be 27 a g Zickt L
REESNDIM2MY —ERAEZHET L LKLY, M2M#RRT —%7 7 F v 2k T2 &H 2 5,
oneM2MY—E A7 —%7 7 F ¥ & FHITRT,

AE
Mca ——
Service . i
Exposure service Service
P Component 1 Component N
Component
| Msc |
Netw.ork Remote Service
Service Exposure
Utilization Cor: onent
Component P
+ |
Mcn —— Mcc
Remote
NSE Service
Exposure

ZIT, MofarR—xr ME, UTFO®Y) OFKREERT,
- Service Exposure Component: AE(Z%f " HM2MH— b A EFEA FTEH T 5, .

- Network Service Utilization Component: NSEDH— b A REA TR IHT 5, .

- Remote Service Exposure Component: M2M B 5% & #7322 M2M Y — & A HKEE % 52
‘j— 5 o
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2.1.4.2 Msc [ £
MscZFEAE, BARD P —ER2a R —x2 hOh—E2AE (Service Capability) fHTDHOXY
LV EHET DEADOBRADZ L ERT,

2143 A v— UM E—
MscZHEZH LU T, MMV —ERI U R—R 2 FETROD LV EINDA v =D —
X, LR osHEED 5,

Service Service
Consumer Provider

Service Service
Consumer Provider

In-Only (No Message or Fault Returned)

Service Service Service Service
Consumer Provider Consumer Provider

In-Out (Message or Fault Returned) In-Optional-Out (Fault Returned)

Service Service
Consumer Provider

Service Service
Consumer Provider

Out-Only (No Message or Fault Returned) Robust Out-Only (Fault Returned)

Service Service
Consumer Provider

Service Service
Consumer Provider

Out-In (Message or Fault Returned) Out-Optional-In (Fault Returned)

— 15 — TR—M2M—-R2



2.1.4.4 M2M H—E R
ARKETIX, oneM2MP—E 275 v h 7+ —AIC L VSN A2M2MY—E R |ZHOWCERT 5
(TER)

Service N
.. Authotization Data Exchange Broker
Subscription
. . Service
Device Management Service

Subscription

Management Adapter Administration Administration

Registration

Event Collection Registration . R
g Administration

(1) Service Subscription
M2M Y — & AHERED A 5L, AEDretrieve S DY — B A &Rl 25,
(2) Authorization
H— B ABERRIZ % LT, Originator& 58795,
(3) Data Exchange
McaZ A LT, AEMDORA o — REZHMT 59— A 2R 2,
(4) Broker
Publish-Subscribe-Notify<°> Request/ Response 7 — ¥ &Kz @A T 29— 2D &,
(5) Device Management
McaZ gl BT, 73 ZE B HMEEZABICK L TRt 2 h—e 2o Z &,
(6) Management Adaptor
B A OB EY — " O@EHICR L, M2MY—E 2 g OEM 2 #IG S 5 & F OV — v 2 2 f2dkd
Do
(7) Service Administration
M2MP—E R &P —E 2 —/L, RO —E R 10—/ & M2MY— E 2 HRE (M2M Service Capability) &
O CTERT A —ER
(8) Service Subscription Administration
Mca e OMscZ i L TOMIMY — B A ST 27 U 7L a3 OREDHERF L OM2M Y — B A7 2 7
U7y a AT HM2M Y/ — R — B 2L — L O REATT 21T 9,
(9) Event Collection
TATST 4T ARE LT, A MR 2KE O — v 2275 5,
(10) Registration
ABDHFHIRGR, ROV 71y v aB2IT I,
(11) Registration Administration

AEDBGRIRIEZ I E H L7z 0 | BEROIRREEZIT D,

— 16 — TR—M2M—-R2



2.1.5 TS-M2M-0011v2.4.1 - H@EFREE

ARLHFE, oneM2MAARENTEREN D HMEATHGFE. Ef. BLIOKELZELHOTHRABLIZLDTH
%, oneM2MCHE & B L7 @D ER EMFELZIET 2 2 LI 0 HEEPoneM2MXET—E L THW S
D EBRIET D, Flo, BECETHEA SN EMAGEICOWTHEARSREZRZLET 5,

728, ffl 2 DoneM2MEAEARE IS, ASLFE TR HBEMAELUIMNCEN b OHEEEICRE OER & IKGE
DI=DDEHIFET D,

22 LEHEY—EXBRA~D®RIE
221 TS-M2M-0023v2.0.0 - REHBOHBET/NA REEETIL

ALEL. oneM2MIZF T 2 FEMIROLET NA ZAEFHET NV EEDIZ LD THD, 73 AEFHRET
JVOAERIE, [X2.2.112 7R Smart Device Template(SDT)Z{EH L THE SN T 5,

Domain == —0-__.—) ModuleClass == —0-__:?‘ Action
@id:ID : @ name : text = _J @ name : text
Doc : Doc | @ optional : boolean = false @ optional : boolean = false
* imports R | - Doc: Doc N - Doc . Doc
* Modules : ModuleClass - - extends ! - DataType : DataType
| * Devices : Device 1 @domain : IDRF | TArgs:Arg 2800900 |emmmmaaa = Arg
: @class : text : 0.. @ St
* Property : Properties name ; tex
Device <ot * Actions : Action N DataPoint [<on : SQ’LTOT DataType
@ id : Name D-Thi DataPoint T | @ name : text : L w
- Doc : Doc Events © Event _——— @ optional : boolean = false |
* Property : Properties E ! (@ writable : boolean = true 1
* Modules | Module ey | 1 : @ readable : boolean = true |
* SubDevices : SubDevice e B oy @ eventable : boolean = false '
1 g Module i [
| il - Doc : Doc |
==r » ; P i : - DataType : DataType I
evic o .
— = = 0. I*“:—o“ > Property oo ! )
@ id : Name b " I | |
- Doc : Doc v @ name : text (i Event !
* Property ; Properties -TTT “ optional : boolean = false @ name : text o
| * Modules : Module ~  F---- - @ value : text @ optional : boolean = false | == --
- Doc : Doc - Doc : Doc 0.1
- DataType : SimpleType * Data : DataPoint

[X2.2.1 Smart Device Template D%

@ T S AEFEE T UL, 13FIEOFE(Device Model), 4175 OR%RE(ModuleClass) & L CHFEINTE
0., SHEAE - BEREOER & TN D OEFEITH WV B LD FI% A (Enumeration type)X°T /3 A JE M (Property )i
WTHBESA TN,

#£ 221 FBT A AEHET L ORER

BHE BRG] BEH
ModuleClass(H&HE battery, binarySwitch, clock, doorStatus®s 41
Device Model(#47E) AirConditioner, ClothesWasherZ%# 13
Enumeration Type(%1|Z£4) deviceType, supportedModesZs 10

Universal and Common Properties | DeviceSerialNum, DeviceModelNameZ:

(G T A A JEME)

18

ZOHET S AFELET O T, oneM2MY AT ATHWNWS DD Y Y —ZHEICONTHRER
TW5, <flexContainer>) ¥ —ZDEMHBEEL WO THEINTEY, SDTICBITHFERTY V—AH
FR/L—/L, &V Y —ZDshortname, containerDefinition®DJ/IEE, XSDEFENE EN T D,

F72. SDTOXAEFHIZ OV T, oneM2M Base Ontology & D~ v B2 ZIZ2OWNTH, ARENTWN D,

- 17 — TR—M2M—-R 2



222 TR-M2M-0017v2.0.0 - FERFITERAT HSHMET /NI REEETIL
ARILETIE, FESHICHAT BT A ZAEHET VEEE L, EEZENT D oneM2M 77 » ©
7+ — L TEWET 2 APL 242 L TV 2,
w7 A AEEE T L OFEI
AT O T AA ZAEHET VAT L TN D,
» AllJoyn @ Information model
- Apple £1:0> HomeKit
* HGI @ SmartHome Device Template (SDT)
- ECHONET Consortium © ECHONET/ECHONET Lite
- OIC (Open Interconnect Consortium)
iR T A ZAFHET VOT A BT 5 56t
OIC LMo LFLE T VO I@ S « *Service’ & BUET 256 D F ¢t « €7 AEF7# - SDT £ D F FHH
TL5H#D 4 SOFHEFTH L TN D,
oJitt 1. OIC LS DT A ZEHE T LD S5l
c BTN AR TIEENEUCTHIRT A AEEET V2o,
« R FIRTFOREREITE TR 720 Characteristic & 43 &5,
- H58 > Characteristic [LFLIRICEE N 2N L 91T D,
- FREFKESIE LU B Characteristic % HF,
+ *Characteristic’ (I HUDEZRINTZT NA AFFHEEZAET 5, @O T A ZEIFRFFETH D |
ETOT A ZADFLREHEELL <,
- "Device’ 1T TV M & W o I REOF M ZR L. — 2L LD H 57> U EF Iz Characterist
ic ZFfFo,

Device Refrigerator Light Oven Washer Air Conditioner TV
s Vendor " Device Door Dooralarm | | Temperature
Characteristic | (g ‘ Version | | \iodaihiame | *** ‘ Status ‘ onot Unit
Common Characteristic Device-specific Charactenstic
(Refrigerator)
Spin Water Water
Lavel Flow Level

Device-specific Characteristic
(Washer)

2.22-1. Ft 1IZE SR T A RAFBET L

oJi#t 2. — DL EOKEMEZFF Service’ & BUET D 5B D7 dt
s BT NA AZA TIIENEIUTHIR T A AEPET V& FO,
- FREFRESSIT— oLl O Service &,
« Service |% common * shared * device-specific O 3 DD ¥ A F\ZH3F Hivd,
- Common Service /LFCIR DT 4 B < 7 DOITHEE,
- Shared Service IZHFIHIC LD U VY —AWh=RIITHEE,
+ Device-specific Service IZFET /31 A DFFEMRED YR — MINLE,
— 18 — TR—M2ZM—R 2



« Service IZ—2LL EDH 5> U EF S 7z Characteristic % FF,

+ Characteristic {Z attribute % behavior H £ 5,

Device Refrigerator Oven Washer ™
———————— Ar——dt-—-—=-H-—————— mambaan——d———
|| Commeon : } Control Timer Alert 1 [ g"”he' ™ l
L L T 1L unchon | Funcion 1 ===
e men————— 7 — chared————F——Device Spex
l M [del P \ w. I I
N o ower ater
Characteristic Version I status Curmrent time level Spin level

2222, F#t 2 IZH SR T A AFEET L

oJi$t 3. Allloyn & SDT D a7 b &BE|Z, E7 Ve % BiE Lzt
* *Sub-device’ &V R — hT 5,
- F A R JBIE A F 3 Device characteristic’ ZFET 5.

« ’Service’ 1%, *Method’ * ‘Service characteristic’ * ‘Event’ % fF,

- BFPER T ENENITHIR T A AEHET V2 FO,

Device Washer Oven ™ Refrigerator
5 Operation Device Product - -
HETE Control Characteristic | Brand SulsUEce Light
Execute Service Qperational
Method Operational - e Event TBD
Characteristic State
Command

2223, Fit 3 ITE SR T A AFBET L

OF#t4.SDT 22D F F oneM2M D F N4 ZEHETFT AL LCHET 25
WA e o n SR EH T 5 0 BARY|
LD 4 DTS E S W GG O FEE ORI EIC OV C, W R & & BARFIIC L T~ Tw 2,

B[ REHETF L% oneM2M TRk
HHADY Y —2X &2 A4 TREHT 351 & . BEED container / contentlnstance V VY — X X 4 &R $ 3 /5

D 2O kR L Tw5,

TR—M2M—-R 2



2.2.3 TR-M2M-0022v2.0.0 - HGIIZHIFT BRI — b HR—LDEFOREDOEGKLHKE

HGI(Home Gateway Initiative)lZSmart Home Task ForceZi%|{} T, A~— FhFR—LDDDF— T A
DT, AHRES & FE i L T X 72, HGIDTEEHE TIZfE - T, oneM2M TIZHGIZRIT 5 A~ — bR — L4558
DOIRFIRR ZoneM2MOTEENZHEAT D 2 & & L, HGHI CORRIZOWTEZ Y £ & DDA E
Th s,

HGIO R & LT, [X2.2.3-11Z75 3 Smart Home Gateway® 7 — %7 7 F ¥ {L:EE(HGI-RD036), Smart Device
Template, HERRIE(E 7 U6 5 ZRAER(HGI-RD039), 7 — k7 = A 0 Open platform® Z K {HAE(HGI-
RDO48) B AT STV 5,

<Z£ Operator .‘;p? Service Application|[]
. Platform N/ (REMOTE}
Architecture forthe = —_—
—
S t H - e e . . . - ‘— -— -
ar Ome X local clients (] IP based connections
G t W (o' ‘ﬁ 1 w/ proprietary payload
ateway S () i
e = Adapeers fortocat |
» L representation I
L = , i
i3 L service in—l ]
o Application
38 2 LOCAL) r r-: - 4
e (@] _ o
L (rRP1)
N’ :
Device Abstraction Layer
I . X
| (rP2) ’ —(re2)
Y Appliance [ Vifttal
smart Drivers | | Appliance
™ — | Driver Smart Home Software
d Home GW T onOpen Platform 2.0
{Ree)——
“-\.\ “Native ]
“ Drivers
.
M e — HG Core
\ {08/ dnvers)
.\“\_‘ HG Software Stack |
~ y,
(re9) | overbultin | @ o0) tion over Ethernet/IP
. ) ora interfaces i \Cln.n(-.\l.!m\ll' thernet/
‘ Appliances | | |

Appliances | | 1

T

[X]2.2.3-1 Smart Home Gateway® 7 —X%7 7 F ¥ L A

I HIZHEHWT, Smart Home®D 7 —F 7 7 F v (22 Cik, TS-00011Z 3517 % Functional Architecture & D X%f
BRI R &N TS, F72, Smart Device TemplatelZ- OV T, TS-0023 CIiEAH SN TEH Y, oneM2M T A
FTATHWSZDD) V=2 E~DIRELTND,

— 20 — TR—M2M—-R 2



224 TR-M2M-0018v2.0.0- EEHFH~DOER
ARLET, BESHFOL—AFr—RA L FO2—RAr— A5 RBHTH-DICHELERHERFEELF LD
2HOThD, IHIZ, fFROoneM2MILARYER CHE L R L HNEEEZ RBDLILOTHLH D,

2241 EXESTFOME

PEEDINIRBIT DT —%T 7 F ¥ flaK2-xIRT, M2MY AT ALY TG — v X L s
D, THRNOF = 7oA BN TF =2 ZIEL, Filt o ¥ —RNOREY —EA~EET D, 20k, Wik
—EANORLDZEHE Y 2 — AREEL T, ZTOMBEBERENTH~EEVIRIND,

Factories

4 ] ™
Manufacturing ' Logistics
Manufacturing Supply-Chain i Shipping
Control Management i | Management
Process Device Transportation
Management Management | Management !
— R e ——
N
M2M system(s)
GW GW GW 1mTmmmmeeees A :
Factory A Factory B Ot iek iWarehousei . Trucks

' {0
' i
L K

X2.2.4-1 FEESBICBITEIT—FT7F ¥

2242 2—RAbr—2
ARILETIE, FrROZ—R7—RAZDONTREHT D,

- THICBITAF T FT—ZIUE

- THNEE=LY T

- IEMIBILZT—4 T rEA

- WZE O RGETS K OMRSY

- UTNEA BT H

- EENSHICBT LT AL

- EESWTIZEIT HQoS/QolE=F Y T

— 21 — TR—M2M—-R 2



23 JAbranNA T4 DEE

2.3.1 TS-M2M-0004v2.7.1 - H—E X[B API £k (FH&EB)

AXETIE, oneM2M IZHELT BT 2T A, M2M 77U r—a v, KOO M2M VAT LD
DEETm b an (APHERILET) ZHEL T D, /2. oneM2M TER SN DHBRAITHINT D720
DIWT —H 74—~ b, AE/CSERITORA v E—V =7 U ZABHEL TN D,

API OFFOM Ui, FEOH 3l Z “Originator”, FEOME S D% “Receiver”& LT,  TS-M2M-0001 T
HE SN TWD oneM2M U YV — R « 7 R L A {Zx}9 % CRUD(Create/Retrieve/Update/Delete) Bt E A 4T 5, Z D
CRUD #EIZY Y —2ABAEE DR WA v B — UMD B %17 5 D Notify #{FZHHHE7 “CRUD+N
#E” % Generic Procedure & L CatBI LTV 5, & 512, Generic Procedure (28 £ 41 5 {H B O PNERALERIZ DU
TiX. Common Procedure & U CHIIEFEM 279 D4Rk & 72> T\ 5,

oneM2M Message Primitive() 7 = A h & VARV AN L D A v —V U T 1d v AT LNERORHRI 720
DD THY, EFEOHEFIL “Protocol Binding”ftAk (U U — A 1 TiZ HTTP, CoAP, MQTT [fiF 3% 5)T
HESh2BETo hal~D~y B 7B TEIIND,

ZhUE, MM BE 7T v b7 4 — A TIEZHEZEER T A 2O HZ4EE L. Protocol Binding % E#7
FUTT A ARYR— b T 282 227 v b a L ORHEZ R RIRICTEN LB 2 WREICT 27290 Th 5,

FEEOBEZERT 72012, APL MEOH LIZBIT 537 A—2 QA E R EHiz 5 LERH Y | TS-
0004 ClEEMAME ST F|I T DT — Z BIEFE % W3C O XSD(XML Schema Description) {14 & > TEF L
TV 5 (TS-0004 DS 7 7 A /L2 XSDbudle-v2_7_1.zip).

XSD CEHZSNEZTFT—#AE, 7u 2L A vytv— ETIEXSD %7812 LT XML % 7213 JSON(Javascript
Object Notation)JER DT —F L L TR0 £ SNDHN, BET —F VA4 &R T H72DKK 3 LFED
“shortname”|Z{E ¥ 2 THRIT 5, Th b DLW —/LiE XML ARAS"XML serialization”, JSON iRAS “JSON
serialization” & L CEBi S LTV 5,

3.3.1-1 Request/Response 7' U I 7 4 TIlfED~ » ¥ 2 7

— 22 — TR—M2M—-R2



2.3.2 TS-M2M-0009v2.6.1- H—E R[& APl {£# (HTTP F)

ASE TliZoneM2MERL Y 2 7 A THWH AL H@IE 7 v kL0 5 HRESTul HTTPIZEAS 2 7w kaLic
SOWNWT, FEBELTWD,

- oneM2M”'m ha LTV I T 4 T XA T LHTTP R & OXIIS

- oneM2ML AR RAAT—H# Za— K (I RaY) LHTTPL AR A a— KO3t

- oneM2MU Y —R LHTTPV Y —RAD%E

2.3.2.1 B

oneM2MD VY 7 = A VARV AT Y I 7 4 TRT A—=FIENEN HTTPO U 7 =R b /L AR R A
vE—=VRw v B I TE D, vy BT OWER23.2-11Z" T, AEIZHTTPY 74 7> b & L To&EE %,
MN-CSE (AE®Register) I[ZHTTP Proxy Server & L T D&% | IN-CSE&LMN-CSE (V YV —AAKZ ) [ZHTTP
PR LCOEEIE R,

Mca Mcc Mec
primitives primitives | pr imitives
Example — —
oneM2M f— MN-CSE & g  MN-CSE
AE t IN-CSE _ 3
System | A (Registrar of AE) - [Host of Resouce)
Configuration [ A
-_——3 —-_——— s 4
L optional, .
Natification HTTP |
only Protocol :
~~._Binding_~~
HTTP HTTP HTTP
messages messages messages
Equivalent — S— ey
System HTTP | E— HTTP — HTTP  — HTTP
With HTTP Client | N Proxy Server —— Server Server
— o ——
Binding AR i d o=
optional,
Notification
only
Legend

— Request (triggered by AE, arrow-head side provides service)
. Response by server

e ——— Request (triggered by CSE, arrow-head side provides service)
. Response by server
name Actor

2.32-1 oneM2M=T T 4T 4 EHTTPY A4 7 v b/ =3¢ O%b L%

—DODV VT ARNTY ITF 4 T IE—2DHTTPY V ZA A v —IC, —DODVARVAT Y T 4 7%
—DSPOHTTPL ARV ARA v =l BT &5,

2322HTTPA v E—V~ v
HTTPA v —Y EoneM2M7' U X7 4 7 L DO~ v BV ZIEL T ORAICHHA S5,

Originator?S J 7 = A RV I T 4 TR FEETH L &
ReceiverN Y VA N TV I T 4 ThEZETH L X
ReceiverN VARV AT Y I T 4 THFETDH L&
Originator?S VARV ATV I 7 4 ThZ5TH L &

oneM2M 7' U X7 4 TRT A —=Z W KMIETHHTTPA v &=V ED LI IC~v vy BT ENd gk, V7T

ARNTAY AT —=BATA Y A~y H AvE—VURL, AvE—UN—T 4 U TIZOVWTHEL TV,

2323 X = U7 (1 CORSE
HTITPU /T A M A v b= TORGE, P T VAR—=F LAY X2 U T 2ICOWTEB LTS,
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2.3.3 TS-M2M-0010v2.4.1 - ¥—E X[B API {£# (MQTT A)
ALETIToneM2MHEHLY 27 A THWHNLHBFE 72 2D ) BbMQTT%# 7 U AR— b7 a haic
i 535G DA HE L TV D,
MQTTZ u F a2/ DMcat v & 7 =—AEMeeA VX7 2—ACBITFDEFVIT 4 THWEAvE—Y - 7
2 —=)NIOWTLLTFZ2HE L TWD,

1) CSE/AEDOMQTT Y AT L~DHft FIE

2) Originator(CSE/AE)IC L 5 U 7 = A M EEREOMQTT A v & — U1ER - 158 FIA

3) oneM2M U 7 =R h DAF 5 & 7¢ % Receiverffl D #efi FIA

4) ReceiverlZ £ 2 L AR ZAEERFOMQTT A v — U 1ERK - 155 T

2.3.3.1 7o b ansts
[%12.3.3-11Z7R 3 & 9 IZAE/CSEI, AE-ID/CSE-IDZ#MQTTZ 7 A 7> MZiEDH Z & TMQTTHIG 7 1 & A %
B35, MQTT 7 747> MIV 7= A M&2%E L7c%, MQTT J— NZ8iiT 5,

AE MQTT Client MQTT Server MQTT Client CSE
Initiate
N Initiate
CONNECT , =
CONNECT
le

SUBSCRIBE N
(oneM2M/req/AE-ID/#, SUBSCRIBE
oneM2M/resp/AE-1D/#) (oneM2M/req/CSE-1D/#,

oneM2M/resp/CSE-ID/#)

[X2.3.3-1 MQTTx*}s ToiEHE)TE

AE & CSEfi] ConeM2MDMcaZ BEHKH TY 72 A h /L AR A A v —VEZEEZMQITIC L V1T 95 8
A OB E 2332127,

AE MQTT Client MQTT Server MQTT Client CSE

Request PUBLISH
 {oneM2M/req/CSE-ID

or
oneM2M/req/CSE-ID/resource)

PUBLISH
{oneM2M/req/CSE-ID

or
oneM2M/req/CSE-ID/resource)

Request

Response

PUBLISH
[oneM2M/resp/AE-ID)

PUBLISH
(oneM2M/resp/AE-ID)

Response

(42.3.3-2 MQTTIZL DU 7R b VARV ARX v E—VEZ(E
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2332 EXx= VT4
MQTTH — N3 T2 L &2V T4 7 MCSELAR)E#BIET 5, 7 74 7 MM AEIZERIEETIZ
MQTTH — " &H T2, RBA[, RIE. MQTTIZ L 2B A OV THEL TWD,

2.3.4 TS-M2M-0020v1.0.0 — H#—E X [E API {14k (WebSocket F)

ARILETIE, oneM2M LY 27 A THW LN H1EE 7' 7 |k =2/ CWebSocket Protocol % k7 > AR — |
7w k3 E D AR OHRREBIE L TV D,

WebSocket” 1@ k2 /UiE, 77 A4 YU 4+ —/LONATHEET D%y T —2 Tl o THRIFAOERE % W]
BEICT 571 k3L T, WebSocket/NA T o 7 &2 X, oneM2MD 7'V X7 47+ AvkE—UId7 T4
7 v MY =DKW TEZETE D,

PLF DO TIEL, WebSocketDFEILA HoneM2M A v B — Y DEZENITADH L IR D ETONH 7 o —
D—HZHB L TW5D,

AE. AN TS dient. Wssever] ™ [CSE.

1) AE wants to start registration
procedure and triggers WebSocket
connection establishment.

2) Client handshake.

v

3) Server handshake

Fy

4)Request primitivg_.

5) WebSocket Binding

6) WebSocket message:

7) Unpacking request primitive

8) Request primitive-

9) Receiver side processing of
AE registration procedure

@

1‘ 0) Response primiti

11) WebSocket Binding

12) WebSocket message«

w

13) Unpacking response primitive l

‘14) Response primitjve«

15) non-registration CRUDN operations:

T I I |
2.3.4-1 WebSocket N1 T4 T DAyE—2T70—D—1l
728, WebSocket’SNA T 4 V7 TIE, VI T 4T+ AvbE—TDOV VT T4 -3 AL LTRel-
¥ TIZdH>7-XML, JSONT F R Mz, /3o F Y RELITISONT — & O#EkE#h=E %10 | ¥ 7-CBOR=
a—F 47 b P AR—FLTND,
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24 EITAVY A VB —FRFEY T+«

241 TS-M2M-0012v2.0.0 - EXA > b P—

oneM2M FEA A b r P —iE, oneM2M TRV 5 T —F Dt~ T 4 7 AZRET DI DAL T
L— AU =T EMRT D, BT A VAL X =T —F L T EREBT 2D, TOMEOYT 7 TR
PRI LV ERIND Z LB SND, FrlC, (ZUT xRy hU—IRT /A ZED) I oneM2M
AT REDA =T =% TORENEEN D,

oneM2M DHEARA Y b P—OBEHMANSIEEY . ZOPTIE, AT L8O, A ey
— LM, A brP—RRELS D, T TRy RT—=27 DA FZ—T =% 7O OFMAMRTEH S
NnNTns,

FO®RIT, 7T AETURT A DERB AR A L b O—DA R E 2 WA 2 — T —% 7 IPE
W T2B1E OMSREITRE, LA > % U —% 22 ® Flex Container D U Y — R & A 7~ & FEHIFLA T 2 A1k
272> TV 5,

242 TR-M2M-0007v2.11.1 - #iRiLE LT T4V ROERMERE

ARILETIE, oneM2MIZEBWTHIZIL E t~ v T 4 7 AEREZ IS 5 72 OICFIH S G D I #r il oL
LR ERELTWD, Frbhud— w747 A, HIBCHEMZ2RE L TV Do
- ERER TR ST 5 58 & F], oneM2M Partner Type 17> HoneM2MIZEE S 5 BIEET, 3
& UPoneM2M Partner Type 27> 6 OIFRIRN G EN D,

oneM2M7 —F7 7 F ¥ &7a b aMZBN T, WELERIRLE Y Y a—va Uitk E~o 7 4 7 A
KEREFEH D= DITIHER TEX AT OV TOSHREENRTH I N TV S,
HZALIZ DWW TIEL, ETSI M2M, HGI TR STV D BEFHIR BB S Tnd, B~ 7 1 7 AlZon
Tix. ETSI M2M, OGC SWE., W3C SSNTHRF SN TV O HEMBBAINTWD, b EEE .
oneM2MIZEBWTHIB L Lt~ T 4 7 A% YR — b T 572D MEEL D THA D BREMHE, €T, T
— %77 F ¥ ORGEHRERP WG STV D,
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25 4AVB—T0—%2T7-TL—LT—/

2.5.1 TS-M2M-0005v2.0.0 - OMA {t#RIZ K B T/3 1 R EHE

oneM2M7 —%F 7 F ¥ ITBITF AT F U r— gy « 2T 45 1 (AE) 1%, T ZEBZE D 5 E
D7E FANRT —FET DN TORERN 72 &b, CSEDT A AEFHRE (DMGCSF) w5 2
& T, Middle Node (MN) (i 2 1ZM2M~— k7 = 1) X2, Application Service Node (ASN)I5 L O'Application
Dedicated Node (ADN) (f] 2 IZM2MT /34 ) (28725 T A ADOMEEREHT L2 LN TE D, ZoLkx
DMGCSFiZ, MccZHRAZB LA w3V A b - VY —2 ] OEAEICINA T, BEFEOT /A 2 EHE;
i (TR-069, OMA DM, LWM2M 72 &) #F|HT5Z L b TE 5,

O ER LIZOMNK251-1TH D, oneM2MIEHET —F 7 7 T v T/RE 5 & F Y Infrastructure Node
(IN)CSE& . MNZE 72IZASNDCSE & [ EMecB S THEIZI T D, Z 2 TBEFOT A AEHENIL, <%
VAUR W= v RXVRA R I TAT b, BIOZOMOmMeE M AIC L o THERR S, T B ERIX
oneM2M{LEED#EIFASN TH D R TRINTWVD) o

AE AE
Mca Mca
MM/ASH M
CSE CSE
_____ DMG DMG
Out of Scope Management Mec Management
Adapter Adapter
Device in M2M la} ms}
Area Network : i
pt -t s I ——==—
r Proxy L—] I]-1anag|ement I-I'-p1anagement| — ”- Management |
| Management | | | : |
Client me_ Proxy | Clent 1™ mc —————] | sewer |
L2 _F —_————d ———— .

35.1-1 TN AEHT —F% T 7 F ¥y

BETF DT N A ZEFLEAT & IV TMN, ASNES L UADN A B9 5454, INODMG CSFid, fthCSEdH 5\
FAENOZ T MY 7 =X M, YT A AFHHO a2~ FALEEERL, mesfA2imL T
MN, ASNE L ADN~E%(ET 5, £/ZMN, ASNE L TADND O T B0 72 L AR 2 R & i 07 [MIC 2
L., 2~y ROFETHREEZ D 7 =2 FEEITLOCSED D5 WIFABITK T, ZOEH - W& %175 72HiZ. DMG
I~ XA R s THETH (MA) EWVWIHREa v R—% > b &Z 5, INODMGHNIZH HMAIL, msA >
H—7 2—A%BLTDMGE FHA— AL EHAE S5, —J7. MNBXUPASNODMGHNIZH HMAL, Ia
AVE—Tz—AEBLTIDMGEERI 747 heDBTTa harer —X 7 VO - A ZH

Do

ARCETIE, BEFET N1 A EHETF & LT Open Mobile Alliance (OMA) Device Management (DM) &> 5 U M
Lightweight M2M (LWM2M) % W ABICHE L 725, UTORNEREREL TS,

e oneM2M & OMADMEB LY LWM2M (2815, FART — &7 & 33 o it Btk
e oneM2M IZRBIFDH~VRT AL b+ U Y —ZA<mgmtObj>& ., OMA DM Management Object (MO) 35 LI
LWM2M Object & OxhiiBfR (X2.5.1-2)
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- oneM2MIZ 3317 % [firmware] [battery] & 272U YV — 2O K EMEA, OMA DM 1.2/1.3/2.01281F 5,
EDO MO @, EDJ— RiZxhad 5 n
- oneM2MIZ 3517 S [firmware] [battery] &\ o272V Y —Z DK RN, OMA LWM2MIZEBIF S, ED
Object D, EDY VY —RAIZHHEHT B h>
oneM2M IZBIF A% 7V X7 47 &, OMADM BLU LWM2M O~ KL OxtnBtk, 727
VIT 4TV ROVARVAZEENDKEAT —HF A« a— KOG
IN-CSE(MA)E =R P A Lk« =D, LYEY
(tyvaviesr, VIZAKN/VARVR) )T 47 47— a rOMAEEBRRE, )
oneM2M®cmdhPolicy U ~ — A%t d %, #Hi7272OMA DM MO L \LWM2M Object® PN
(cmdhPolicytZ B U TIZBEAF DMOSCObjectiZ Xt T 5 & D322 TS-M2M-0005 THI 72 1 E KT
%o )

oneM2M Resource: [memory] OMA DiagMon MO: Memory Function

i < )——i Description |

|

|

|

|

!

!

| [memory] | l b )

: —( DiagMonData? )— :

i

|

|

|

|

- |

objectIDs |

objectPaths 1 IwELs / RAMTotal?

memAuvailable :
| |
I <subscription> | — StorageExtTotal? !
H VP R —

!

|

|

|

|

[€2.5.1-2 oneM2M U ¥ — 2 & OMA DM MO & OBtz (4)
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2.52 TS-M2M-0006v2.0.1 - BBF {#kIZ &k 5 T/\1 REHE
ALETIE, BEFET A ZAE B & LT Broadband Forum (BBF) TR-069: CPE WAN Management Protocol
(CWMP) ZHWABRIME L 25~ v B 7R0P— R0 &) ZHELTW5D,

oneM2M & BBF TR-0693 X UMR-106 (23515 5. AT — 2B L i Al1 Ox ik (5%, 6%)

e oneM2M (IZBIJDH~vRT AL b« UY—RAL, BBFTR-181 T34 AF— X T/ & ORMGEE (75)
F252-1THIEBITBND Y YV —AZRT, )

e oneM2M (ZRBIF5% 7Y 27 47 L. BBF TR-069I1281F %4 Remote Procedure Call (RPC) & D %R
fBe F72FVIT 4 7R RPC DLV ARV ACEENDLHAT —HF A « a— ROMIGEGE (8%)

e IN-CSEEVRVAL b« = NEDRLVEY (9%)

(Byvavfs, VI/ZANVRARVRS )T 47 40— a v OMEE#RRE, )

7% 2.5.2-1 XtftF5Nnd oneM2M 1JY—=R
JE ST 5L DoneM2M U Y — A

—J#I72mgmtObj | devicelnfo, memory, battery, areaNwkInfo, areaNwkDevicelnfo, deviceCapability,

firmware, software, reboot

CMDH[HE cmdhPolicy, activeCmdhPolicy, cmdhDefaults, cmdhDefEcValue,
cmdhEcDefParamValues, cmdhLimits, cmdhNetworkAccessRules,

cmdhNwAccessRule, cmdhBuffer

RPCH A — hBHE | mgmtCmd, execInstance

— 29 — TR—M2M—-R2



2.5.3 TS-M2M-0021v2.0.0 - AlldJoyn & DA 32 —T—74

AIGENE, AllloynT 7°U 47— 3 v L oneM2MT V7 7 4 B —E R ZFH AR, HET 5720
T L 72 HoneM2M & AllJoyn DA 2 — T F 2 TEMEZBE L T 5, FFoneM2MU AT KL DA X —T*
Y TIZDNTIE, TS-0001 OFFRIFIZFER K CTWDIPE (f ¥ —TUF > 7uaXxe 77—y arxy
T AT 4) EMENDEER T SV r—v a2 T 4T 4 BERAT S, Alloynf Y H—U =% 7Y T

LU AT EK2.53- 11271,

AllJoyn Application

AllJoyn Protocol

AllJoyn IPE

Mca

Mcc/Mcce’

AE

-+ Mca

CSE

ASN/MN/IN

CSE

MN/IN

[X2.5.3-1 AllJoyn{ > X —U X 7 U757 LU RAET )L

AllJoyn IPE(Z, oneM2M®AE & Allloyn7 7'V 77— 3 V2 K> TR SN TE Y . AllloyndH — B A 1%
IPEIZ &> ToneM2M Y YV —Z~D~ » B 7 73MTod, McaZ %@ L CCSEIZAR » #EiLsd, filod
oneM2M T T T f ~A B — T —F o JHERE A RS 5 72 012, IPEILEE DAE &[RRI, CSE~DH ik
DUETH B, £/, IPEIFAlJoynT 7'V r— 3 > & LT, iDAllJoynT 7Y 77— 3 v L AllJoyn7 2 b

AEHEMLT, R0 EVEITI,

AllJoyn®H—E AL, oneM2M®D<flexContainer>Y ¥ — X ZHW /= AllloyniZf{b L7z ) YV —R L LT, <=
BT MThNS, Allloynf VA —U X 7DD, UTOY VY —=ANRERSNL TN,

- svcObjWrapper

- svcFwWrapper

- allJoynApp

- allJoynSvcObject

- allJoynInterface

- allJoynMethod

- allJoynMethodCall

- allJoynProperty

TR—M2M—-R 2




2.5.4 TS-M2M-0024v2.0.0-OIC &£ DA 3 —T—4

AAAFREIL. oneM2M L OICD A » F —T X BN EHET D, HoneM2MY AT L EDA L Z—TH
TIZ2WTIE, TS-0001 OFFRIFICELR SN TWDIPE (f w4 —TU X 77Xy 7S ) r—varxzss
AT 1) EMENDFH LT T r—va T 4 T4 B ERT D, OICA v ¥ —TU—F 7 U T 7L
AET )V R2.54- 1KY,

OIC Application AE
(OIC Server)
OIC Protocol B
OIC Client Mca

IPE T

Mca

Mcce/Mcece’
CSE CSE
ASN/MN/IN
MN/IN

X2.54-10ICA » A —TUX% 7Y 77 LU AET )L

OIC IPEIE. oneM2M®DAELOICY T4 7 2 MI Lo THER S LTV D, OICT' R a2\ T, IPEIX
OICH ==, LY EITH0ICY T4 7 v hOEEEZH N HOICH— N—|LEZNENAEDA VA F
2 L UTCIPEICHER « RFF S D, A LEEE Cld<container> ) YV — XA Zfli ] L 7= Bl A v X — U —F 70
PR— SN TND, FZRAA 2 =T —F 7 TlE, oneM2MAENOICTER SN TWDH Y Y —AFT =4
T NVEHMEL CWDZ LR TH Y, <container>V Y — A |ZIFOICH U V—ANEFDFEFHF LN T
IS5, RHEEETIL, oneM2M AEDHOICT NA A&l 2 Z L #MEL THY . OICHD BT
oneM2MD T 7'V r— 3 DT J R AL TERW—FHDA L FZ—TU—F 7 ThD,

2.5.5 TS-M2M-0014v2.0.0 - LWM2M & DA & —T — 7

ARICEIL, ASN/IN/MN CSE & LWM2M T RARA > R EDfEDR S, M2M $—E R « LA ¥ DA >
H—T—F U THRBEAHELLZLDTHD, UTFTOA X —U =% 7« TV FE2RRT LD,
oneM2M TS-0001 {4 F IZTHID HENTZT —F 7 7 Fr AN LA TN 5,

cLWM2M =2 RARA  REMM T 7Y r—va v bofoar 7oV EFY VY —ANT, = a—
RENTZILWMM A7 V=7 b avwy REBBRMNICBET DA 4 —T—F1 7

s LWM2M =¥ KRR A FNO LWM2M 47 ¥ =7 b4, M2M T 7 r—v a VBV BT o
JARCKIET 22Ty YHEY) Y —RCETY vy B I T RO v X —T—F%

LWM2M U 7 7 L' > ZEF /LiE, oneM2M TS-0001 ORERET —% T 7 F v DV 77 L U AET LA L
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LWM2M @ IPE /" L CHEEft S D,

LWM2M Application

LWM2M Protocol |

Mcc/Mcc’

AE

Mca

CSE

ASN/MN/IN

[%2.5.5-1 LWM2MA > 2 —U—F% L J ) 77 L AET )L

CSE

MN/IN
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2.5.6 TR-M2M-0024v2.0.0-3GPP Jy—RX 13 &DA VA2 —T—7

ARLEIT, TS 23.682 V1320 TEHRINTWEY—ER « A U T 4+ T7 AR—T ¥y —ICHT S
3GPP Rel-13 7—F7 7 F ¥ L oneM2M 7 —F 7 7 F ¥ L DR DA Z =T —F L ZIZHONWTHE LT b D
Thbd,

3GPP U U —A 13 Ci%. Machine Type Communication (MTC) D CJRC 3GPP D —&hiE % ) — R/ <4—
7 4 \ZBA7R 3% Service Capability Exposure Function (SCEF) BNE&R I N T\ 5, AXETIE, Z @ SCEF &
oneM2M IN-CSE & OBIRZRFI L, A 2 X —T—F L T DOT7 —F 7 Fx L LTUTREF LN TN D,

A) oneM2M IN-CSE ® Network Service Exposure, Service Execution and Triggering (NSSE) CSF 7% SCEF & L T
MET D —A (X2.5.6-1)

B) oneM2MIN-CSE 7 — K/8—F ¢ L LT, OMAAPI 72 ¥ OFE#E APl %38 L C SCEF I27 7 & AT 5 4
— 2 (X25.6-2)

C) WMHAZMABEDLEEANAALT Yy FET—F

SCEF is deployed as the Eo==s oneM2M
oneM2M NSSE CSF within (Feam ekl IN-CSJ
the IN-CSE. SCEF southbound interface is
bound to the oneM2M Mcn
< > Men <«— reference point and is bound
to 3GPP defined interfaces

[ e J (e.g. Rx, Tsp, etc.).

2.5.6-1 neM2M interworking with a 3GPP underlying network via 3GPP Reference Points

oneM2M
NSSE IN-CSE

SCEF northbound interface
Mcn using | API (OMA APIs) is bound to

The SCEF may exhibit (OMA APIs) oneM2M Mcn reference
different subsets of OMA point.
APIs depending on the trust SCEF J
relationship between the SCEF southbound interface
M2M SP and the 3GPP SP. 3GPP made up of 3GPP defined

< > Refe_rence <4— nterfaces (e.g. Rx, Tsp, etc.)

Points and is out of scope for

oneM2M.
3GPP Network

2.5.6-2 oneM2M interworking with a 3GPP underlying network via OMA API
ARXLETIEE ST, SCEF AR — 32 LLFOBEREIC DV T, oneM2M IN-CSE % & 72BIfE 7 = —=°
BN T A —ZERREF SN TN 5,

»  Configuration of Device Triggering Recall/Replace
Configuration of Traffic Patterns
Configuration of Background Data Transfers

Support for Group Messaging

YV V VYV VYV

Support for Network status report
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26 tXal)T5«

2.6.1 TR-M2M-0008v2.0.0 - =¥ 2 1) 7 1 D#&Et

ARILETIE, oneM2MY AT hDEx 2 U7 A BEEZMRET T Dal#EL LT, X2 VT 1 h—E A~
OEREEME OIS, BE SN2 FHHIZHOWTIHHL TV 2,

UTFoEFa U7 ¢ BElies, —MRIREREN L REOBBA~ORRE LTIRELTVD ¢

o  KUILEHRERHFTAODEXT-T—E2ANL—D

o RUIGEREBREIET DO DHERE

o BENTEREIH-DOOEGEFHR

Flo, ALETEEXR 2V T 1« FASCOREWEEPTHRL LY A 71250 T, BEL—A T —RI(T
B LEKEL, HEPHESNDI VAT AR ER L ICELAEEZZR LT L, VAT v 7 LT
W2,

KRIGETOE X2 U T ¢ B & BRI O R & LT, Security CSFIZLLT TR & 5 e
WaFrolot®a V7 A RERE L L TERI NI,

Security Functions Layer: Mca, Mcc ZM A TR H I N DX =2 U 7 « #eeft, (AE/CSE D)% il
(Identification), F&GE(Authentication), #&F](Authorization), ¥ = U7 ¢ + 27 F X h O35 (Security
Association), K725 D4 (Secure Data Handling), &3 = U 5 1 BEBE D 1 (Security Administration)?> &
%,

Secure Environment Abstraction Layer: BEM#ED AR, 7 —F WLk, BT EL OER/MGE, ik
FHBRE 55 R D 4 BRUARAT Fe A+ H L 72 & 0 (Security Functions Layer2M2 32 & % = U 7 ¢ e 242065 2,

Secure Environments Layer: HijiC?>Secure Environment Abstraction Layer2 24~ 2 e & 424t 3 2 £IA T,
Abstraction Layer & U kL A ¥ — DI TH 2 SEMRE(RET — # EAR Y o —OFIHERE, 7 — % ORF Sk
iR e O 2 R 2,

SEC CSF
—————————————————— SEC CSF API Mca,Mc¢) = — ——— ——— — — — — — — — — — -
Security Functions Layer
Identification Authentication Authorization Seculrlt.y Sen51t1V§ Data Sécprlty.
Association Handling Administration
Secure Environment Abstraction Layer
Secure Environments Layer
[
[
Secure Environment n
Sensitive Data Sensitive Functions

[¥2.6.1-1 : &% = U 5 ¢ CSFOMEME
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2.6.2 TS-M2M-0003v2.4.1 - &2 1) 7« B ifiDEHA
ARLEIZ, MM VAT MM FREREF 2 VT 4 Y U a—2a VIOV THEL TV A,
JY—22 TiEMINZERBEREICOWVWT, UTIZREHET 2,
2.6.2.1 Dynamic Authorization
Dynamic Authorization /%, Originator (AE/CSE) 7%, HostingCSE DV ¥ —A~7T 72 A F 5 72®IZ, Token
ERALIET RV BNA—= v a 287757 L —LU—27ThD,
2 — R — A FRSEMIE, TR-0019 Dynamic Authorization(Z fe#i &L T\ 5, AL ETIE,
Originator~Hosting CSE#]®Dynamic Authorization’X7 A — 4 L B #§ 2 0NBIZHOWVWTHEL TV D, F
7-Dynamic Authorization/¥ 7 A — % Dfri%lL, TS-0001 Functional Architecture, TS-0004 Service Layer Core
Protocol Specification CHLE L TV 5,

Originator Details not specified in oneM2M

(AE/CSE)

3

DAS Server

A

AE

Hosting CSE |«

[X]2.6.2-1: Dynamic AuthorizationZ: €7 /L

PR & {5167 5 Token I, LA FIZZR 9738 V) | Version, tokenlD, issuer, holder, 5 20 #[R (notBefore,notAfter) .
permissions %5 H AL X5,

Access Token

Access Token Security Mechanism

version
tokenID

issuer
holder
notBefore
notAfter

tokenName

audience

permissions

extension

[%]2.6.2-2 TokenDH# it
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2.6.2.2 Role Based Access Control
oneM2M AT LIZH1T 5 Role Based Access Control 7 —F%7 7 I O E % T XIZFE# 3 5, Oringinator
IZ. Authorization Authority %41 L C. Role/Token Repository {247 X 41TV 5 <role>/<token> U > — & % X
HBL., HERr—/LERE L, Hosting CSE ~D7T 7 ¥ A %1T 9,

1: Role assignment request

————————————————————————— ™ Authorizati
Originator 3.a: Role assignment response u onza_ lon
AE/CSE - —— Authority
( ) 3.b: Role assignment notification (CSE)
[ A
2: Create
<role>/<token>
resources
4: Retrieve Y
<role>/<token> Role/Token
5: Access resources R ito
resource epository
(CSE)
7.2: Retrieve
<role>/<token>
resources
A 71: \
6: Decision Information
. request request
Hosting CSE e PDP < > PIP

PDP and PIP are combined in

the Hosting CSE f M2M .
© Hos mFgeleaseozr one 8: Make access control decision

[X]2.6.2-3 Role based Access Control 7 —F7 7 F v

2.6.2.3 ESPrim (End-to-End Security of Primitives)
ESPrimi%. Originator~Receiver[f] CHHAGRIE, @WEEEME, BT 0T 7 g VELRMET 5720,
¥ 2T AeoneM2M 7Y T 4 TITEIR T L— AT — 7 T 5,
ARLEE, ESPrimD 7 LT oy VER, T—% - a7 v a rERELTEY, ESPrimd 7 ¥ =7
h DARETTEIZ DWW TIE, TS-0001 Functional Architecture THLE L T 5,
FIAHTE L2 — R — A BREFIL, TR-0012 End-to-End-Security and Group Authentication(Z Frifk
LT3,

2.6.2.4 ESData (End-to-End Security of Data)
ESDatalf, oneM2MZBMEZHH L TIRESNDLI TR T Vv a v « T—FIINBELER LT L —LT—7
PR S, Zo7rusr sy 3y - 5F—4# %, ESData Payload & 'EiE4L, BIM{E (<contentInstance>Y
— A Ocontent/ BHEMELE) . E/ELTV I T 47 - NI A—IDDLIERIND,

M Cc&E b a—2r—A, BERSEMIL, TR-0012 End-to-End-Security and Group Authentication|Z Fii L T
W5,

2.6.2.5 Remote Security Frameworks for End-to-End Security
AETIX, =27 47 42, TEF(Trust Enabler Function)% i L T, End-to-End®Dt ¥ = U 7 ¢ Z4efitd
L7 =LV = &FEH L TWD, FRIX, TEFAh LV E— LY A ML —v gy, FrbeYa=r
IO — v AEE TR LTV D,
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Source ESF End-Point Trust Enabler Target ESF End-Point
ESF Security Layer Function (e.g. ESF Security Layer
Processing MEF, MAF, Processing

MN-ICSE)

1. ESDz;ta / ESPrim Creation Process: |
- Identify ESData Security Protections, :
- Generate credentials and parameters I
- Apply ESData / ESPrim I
T
|
|

|
[' 2. Credential Registration Process J
€ >

Yy

|
4. Process ESData / ESPrim:
- Validate Intergity and / dr
decrypt ESData / ESPrim |

: |
I |

I I 3. Credential Provisioning Process
| ¢

| |

I |

| |

I |

I |

I |

[X]2.6.2-4 TEF % {# f| L 7=End-to-End Remote Security?® 3 — /4 > AHEE

2.6.2.6 ESCertKE (End-to-End Certificate-based Key Establishment)

ESCertKEIZ, E2BKey & FHEN D> — 27 Ly R A MU » VHAERRTHEL L 72 DFBFELBE D T2 h D=

Rz FO7 L —00—7 234 7%

ASLHETIE, ESCertKEA £ — ESCertKE & B D ME 2 HE L T\ 5, FATE D 2—R 7 —2
L BERSF1L. TR-0012 End-to-End-Security and Group Authentication |ZFC#; L TV %, F72ESCertKE A »

T — T DIE%EIE, TS-0001 Functional Architecture CHE L T 5,
ESCertKED A & — 7 11— % Pl F IR,

2.6.3 TR-M2M-0012v2.0.0- T F - TV REFa ) T4 T IL—TRE

AXET, = RV =2 R TPV IT 4 T T — X ORMER T2 ERRGET A AL 71—
TRFED LI DN TFLIR SN HAT R EETH D, Releasel TIX T VAR — MNgoA v & —2 v MNE
DEF2 VT ATONTTBRESNATHNDIN, TF U r—a s @otdxa VT 4IZonTIHES L TWY
20, AXETIE, 77V r—vaBTOZ RY =2 FeFa ) T 4120 T, 2—Rr—2R, B

H O, Release2Z[A] i 7moneM2M 7T — %7 7 F ¥ ~O@HIZ DWW TR & T\ 5

2.6.3.1 =R — A
TURY =2 X2 T 4 LV N—TREECE LT, U FDOa2—R 7 —ARBA S TND
0 T RY—x v RTOREFROILE
ARBT 4w T BRI N—TFEE B : Av— " A—=%)
HAF Iy 77 N—7GE (B : =R T o H B A )
X TR — T OEE
TV RY—= 2 RTORF

TURY =T FTOX v E— Vi
Y RV —m s FTOT ¥ O

O 0o o o
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26.32 BEEAT ORI
T RY =2 X2 YT AICBNC, BFEOT SV = a VEOE X2 VT 4 ThOHAT V= b
N=2tF 2T AIZOWT, LFOFIOMFI LR STV D
] Secure/Multipurpose Internet Mail Extension (S/MIME)
OpenPGP
XML Signature and XML Encryption

O o O

JSON Object Signing and Encryption (JOSE)
T—T R LT, R2.63- USRS AL T A » 7 10 J N —T Z8E LIZH B0 TIRD3I DB
W2 TRHAZ LTV 5,
1. Inner Group Authentication

TN—TRNOxT T 45 4 (ASN, ADN) &EMNH, TLS% AW TH AR KL Nt F 27 F v XV ORELALT

9o
2. Outer Group Authentication
MNRZ—7DORFEE L TR H O, TLSZE AW CTINE FAEFRIER N X 2 7 F ¥ KAV OMESLZ1T 5
3. Group Security Association Handshake
FHIHAE SN TOWAEREZANTINA—FNOT T 47 4 (ASN, ADN) CINTI X7 v a V@O
179,

[Group |

: ASN |

k - VGroup

! ADN

ASN-CSE

MN-CSE

X2.63-1 AXT 4 v I IR T N—TRINBIT DT —F7 7 F %

2.6.3-3 Release2il[flf iz RY—x= v REeXx 2T ¢
T RY =2 FEFXF 2 )T I L UL, ACETIILL FO4 ORI EINTE Y . TN F 1) Release2 D
HAEL L THESNTWD (TS-0001, TS-0003, TS-0004IZHE) .

O End-to-End Security of Data (ESData)

A v — NERSY DR 1k

O End-to-End Security of Primitives (ESPrim)
oneM2MD 7Y X7 4 Ty D AL

0 End-to-End Security Certificate-based Key Establishment (ESCertKE)

FIERA % V72 End-to-End Security T A7 2 @0 HAE
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0 Generic MAF Security Frameworks
T T 4T 4 B OFRGEIIMAF (M2M Authentication Function)Z £ f L, = > 7 4 7 ¢ B D i@k o 5 2 MAF
w17 9 H=

264 TR-M2M-0016v2.0.0 - BRI 7—F TV Fr— &7V X H#HKR ) > —

AXFZI BANCHET L7 —%7 7 F ¥ LRI T 27 7 B AH#IR Y 2 —I2 oW CRiid S 7= 5l
WETHTH D, ReleaselIZHBWTIE, U Y —AZRFFT DCSERT 7 B ZAHMEARY o —&F b, @BAl 41772 -
TWeds, ARSCE T, Release2iZ A TRATHEREDILIEA HRYE L, SMBOCSETRAITE L7 —F 7 7 F
FIZOWTRESATND

2641 AT —%T 7 F ¥

X2.6.4-UZRBA T —F%7 7 F v OMEE /17T, FBAMNZEBWVTIL, PEP, PDP, PRP, PIPD4-D>DHEHEIZ/3HI &
nd,

®  PEP: JY—ZXADTIERIZHLT, T ERAFHHDHIEET HI=HDIVITRNESTL, TONFTIEX

HEMDEREEAT 5,

®  PDP: 77 EARFIHDYIITAMIKMLT, 77 ERAFIHO ML ELIERE PDP & PIP HhSEREL. 74
TR FEOFERE PEP IZH ST 5,

®  PRP: YY—XRI[IHIET BTV AFIEHAR) L —EEFL. PDP ITEET S,

®  PIP: 7OERFIEDRIETIZHEL, 1)) —Z A0 Requester |2 51E#R% PDP 2157 %,

Policy
Access Request Access
Access Enforcement
. Resource
Requester Point
(PEP)
Decision Decision
Request Response
Policy Policy Request Policy Attribute Request Policy

Retrieval < Decision P Information

Point > Point < Point
(PRP) Policy Response (PDP) Attribute Response (PIP)

[X2.6.4-1 : FA] T —FT 7 F v O IHE
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2.6.4.2 Distributed Authorization

[%]2.6.4-2|Z Distributed Authorization® il % 7~J", PEP=Devicel, PDP=M2M Gateway, PRP=M2M Server 1,
PIP=M2M Server 2L XIS L TRV . BADKENRRRDT T 4T 4 IZhBEhTWD, ZoLRIL,
Release2 TIIHUE SN TR,

Access Request Access

Device 1 Resource
Decision Decision
Request Response
Policy Request Attribute Request

M2M < M2M > M2M

Server 1 p| Gateway | g Server 2
Policy Response Attribute Response

[X]2.6.4-2 : Distributed Authorization® i

2.6.4.3 Role Base Access Control

[X]2.6.4-31ZRole Base Access Control (RBAC) O #E A RT, RBACTIIHAR =Y T 4T 4 T EIZT 7B A
HERRZHI D HTHO TR EALT T 4 7 1 I8 HI(Role) 2V 25 T, Rolellxf LTT 7 & AMERR 2 H
VYT, ZOFHFRIL, Release2lZHLE STV 5D,

RBACIZEBWTIET —# OEFHE L LT, users (USERS), roles (ROLES), operations (OPS), objects (OBS),
permissions (PRMS) D5 O RE I TV 5, F7z. SESSIONSTiduser & useriZE W 4TSI TV Droled &
v 3= v B 7 EH TV 5, Static Separation of Duty (SSD) ("Dynamic Separation of Duty (DSD) Tl
2—HF~DroleDE| V) 24 TRSESSIONS~Drole BN K OHIBRICEI L CTEB AT 9,

Com Do
Role Hierarchy

(UA)
User Assignment

Permission
Assignment

user_sessions session-roles

[%]2.6.4-3 : Role Base Access Control DA

— 40 — TR—M2M—-R2



2.6.4-4 772 AHIEHAR Y —F5E

BEEDOT 7 AR Y o —F58 & L TOASISTEFE 41TV SHeXtensible Access Control Markup Langiage
XACML)WZOWTHEZIT2 > T 5, K2.6.4-4\IZXACMLIZ K AR Y v — kg & 1~

AXFETIE, XACMLITFEELSNZT 7 B AGIHERETH LR L. BEX—2DT 7 ¥ AR Y o —
WL TWD AN, oneM2MY AT A TOFAEHELE L TV 5,

Policy Set

T
| Policy Combining Algorithm | Policy —
| Policy-1 | Target | | r— |

see | Rule Combining Algorithm |
| oo | | Rule-1
| Policy set-1 | .
| Policy set-n | | — |

[ obiwin |

o | | ey
[ awie ]

[X2.6.4-4 : XACMLIZ L AR Y o — Dt

27 HREMEEREEE

2.7.1 TS-M2M-0015v2.0.0 -RE& 7 L—LTD—%

ASCET, oneM2MIEHED 72 8 OFIE A MERBR S L O AR A RBROES, T A M AT 4, fERE L
THELNDT A MEEOBFEOFEME ERT IR T L—L T — 7 ZHET .

HBRT7 L — LU — 7 ORKREX271-UTRT. EEAR L 72 HARFE(TS-0001, TS-000472 &) & 3B FiEw, #
R A MERRBRATRR, M E B AR L D0 L D AURES TV .

Base specifications

: : :

Conformance oneM2M Test Interoperability
Test Methodology Test
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TP Test Purpose 7T A MO HR
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