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Status of this Memo
This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards™ (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.
Copyright Notice
Copyright (C) The Internet Society (2002). All Rights Reserved.
Abstract
This document describes Session Initiation Protocol (SIP), an
application-layer control (signaling) protocol for creating,
modifying, and terminating sessions with one or more participants.
These sessions include Internet telephone calls, multimedia

distribution, and multimedia conferences.

SIP invitations used to create sessions carry session descriptions
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that allow participants to agree on a set of compatible media types.
SIP makes use of elements called proxy servers to help route requests
to the user®s current location, authenticate and authorize users for
services, implement provider call-routing policies, and provide
features to users. SIP also provides a registration function that
allows users to upload their current locations for use by proxy

servers. SIP runs on top of several different transport protocols.
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Bob  SIP URI
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atlanta.com . . . biloxi.com

Alice . . . . .. oL Lo oo Bob
SIP
I I I |
| INITEFL | | |
[ > INITE F2 | |
| 100 Trying F3 |-----—---—————- > INITE F4 |
[<--==-mmmmmeee | 100 Trying F5 |-----------———- >|
| |<---------—---- | 180 Ringing F6 |
| | 180 Ringing F7 |<---------——--—- |
| 180 Ringing F8 |<-------------—- | 200 OK F9 |
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INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9nhG4bK776asdhds
Max-Forwards: 70

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-1D: a84b4c76e66710@pc33.atlanta.com

CSeq: 314159 INVITE

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: application/sdp

Content-Length: 142

(Alice SDP )
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From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-1D: a84b4c76e66710@pc33.atlanta.com

CSeq: 314159 INVITE

Contact: <sip:bob@192.0.2.4>
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13 SIP

14 INVITE
15
8 10 11 12 13 14 15 UA € UA
) 16
(Definitions)
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SIP SIPS URI
AOR

(Back-to-Back User Agent):

(B2BUA)
(UAS)
(UAC)
UAC  UAS
(Call):
(Call Leg):
( [311)
(Call Stateful):
INVITE BYE
(Client):
SIP SIP
« )
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(Conference):

( )
(Core):
SIP
(Dialog):
2 UA SIP
INVITE 2XX SIP
(call identifier) tag tag
RFC2543
(Downstream):
(Final Response):
SIP (Provisional Response) SIP
2xXX 3xX 4xx 5xx 6XX (Final
response)
(Header):
SIP SIP
(Header Field):
SIP 1
0
1
1
(Header Field Value):
0
(Home Domain):
SIP Address-of-Record(AOR) URI

(Informational Response):
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(Initiator) (Calling Party) (Caller):

INVITE ( )

INVITE

INVITE

(Called Party)

INVITE

INVITE

(Location Service):

SIP
Address-of-Record(AOR)

REGISTER

(Loop):

2 Request-URI

(Loose Routing):

Route
(Route
(Request-URI )
(Loose Router)
(Message):

SIP

(Method):

(Outbound Proxy):
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INVITE

BYE
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( Request-URI

(Parallel Search):

(Final response)

(Provisional Response):

SIP
1xx (provisional response)
(Final response)
(Proxy) (Proxy Server):
( )
(Recursion):
3xx Contact
3xx
3xX
URI
(Registrar):
REGISTER
(Regular Transaction):
INVITE ACK CANCEL

(Request):

27

URI



SIP

(Response):
SIP

Ringback:

ringback

(Route Set):
SIP SIPS URI Record-Route
(Server):
(Sequential Search):
(Final response)
2xx 6XX (Final response)
(Session):
SDP
(RFC2327 [1]) (SbP
RTP ) ( )
SDP SDP
ID origin

SIP (SIP Transaction):

SIP

(Final response)(
1xx) INVITE (Final response)
2Xx ACK INVITE
2XX ACK
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(Spiral):
SIP
Request-URI
(call forwarding) Joe@example.com

example.com Joe PC PC

bob@example.com example.com

(Stateful Proxy):

16

(Stateless Proxy):

(Strict Routing):
RFC2543 RFC
Route
Request-URI

(Strict Router)

(Target Refresh Request):

(Transaction User TU):
UAC
UAS

(Upstream):
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URL (URL-encoded) :
RFC2396 2.4 ( 5D

(User Agent Client UAC):

UAC
UAC
UAC (UAC Core):
UAC
(User Agent Server UAS):
SIP
UAS
UAS (UAS Core):
UAS
(User Agent UA):
UAC  UAS
INVITE UAC
BYE UAS
[MAY]
SIP (SIP Messages)
SIP UTF-8 (RFC2279 ['D
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SIP

7.1 )
RFC2822( 31

(start-line)
message-body
generic-message = start-line
*message-header
CRLF
[ message-body ]

start-line =

[MUST] message-body

SIP
(semantics)
8D Xy [HX.Y]
SIP HTTP
7.1 (Requests)

SIP Request-Line

(sP) Request-URI

Request-Line  CRLF CRLF

(Lws)

Request-Line =

Request-Line / Status-Line

7.2 )
( SIP  RFC2822
)
(CRLF)
[MUST]
HTTP/1.1
HTTP/1.1 (RFC2616
Request-Line
CR LF

Method SP Request-URI SP SIP-Version CRLF

6
REGISTER INVITE ACK CANCEL
BYE OPTIONS
SIP
Request-URI:
Request-URI 19.1 SIP URI SIPS URI
5D Request-URI

31
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Request-URI

NOT] [MUST NOT]
SIP RFC2806(
sips Request-URI
SIP URI  SIPS URI
SIP URI [MAY]
SIP-Version:
SIP HTTP/1.1  SIP/2.0 )
SIP-Version
HTTP/1.1 SIP
7.2 (Responses)
SIP Status-Line
Status-Code( )
SP
CRLF CR LF

Status-Line = SIP-Version SP Status-Code SP Reason-Phrase CRLF

Status-Code

Accept-Language

Status-Code
100

Ixx: -

2XX: -

Status-Code

199

2XX

32

oD tel URI

[MAY] SIP

SIP

SIP/2.0

1xx

[H3.1]

[MUST

sip

(HTTP

[MUST] SIP-Version

[MUST]

Status-Line

Status-Code

[MAY]

1 200 299
SIP/2.0



3xX: -

4xX: -
5xx: --
6xx: --
21
7.3 (Header Fields)
SIP (semantics) HTTP
SIP [H4.2] message-header
HTTP
(implicit whitespace and folding) RFC2234( [10D
(explicit whitespace and
folding)
[H4.2]
SIP
SIP
header = "header-name" HCOLON header-value *(COMMA header-value)
Contact
*
731 (Header Fields Format)
RFC2822( BDH 2.2
¢:)
field-name: field-value
25 message-header
1 (SP)
Subject: lunch
Subject s lunch
Subject zlunch
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Subject: lunch

2 1 SP (HD)
1 SP
2
Subject: 1 know you"re there, pick up the phone and talk to me!
Subject: 1 know you"re there,
pick up the phone
and talk to me!
( Via Route Record-Route Proxy-Require Max-Forwards
Proxy-Authorization)
[RECOMMENDED]
( 7.3 )
[MAY]
(semantics)
field-name: field-value [MUST]
WWW-Authenticate Authorization Proxy-Authenticate Proxy-Authorization
[MAY] 7.3
[MUST NOT]
1 1
[MUST]

Route: <sip:alice@atlanta.com>
Subject: Lunch
Route: <sip:bob@biloxi.com>

Route: <sip:carol@chicago.com>
Route: <sip:alice@atlanta.com>, <sip:bob@biloxi.com>
Route: <sip:carol@chicago.com>

Subject: Lunch

Subject: Lunch

Route: <sip:alice@atlanta.com>, <sip:bob@biloxi.com>, <sip:carol@chicago.com>
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Route: <sip:alice@atlanta.com>
Route: <sip:bob@biloxi.com>

Route: <sip:carol@chicago.com>

Route: <sip:bob@biloxi.com>
Route: <sip:alice@atlanta.com>

Route: <sip:carol@chicago.com>

Route: <sip:alice@atlanta.com>,<sip:carol@chicago.com>,<sip:bob@biloxi.com>

TEXT-UTF8

(parameter-name) (parameter-value)

field-name: field-value *(;parameter-name=parameter-value)

2 [MUST NOT]

Contact: <sip:alice@atlanta.com>;expires=3600

CONTACT: <sip:alice@atlanta.com>;ExPiReS=3600

Content-Disposition: session;handling=optional

content-disposition: Session;HANDLING=0PTIONAL
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Warning: 370 devnull "Choose a bigger pipe"
Warning: 370 devnull "CHOOSE A BIGGER PIPE"

732 (Header Field Classification)
(
) [MUST] 20
7.33 (Compact Form)
SIP
UDP MTU ) 20
(semantics)
[MAY]
[MAY] [MUST]
74 (Bodies)
[MAY]
[MAY]
741 (Message Body Type)
Content-Type
[MUST] (
Content-Encoding [MUST]
Content-Encoding [MUST]
Content-Type
RFC2046( [11]) multipart MIME
[MAY]
[MUST](
Accept )
SIP [MAY]
text UTF-8
742 (Message Body Length)
( ) Content-Length 20.14
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HTTP/1.1 chunked

(General User Agent Behavior)

:chunked chunk
)

75 SIP (Framing SIP Messages)

HTTP SIP UbP

[MAY]

18
SIP
CRLF [MUST]
Content-Length
SIP
(UAC)
(
UAS
UAC
UAS
UAC UAS
12
INVITE SIP
UAS  UAC
S/MIME
81 UAC (UAC Behavior)
UAC

37

PSTN

SIP

SIP

UAC

UAS

26

[MUST NOT] (

(

[H4.1]

(UAS)

UAC

chunk

UAS

UAC



811 (Generating the Request)
UAC SIP
[MUST] To From CSeq Call-ID Max-Forwards Via
SIP 6 SIP
(propagation)
Request-URI SIP (request line)
INVITE(13
OPTIONS(11 )
8.1.1.1 Request-URI
Request-URI To URI [SHOULD]
REGISTER REGISTER  Request-URI 10
( UA  Request-URI )
Request-URI
pre-existing UAC
URI UA
SIP UA
URI( )
[RECOMMENDED]
( ) URI
Request-URI 12.2.1.1 Request-URI  Route
[MUST]
8112To24
To
Address-of-Record(AOR)
To SIP URI SIPS URI
[MAY] URI ( tel URL(RFC2806 D)
SIP SIP URI [MUST]
TLS SIPS URI [MUST] To
UAC To
( URI
) To
URI ( bob )
UA SIP URI UA
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SIP URI (

sip:bob@example.com) SIPS URI
UA tel URL
411 ( )
tel:411
To [MUST NOT]( To
)
To 20.39 To
To: Carol <sip:carol@chicago.com>
8.1.1.3 From
From
address-of-record(AOR) To URI
SIP
( ) IP FQDN
From  URI
From
UAC Anonymous
(sip:thisis@anonymous.invalid JURI [SHOULD]
UA From
UA
URI
From
( 22 )
From UAC [MUST]
19.3
From 20.20

39
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From:

From:

From

8.1.14 Call-ID
Call-ID

UAC

Call-ID

Call-ID

"Bob" <sips:bob@biloxi.com> ;tag=a48s
sip:+12125551212@phone2net.com; tag=887s
> Anonymous <sip:c80qz84zk7z@privacy.org>;tag=hyh8

UA
[MUST] UA [SHOULD]

UAC Call-ID

[MUST] SIP UA call-1D

UA

8.1.3.5

(RFC1750 [121

[RECOMMENDED] localid@host [VAY] Call-ID

Call-ID

Call

8.1.1.5 CSeq
CSeq
CSeq
[MUST]
32
[MUST]

12.2.1.1

Call-ID

Call-ID

20.8

-1D: f81d4fae-7dec-11d0-a765-00a0c91e6bf6@f00.bar.com

REGISTER
[MUST] 2 31
CSeq

CSeq
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CSeq: 4711 INVITE

8.1.1.6 Max-Forwards

Max-Forwards

Max-Forwards 1

Max-Forwards 0 483(Too Many Hops)
UAC 70 [SHOULD]Max-Forwards

[MUST] SIP

UA
8.1.1.7 Via
Via
Via
( [41
)
UAC Via [MUST]
SIP 2.0
[MUST] Via branch [MUST]
branch UA
[MUST] CANCEL 2XX ACK
CANCEL branch
17.1.1.3 2XX ACK INVITE branch 1D
( INVITE ACK )
ID branch 1D branch ID
RFC2543
branch ID Zz9hG4bK
[MUST] 7 branch ID
( )
( RFC2543 7
) branch
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Via maddr ttl sent-by

(18 )
Via 16.6 8 16.7 3
8.1.1.8 Contact
Contact UA
SIP URI SIPS URI Contact
SIP SIPS URI
[MUST] INVITE
Contact Contact UA
URI
URI [MUST]
Request-URI Route SIPS URI Contact SIPS
URI [MUST]
Contact 20.10
8.1.1.9 Supported  Require (Supported and Require)
UAC SIP UAC
(19.2 ) Supported
[SHOULD]
RFC(standards track RFC)
[MUST]
experimental RFC  informational RFC
Supported
UAC UAS
UAC Require
[MUST] UAC
UAC
Proxy-Require [MUST]
Supported Require Proxy-Require
standards-track RFC [MUST]
8.1.1.10 (Additional Message Components)
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SIP MIME message-body [MAY]

8.1.2
[4]
[MUST]
[MUST]
Route
[4]
UAC
[MUST]
URI
URI

[SHOULD]  (RFC2543
Request-URI

20.11 20.15

(Sending the Request)

DNS
(12.2.1.1
) Request-URI
Route ( )
Request-URI

URI Request-URI  SIPS
URT  SIPS URI [4]

[MAY] Request-URI SIPS
TLS [MUST] Route

[NOT RECOMMENDED]

[SHOULD]

Record-Route

UAC
[41

Via

8.13

[SHOULD] Route
) VA Route
[MAY]
UAC
Route
( ) URI
[SHouLD]
branch Via
transport
(Processing Responses)
(
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) TU ( ) TU

8131 (Transaction Layer Errors)
SIP
408(Request Timeout) [MUST]
( UDP
ICMP TCP ) 503(Service Unavailable)
[MUST]
8.1.3.2 (Unrecognized Responses)
UAC (Final response) x00
[MUST] x00
[MUST] UAC 431 UAC
400(Bad Request)
UAC 100
(provisional response)  183(Session Progress)
[MUST] UAC 100 183 [MUST]
8.1.33 Via(Vias)
2 Via UAC
[SHOULD]
Via
8.1.3.4 3xx (Processing 3xx Responses)
( 301 )
Contact
URI [SHOULD] 16.5 16.6 3xX
URI(
Request-URI)
3XX
URI
Contact  URI 3xXX
URI 1 [MUST NOT]
Request-URI  SIPS URI SIPS URI
[MAY] URI
[SHOULD]
contact URI 3xX

44



URI 1

URI
[MAY] Contact q
URI (serially)
(parallel) [MAY] q
q URI q contact
q
(399 ) [SHOULD]
(8.1.3.5 )
contact contact
[SHOULD]
3xX contact UAC
Request-URI URlI  method-param  header ( 19.1.1
) URI [MUST] 19.1.5
header
contact
[MAY]
contact [MAY]
contact

sip:user@host?Subject=foo&Call-Info=<http://www.foo.com>

Subject
HTTP URL Call-Info

UAC To From Call-ID
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[RECOMMENDED] UAC Call-ID

[MAY]
8.1.1.7 Via branch 1D
[MUST]
[SHOULD]
Contact
UAC 21.3.2 21.3.3
8.1.3.5 4xx (Processing 4xx Responses)
4xx UA
401(Unauthorized) 407(Proxy Authentication Required) UAC
(credentials) 22.2 22.3
[SHOULD]
413(Request Entity Too Large) (21.4.11 ) UAS
UAC
[SHOULD]
415(Unsupported Media Type) (21.4.13 ) UAS
UAC Accept
Accept-Encoding
Accept-Language
[SHOULD]
416(Unsupported URI Scheme) (21.4.14 ) Request-URI
URI SIP URI
[SHOULD]
420(Bad Extension) (21.4.15 ) UAS
Proxy-Require Require
UAC Unsupported
[SHOULD]
[ : "Require or Proxy-Require"
SIP WG 7
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Call-ID To

4xx
8.2 UAS (UAS Behavior)
UAS
12
(atomic)
[MUST NOT]
UAS
)
821 (Method Inspection)
(
[MUST] UAS
405(Method Not Allowed)
8.2.6 UAS  405(Method Not Allowed)

[MUST] Allow
[MUST] Allow

8.2.2 (Header Inspection)
UAS (
)
[MUST] UAS
[SHOULD]
8221To Request-URI (To and Request-URI)
To From
UAS UAS To

47

From

[MUST]

) UAS

[MUST]

Allow
UAS

UAS

[SHOULD]  CSeq

UAS

20.5

[SHOULD](

[MAY]



UAS To URI ( tel: URI)
To UAS
[RECOMMENDED] UAS 403
[SHOULD]
Request-URI UAS Request-URI UAS
UAS 416(Unsupported URI Scheme)

[SHOULD] UAS
UAS 404(Not Found)

Request-URI

[SHOULD] address-of-record (AOR)
REGISTER UA Request-URI
Request-URI
UA Contact
8.2.2.2 (Merged Requests)
To UAS
[MUST] From Call-ID CSeq
(17.2.3 ) UAS 482(Loop Detected)
[SHOULD]
( JUAS 1
UAS
482(Loop Detected)

8.2.2.3 Require

UAS Require

( )

Require UAS UAC

SIP UAS UAC Require
20.32 Require option-tag UAS
420(Bad Extension) [MUST]
UAS  Unsupported Require
[MUST]
Require  Proxy-Require SIP  CANCEL 2xXX ACK
[MUST NOT]
[MUST]
2XX ACK Require  Proxy-Require
[MUST]
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UAC->UAS:  INVITE sip:watson@bell-telephone.com SIP/2.0
Require: 100rel

UAS->UAC:  SIP/2.0 420 Bad Extension
Unsupported: 100rel

(interaction)
( )
(call handling field)
8.2.3 (Content Processing)
UAS UAS
(Content-Type )
(Content-Language ) (Content-Encoding )
optional (Content-Disposition ) UAS
415(Unsupported Media Type) [MUST]
UAS
Accept [MUST] UAS
UAS
Accept-Encoding [MUST] UAS
UAS Accept-Language
[MUST]
7.4 20.11
20.15
8.24 (Applying Extensions)
UAS
Supported [MUST NOT]
SIP
[SHOULD]
421(Extension Required) [MAY]
Require
[MUST]
[NOT RECOMMENDED]
421 Require
[MUST] Supported
[MUST NOT] Require
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standards track RFC

8.25 (Processing the Request)
UAS
10 REGISTER 11 OPTIONS 13 INVITE 15
BYE
8.2.6 (Generating the Response)
UAS
UAS
8.26.1 (Sending a Provisional Response)
UAS INVITE
(provisional response) [SHOULD NOT] UAS
INVITE (Final response)
[SHOULD]
100(Trying) Timestamp
100(Trying) [MUST]
UAS Timestamp delay [SHOULD]
[MUST]
8.2.6.2 (Headers and Tags)
From From [MUST]
Call-ID Call-ID
[MUST] CSeq CSeq
[MUST] Via Via
[MUST] [MUST]
To To
[MUST] To
To URI To URI
[MUST] UAS To
[MUST](100(Trying) [MAY])
ID UAS
( )
[MUST]( 100(Trying) ) 19.3
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827 UAS
UAS
UAS
UAS
UAS
26.1.5
UAS
0 UAS
NOT]
0 UAS
0 UAS ACK
0 UAS CANCEL
0 To
[MUST](
19.3
UAS
8.3 (Redirect Servers)

(Stateless UAS Behavior)

UAS
UAS

UAS
UAS

UAS

(provisional response)(1xx)

[MUST NOT]

[MUST]

[MUST]

UAS

URI

51

UAS

[MUST

URI



10 ) URI URI
SIP CANCEL
3xx (Final response) well-formed  CANCEL
2XX [SHOULD] SIP
SIP
3XX Contact
( ) Contact expires
Contact
Contact URI
301(Moved Permanently)
302(Moved Temporarily)
SIP UbP TCP( )
Request-URI  URI URI
[MUST NOT] URI
URI [MAY] 404 [MAY]
Contact [MAY]
PSTN SIP
Contact SIP URI
URI FAX irc URI(
) mailto: (RFC2368 [32]) URL 26.4.4
SIPS URI SIPS URI
Contact expires URI expires
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URI

3600
RFC2543
3600
( Require
)
[MUST]
(Canceling a Request)
UA CANCEL
CANCEL
UAS
CANCEL UAS
CANCEL
INVITE INVITE
UAS( INVITE (Final response)
(487) INVITE
CANCEL
UAC INVITE  CANCEL 16.10
CANCEL CANCEL
9.1 (Client Behavior)
CANCEL INVITE
INVITE INVITE
(race condition)
CANCEL CANCEL
Call-ID To Cseq From
[MUST] CANCEL
Via Via
CANCEL

(9.2
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Expires

[SHOULD]

(Final response)

CANCEL

15
CANCEL

[SHOULD NOT]

CANCEL

Request-URI

[MUST]



CSeq CANCEL [MUST]
@ar )
Route CANCEL Route
[MUST]
CANCEL
CANCEL Require Proxy-Require
[MUST NOT]
CANCEL (
) ( )
[SHOULD]
(provisional response) CANCEL
[MUST NOT] (provisional
response) [MUST] (Final
response) CANCEL (Final response)
(no-op) CANCEL
[SHOULD NOT] CANCEL CANCEL
CANCEL
CANCEL
[MUST]
CANCEL
CANCEL
CANCEL
UAC
487(RequestTerminated) (RFC2543 UAS
) (Final
response) 64*T1 (T1 17.1.1.1 )
[SHOULD]
[SHOULD]
9.2 (Server Behavior)
CANCEL TU TU
CANCEL CANCEL ACK
17.2.3
CANCEL
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UAS CANCEL
16.10
UAS 8.2 UAS CANCEL
CANCEL Authorization
CANCEL
Require
CANCEL UAS
CANCEL 481(Call Leg/Transaction Does NotExist) [SHOULD]
CANCEL UAS
(Final response)
(Final response) CANCEL
UAS (Final response)
INVITE UAS INVITE 487(Request Terminated)
[SHOULD] CANCEL
CANCEL
CANCEL 200(0K) CANCEL
To To [SHOULD]
8.2.6 CANCEL
(Registrations)
10.1 (Overview)
SIP (discovery capability)
SIP
SIP
SIP
SIP URI SIPS URI(
sip:bob@Biloxi.com) URI(

sip:bob@engineering.Biloxi.com)

URI

Request-URI  address-of-record(AOR)

CANCEL

address-of-record(AOR)  URI
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UAS

UAS



address-of-record(AOR)
address-of-record(AOR)
address-of-record(AOR)
address-of-record(AOR)  URI

Bob
SIP UA

UAS  REGISTER

REGISTER
2
2 2 UA
SIP
[MUST]
[MUST] SIP
[MAY]
10.2 REGISTER (Constructing the REGISTER Request)
REGISTER REGISTER
address-of-record(AOR)
address-of-record(AOR) (third-party)
address-of-record
REGISTER REGISTER 8.1
17.1 UAC
REGISTER UAC  REGISTER 8.1
Route [MAY] Record-Route
REGISTER
[MUST] UAC  REGISTER Record-Route
/ [MUST NOT]
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Contact REGISTER [MUST]
Contact [MAY]

Request-URI :
Request-URI ( : sip:chicago.com)
SIP URlI  userinfo @ [MUST NOT]

To:
To Adress-of-Record

To Request- URI
address-of-record (AOR) SIP URI SIPS URI [MUST]

From:
From address-of-record(AOR)

(third-party) To

Call-ID:
UAC Call-ID

[SHOULD]

Call-ID REGISTER

CSeq:
CSeq REGISTER UA Call-ID REGISTER
CSeq 1 [MUST]

Contact:
REGISTER Contact
[MAY]

UA (Final response)

REGISTER ( Contact
) [MUST NOT]
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bob

ot
| UA |
(I
S S—
I
I3) INVITE
| carol@chicago.com
chicago.com Fomm + v
Fomm e + 2)Store|Location|4)Query +----- +
|Registrar|=======>] Service|<=======|Proxy|sip-chicago.com
S S + tommmemm o +=======>t oo +
A 5)Resp |
I I
I I
1)REGISTER] |
I I
[ —— |
| VA |<——--———— e +
cube2214a| | 6) INVITE
+-———t carol@cube2214a.chicago.com
carol
2: REGISTER
Contact REGISTER
action:
RFC2543 action UAC action
[SHOULD NOT]
expires:
expires UA
Expires
2%2-1(4294967295 136 ) 2%2-1
[MAY] 3600
[SHOULD]
10.2.1 (Adding Bindings)
REGISTER address-of-record(AOR) SIP
[SHOULD] ( ) address-of-record(AOR)
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REGISTER To

Contact SIP SIP URI
SIPS URI ( sip:carol@cube2214a.chicago.com) URI
[MAY] SIP UA (tel UBRL  RFC2806 o1 E
(mailto: URL RFC2368 [32]) address-of-record(AOR) Contact

Carol (address-of-record(AOR) sip:carol@chicago.com) chicago.com
chicago.com Carol
address-of-record(AOR) SIP

[VAY] REGISTER

2XX address-of-record(AOR)
Contact
REGISTER To address-of-record(AOR)  SIPS URI
Contact SIPS URI [SHOULD] SIPS
address-of-record(AOR) SIPS URI (
) SIP URI
TLS SIP
UA
10.2.1.1 Contact (Setting the Expiration Interval of Contact Addresses)
REGISTER
[MAY](10.3
)
Expires
Contact expires REGISTER
expires Contact
REGISTER
10.2.1.2 Contact (Preference among Contact Assresses)
REGISTER Contact UA Contact
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URI To address-of-record(AOR)

Contact q q
address-of-record(AOR) Contact
16.6
10.2.2 (Removing Bindings)
10.2.1
UA REGISTER 0
UA [SHOULD]
REGISTER Contact * Expires
0 [MUST NOT]
Contact * UA address-of-record(AOR)
10.2.3 (Fetching Bindings)
REGISTER (success response) Contact
REGISTER
Contact
10.24 (Refreshing Bindings)
UA UA
[SHOULD NOT]
200(0K) Contact
UA 19.1.4 UA
UA expires
( )Expires UA
REGISTER
UA REGISTER [MAY]
UA Call-ID [SHOULD]
[SHOULD]
10.2.5 (Setting the Internal Clock)
REGISTER Date
[MAY]
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10.2.6 (Discovering a Register)

UA 3
address-of-record(AOR)

UA
UA Request-URI address-of-record(AOR)
( [4D
[SHOULD] “ sip:carol@chicago.com” UA
UA
SIP sip.mcast.net(1Pv4
1Pv6
SIP UA
[MAY]( [331 )
LAN
10.2.7 (Transmitting a Request)
REGISTER

REGISTER 8.1.2

REGISTER

UAC

10.2.8 (Error Responses)

UA  423(Interval Too Brief) UA

423(Interval Too Brief)
[MAY]

10.3 REGISTER (Processing REGISTER Requests)

REGISTER

8.2 17.2

B6XX

REGISTER
REGISTER
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REGISTER “

SIP

sip:chicago.com”

224.0.1.75)

UAC

[SHOULD NOT]

REGISTER

Min-Expires

UAS

REGISTER
[MUST NOT]

[VAY]



302(Moved Temporarily)

REGISTER Record-Route
[MUST] REGISTER
Record-Route [MUST NOT]
REGISTER Record-Route
(
) REGISTER
[MUST] REGISTER (atomically) [MUST]
REGISTER
REGISTER
[MUST]
REGISTER
1. Request-URI
Request-URI
16
[SHOULD]
2.
8.2.2 UAS Require
[MUST]
3. UAC [SHOULD] SIP
22 SIP
From [MAY]
4. address-of-record(AOR)
[SHOULD]
address-of-record(AOR)
403(Forbidden)
[MUST]

(third-party)
address-of-record (AOR)
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To address-of-record(AOR)
address-of-record(AOR)  Request-URI

404(Not Found) [MUST]

URI (canonical form) [MUST]
(user-param ) URI [MUST]

[MUST]
Contact
Contact
* Expires Contact
Contact

400(Invalid Request)

[MUST] Call-ID
[MUST]
CSeq
[MUST]
[MUST]
Contact
- expires
[MUST]
- Expires
[MUST]
[MUST]
[MAY]
(AND)1 (AND)
423(Interval Too Brief)
[MAY]
Min-Expires [MUST]

(registration interval)
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follow-me

URI

Call-ID Call-ID
Call-ID
[MUST] Call-ID
CSeq CSeq
[MUST]
[MUST]
UA
Call-ID CSeq
(
)[MUST] (
500 (Server Error) [MUST]
[MUST]
8. 200(0K)
Contact [MUST] Contact
expires
[MUST] Date [SHOULD]
(Querying for Capabilities)
SIP OPTIONS UA UA
(without ringing)
CODEC
INVITE UAS
Require Supported
UAS  OPTIONS
UA  OPTIONS [MUST]
OPTIONS Request-URI UA SIP
Request-URI OPTIONS Request-URI
REGISTER
Max-Forwards 0 OPTIONS
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Request-URI [MAY]

HTTP/1.1 Max-Forwards
OPTIONS traceroute
UA OPTIONS
OPTIONS
[MAY]
11.1 OPTIONS (Construction of OPTIONS Request)
OPTIONS 8.1.1 SIP
OPTIONS Contact [MAY]
UAC Accept
[SHOULD] UA ( SDP(application/sdp))
OPTIONS Request-URI
OPTIONS
OPTIONS
OPTIONS

OPTIONS sip:carol@chicago.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9nG4bKhjhs8ass877
Max-Forwards: 70

To: <sip:carol@chicago.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 63104 OPTIONS

Contact: <sip:alice@pc33.atlanta.com>

Accept: application/sdp

Content-Length: 0

11.2 OPTIONS (Processing of OPTIONS Request)
OPTIONS 8.2.6 SIP
INVITE
[MUST] UAS 200(0K) UAS
486(Busy Here) OPTIONS UAS
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UAS  INVITE

OPTIONS 200(0K)
OPTIONS OPTIONS INVITE
INVITE 200(0K)
OPTIONS 200(0K) INVITE
16.7
OPTIONS
200(0K)
Allow Accept Accept-Encoding Accept-Language Supported OPTIONS
200(0K) [SHOULD]
Allow
[SHOULD] Contact 200(0K) [MAY] 3xx
(semantics)
Warning [MAY]
[MAY] OPTIONS Accept
(Accept application/sdp )
UAS
[SHOULD] application/sdp
[13]
UAS OPTIONS (11.1 ):

SIP/2.0 200 OK

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9nG4bKhjhs8ass877
;received=192.0.2.4

To: <sip:carol@chicago.com>;tag=93810874

From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-1D: a84b4c76e66710

CSeq: 63104 OPTIONS

Contact: <sip:carol@chicago.com>

Contact: <mailto:carol@chicago.com>

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE

Accept: application/sdp

Accept-Encoding: gzip

Accept-Language: en

Supported: foo
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Content-Type: application/sdp
Content-Length: 274

(SbpP )
(Dialogs)
2 SIP
SIP
UA
UA Call-ID
UA ID
UA
(opaque token)
ID To tag
ID SIP
UAC ID  Call-ID
To tag
(
ID Call-ID Call-ID
tag To
ID (VA
) ( UA
) URI URI secure
( URI )
early 2XX
confirmed
early
121 (Creation of aDiaog)
( INVITE )To tag 2XX
early early
[MAY] 13 INVITE
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8
ID
UA
ID
UAC UAS
Call-ID
From tag
) UAS
From
tag

(provisional response)

(Final response)

101 199

(non-final response)



UA ID [MUST]
12.1.1 UAS (UAS behavior)
UAS ( INVITE 2XX)
UAS Record-Route
[MUST](UAS URI  URI
Record-Route ) [MUST]
UAS Contact [MUST] Contact
UAS (INVITE 2XX ACK
) URI IP
FQDN Contact URI  SIP URI SIPS URI
[MUST] ( )Request-URI
Record-Route SIPS URI
Record-Route Contact
Contact SIPS URI [MUST] URI
[SHOULD]( URI )
INVITE Contact URI
UAC
UAS
[MUST]
TLS Request-URI  SIPS URI secure TRUE
URI
Record-Route URI [MUST]
Record-Route
[MUST]
pre-existing Contact
URI [MUST]
CSeq
[MUST] [MUST] ID
(call identifier) Call-ID [MUST]
ID ( tag ) To
tag [MUST] ID
From tag [MUST] UAS From tag
[MUST] tag
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From tag RFC2543
URI From URI [MUST] URI To
URI [MUST]
12.1.2 UAC (UAC behavior)
( INVITE) UAC Contact
( SIP URI
SIP SIPS URI [MUST] SIPS URI
Request-URI Route Contact SIPS URI
[MUST]
UAC
[MUST]
TLS Request-URI  SIPS URI secure TRUE
URI
Record-Route URI [MUST]
Record-Route
[MUST]
pre-existing Contact
URI [MUST]
CSeq
[MUST] [MUSTI( UA
) 1D (call identifier)
Call-ID [MUST] ID
From tag [MUST] 1D
To tag [MUST]
UAC To tag [MUST]
tag
To tag RFC2543
URI To URI [MUST] URI From
URI [MUST]
12.2 (Requests within a Dialog)
2 UA
[MAY] UA UAC
UA UAS
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UA

Record-Route Contact [MAY]
URI
URI
URI INVITE
re-INVITE(14 )
ACK (NOT)
URI
Record-Route RFC2543
12.2.1UAC (UAC Behavior)
12211 (Generating the Request)
To URI URI
[MUST] To tag ID
[MUST] From URI URI
[MUST] From tag 1D
[MUST] tag To
[MUST] Null tag From
[MUST]
To From URI
URI RFC2543
tag
(mid-dialog request) To From URI
Call-ID Call-ID [MUST]
CSeq 1 )
[MUST]( ACK  CANCEL
)
1 [MUST] CSeq
[MUST] 8.1.1.5

[MUST] CSeq
[MUST]
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32 1 1
136
0
32
31 (31 most significant bits)
UAC Request-URI  Route
UAC  Request-URI URI [MUST]
UAC Route [MUST NOT]
URI Ir (19.1.1 ) UAC
Request-URI URI [MUST] (
) Route [MUST]
URI  Ir UAC
URI Request-URI Request-URI
[MUST] UAC ( )
Route [MUST] UAC Route
URI [MUST]
sip:user@remoteua
<sip:proxyl>,<sip:proxy2>,<sip:proxy3;lr>,<sip:proxy4>
Request-URI  Route
METHOD sip:proxyl
Route: <sip:proxy2>,<sip:proxy3;lr>,<sip:proxy4>,<sip:user@remoteua>
URI Ir
Request-URI Route RFC2543
Route Request-URI
Request-URI (
Request-URI )
UAC Contact
[SHOULD] URI
[SHOULD] secure TRUE URT  SIPS URI
[MUST] 12.2.2 Contact
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URI UA
UA
URI
8.1.1
B.1.2 )
8.1.2 Route Route
Request-URI
(
)
12212 (Processing the Responses)
UAC
408(Request Timeout)
3xx UAC
8.1.3.4
UAC Route
2XX UAC
URI Contact ( ) URI
[MUST]
481(Call/Transaction Does NotExist)
408(Request Timeout) UAC [SHOULD]
UAC [SHOULD](
TU )
INVITE BYE
1222 UAS (UAS Behavior)
(atomic)
UAS
INVITE
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UAS
UAS

8.2
UAS

To
UAS

To tag

UA

UAS

481(Call/Transaction Does Not Exist)

( OPTIONS
[MUST]
[SHOULD]
UAC
UAS
Contact

[MUST]

tag
( UAS
UAS
[MAY]
RTP
)
[MUST]
2
CSeq
UAS
[MUST]
CSeq
URI(
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To
(dialog identifier)

To tag )
To tag
To tag

CSeq

CSeq

tag

(mid-dialog request)

YUAS
UAS

UAS

500(Serverinternal Error)

UAC
CSeq

CSeq
UAS

CSeq

UAS

URI
[MUST]



12.3 (Termination of a Dialog)

2XX (Final response)
(provisional response) early
confirmed
BYE 15
(Initiating a Session)
131 (Overview)
(
) INVITE INVITE
UAS
UAS
UAS  2xx
( )
3xx  4xx  5xx 6xX (Final
response) UAS UAC
(provisional response)(1xx)
(provisional response) UAC 2XX
2XX (Final response) INVITE
(Final response) INVITE
(OPTIONS ) (Final response)
UAC (Final response) ACK
ACK 300 699 (Final
response) ACK 7 )
2XX ACK  UAC
INVITE 2XX INVITE UA  2xx
UA (INVITE )
UA 2XX 2XX
INVITE INVITE UA  ACK
CANCEL BYE [MUST]
13.2 UAC (UAC Processing)
1321 INVITE (Creating the Initial INVITE)
INVITE 8.1.1 INVITE
Allow (20.5 ) [SHOULD] INVITE UA

INFO
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( [341) UA INFO Allow
[SHOULD]
Supported (20.37 ) INVITE [SHOULD] UAC
Accept (20.1 ) INVITE [MAY] UA
INVITE
Content-Type Accept
UAC Expires (22.19 ) [MAY]
Expires INVITE
9 UAC INVITE CANCEL [SHOULD]
UAC Subject (20.36 ) Organization (20.25 )
User-Agent (20.41 ) [MAY]
INVITE
UAC  INVITE [MAY] 8.1.1.10
( Content-Type)
Content-Disposition session SIP UA
(offer) /
( ) ( CODEC
) (answerer) UA
(Offerer)
SIP INVITE /
/ /
(
) SIP
INVITE ACK
INVITE
o INVITE ( JUAS UAC
[MUST] 2XX
(Final response)
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0 INVITE UAS UAC INVITE

[MUST]
INVITE 2XX
(provisional response)
[MAY] UAC [MUST]
INVITE
[MUST]
0 UAS UAC
(acknowledgement) [MUST](
2XX ACK)
0 UAC
[MAY]
[ : "received” "sent”
SIP WG ]
o UAS INVITE
[MUST NOT]
UAS
UA 2 (exchanges)
INVITE 2xx ( 1xx )
2XX ACK INVITE
2 [MUST]
(SDP) (RFC2327 1D
[MUST]
[13] [MUST]
/ Content-Disposition
session INVITE  ACK
( INVITE (Content-Disposition: render) ACK
(Content-Disposition: session))
Content-Disposition Content-Type application/sdp
disposition session Content-Type render
INVITE UAC (8
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) UAC

13.22 INVITE (Processing INVITE Responses)
INVITE  INVITE UAC INVITE
INVITE
TU 408(Request Timeout) (8.1.3
)
13.2.2.1 Ixx (Ixx Responses)
(Final response) 1
(provisional response) INVITE
(provisional response) early (provisional
response) To tag ID
12.1.2
early INVITE UAC
(provisional response)
early (
(provisional response) Allow early
)
13.2.2.2 3xx (3xx Responses)
3xX Contact
3xx (1.3 ) UAC
[MAY]
13.2.2.34xx 5xx 6xX (4xx, 5xx and 6xx Responses)
INVITE 2xXX (Final response) 4xx
5xx 6xX
Contact (Final
response) ( ) [MUST]
early 2XX (Final response)
2XX (Final response) UAC INVITE
INVITE ACK
ar )
13.2.2.4 2xx (2xx Responses)
INVITE 2XX UAC
To tag

e



2XX

confirmed [MUST] 12.2.1.2
12.1.2 confirmed
( )
RFC2543
2XX Ixx
(mid-dialog request)
UAC 2XX ACK
[MUST] ACK CSeq
(12 ) CSeq
(Acknowledged) INVITE [MUST]
[MUST] ACK  INVITE
ACK
UAC ACK
BYE [MUsT]
ACK
[4]
ACK 2XX
ACK
UAC 2XX 64*T1 INVITE
established early
UAC INVITE
INVITE 2XX (acknowledge)
UAC 15 BYE
[MUST]
13.3 UAS (UAS Processing)
13.3.1 INVITE (Processing of the INVITE)
UAS INVITE UAS
UAS

78

2XX

[MUsT]

[MUST]

Record-Route

early

CSeq ACK
[MUST] 2xx (

[MUST] 2xx

UAC ACK
(Final response)

[MUST]

2XX

UAC

8.2



1. Expires INVITE UAS

UAS (Final response)
487(Request Terminated) [SHOULD]
2. (mid-dialog request) 12.2.2
14
3. To tag
UAS (
JUAS
12.2.2
INVITE
INVITE UAS
INVITE
UAS
[MAY] SDP  origin(o) 1D
UAS INVITE (silently accept) [MAY](
2XX )
INVITE UAS UAC  UAS
UAS UAC
[MUST] INVITE 2XX
UAS
UAS 8.2.6
13.3.1.1 (Progress)
UAS UAC (
) 101 199 (provisional response)
(provisional response) early 8.2.6
12.1.1 UAS (provisional response)
[MAY] ID

[MUST]
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UAS  INVITE

(extension)

3
UAS 100 (provisional response) (
(provisional response) ) [MUST]
PSTN INVITE
(IVR)
13.3.1.2INVITE (The INVITE is Redirected)
UAS 3xX 300(Multiple Choices)
301(Moved Permanently) 302(Moved Temporarily)
URI Contact [SHOULD]
INVITE
13.3.1.3INVITE (The INVITE is Rejected)
486(Busy Here) [SHOULD]
UAS 600(Busy Everywhere)
[SHOULD] UAS
INVITE
INVITE UAS 488(Not Acceptable Here)
[SHOULD] Warning
[SHOULD]
13.3.1.4INVITE (The INVITE is Accepted)
UAS 2XX 8.2.6
12.1.1
INVITE 2XX Allow Supported
[SHOULD] Accept [MAY]
UAC  UAS
INVITE UAS 2XX
[MUST] INVITE UAS
2xXX [MUST]
INVITE
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INVITE (Final response)
ACK
2XX T1
2 (1 T2 17
ACK
2XX UAS  UAC UbP
UAS
ACK 2XX 64*T1
(confirmed) [SHOULD] 15
BYE
(Modifying an Existing Session)
INVITE (13 ) / 2
12
(
)
INVITE
INVITE re-INVITE
re-INVITE
UA
[NOT RECOMMENDED]
[SHOULD]
re-INVITE  BYE
UA  BYE
141 UAC (UAC Behavior)
INVITE / (13.2.1
UAC

INVITE
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T2
)
URI
re-INVITE  BYE
) re-INVITE
UAC



re-INVITE [MAY] re-INVITE
( 2xXX )
(offerer) [SHOULD]
re-INVITE To From Call-ID CSeq Request-URI 12
UAS re-INVITE UAC  Alert-Info
alert Content-Disposition [MAY]
INVITE re-INVITE
(Final response) re-INVITE
UA Request-URI (
Address-of-Record(AOR) )
INVITE UAC INVITE
[MUST NOT]
1. INVITE U INVITE
Completed Terminated
[MUST]
2. INVITE TU INVITE
confirmed Terminated [MUST]
UA  INVITE
[MAY] UA INVITE
[MAY]
UA  re-INVITE 2XX (Final response) re-INVITE
[MUST]
12.2.1.2 2XX 481(Call/Transaction Does Not Exist)
408(Request Timeout) re-INVITE ( INVITE
) UAC
UAC  re-INVITE 491 UAC T
[SHOULD]
1. UAC ID Call-ID ( UAC
) T 2.1 4 10
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2. UAC ID Call-ID T O 2 10
UAC  re-INVITE
[SHOULD] BYE re-INVITE
re-INVITE re-INVITE 2XX ACK
INVITE (13.2.1 )
142 UAS (UAS Behavior)
13.3.1 re-INVITE INVITE
re-INVITE
2 INVITE CSeq INVITE
(Final response) UAS 2 INVITE 500(Server
Internal Error) [MUST] O 10
Retry-After [MUST]
INVITE INVITE
UAS INVITE 491 (Request Pending)
[MUST]
UA re-INVITE
( )
[MUST] UAS
[MUST]
/
UAS  re-INVITE 488(Not Acceptable Here)
Warning
[SHOULD]
UAS  2xx ACK UAS
BYE [SHOULD]
UAS  re-INVITE 180(Ringing) [MAY]
UAC UAS  re-INVITE
Alert-Info " alert” Content-Disposition
[MAY]
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(INVITE )2xx UAS SDP
[13]
UAS [SHOULD]
UA
[SHOULD] UAS
[MUST]
UAC UAC
[SHOULD] BYE
(Terminating a Session)
SIP
INVITE UAS
Ixx 2XX /
(
) INVITE 2XX (Final response)
( )
( ) 2XX
(Final response) INVITE
BYE
UA BYE
[SHOULD] UA
BYE [MUST NOT] UA  confirmed early
BYE [MAY] UA  confirmed BYE
[VAY]  early BYE [MUST NOT]
UA 2XX ACK
confirmed BYE [MUST
NOT] SIP
BYE
INVITE 2XX (Final response)
CANCEL CANCEL  INVITE 2XX ( 487)
UAC (call attempt) UAC  CANCEL
INVITE 2Xx (Final response)( )
CANCEL UAS UAC  2xx
[MAY] BYE [MAY]
(haging up) SIP
INVITE
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(Final response) CANCEL

response) confirmed BYE UA
BYE 2XX
ACK BYE ACK
ul 403(Forbidden)
BYE
15.1 BYE (Terminating a Session with a BY E Request)
1511 UAC (UAC Behavior)
BYE 12
BYE UAC INVITE
BYE UAC  BYE
(
481(Call/Transaction Does Not Exist) 408(Request Timeout)
BYE (
) UAC
1512 UAS (UAS Behavior)
UAS 8.2 UAS BYE
UAS
UAS 481(Call/Transaction Does Not Exist)
[SHOULD]
UAC tag BYE tag
RFC2543
BYE UAS
12.2.2 [MUST] UAS
[SHOULD] ( )
UAS
2xXx [MUST]
[MUST]
UAS
[MUST] 487(Request Termin
[RECOMMENDED]
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(Final

[MUST]

[MUST]

BYE

BYE

BYE

ated)

BYE

BYE



(Proxy Behavior)

16.1 (Overview)

SIP SIP

SIP

UAS
[MUST]
)
)
100
[MAY]

CANCEL

[
UAS
[VAY]
8.2
(
[MAY]
[MUST]
(TCP
[MAY]
( U
)

[SHOULD NOT]
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[MUST]

TCP
[MAY](



16.2 (Stateful Proxy)

SIP
17
«c3 )
17
8.2.6
UAS
Trying) INVITE
[SHOULD NOT]
(
[MUST]
1. (16.3 )
2. (16.4 )
3 ( )
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[MUST](
100(Trying)

100



16.3

(8.2

o 01 B~ W N

S — +
| |+t
I I1cl
I (N
| | +-mmt
+-——+ | Proxy | +---+ CT =
| S| | "Higher" Layer | 1C|
I T11 1171 sT=
=+ | | +--—-+
| | e
I I1cl
I (I
| |+t
o +
3:
(16.6 )
(6.7 )
(Request Validation)
URI
Max-Forwards
( )
Proxy-Require
Proxy-Authorization
) [MUST]
[MUST NOT]

8.2.2.2

[MUST]
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[MUST]

wel 1-formed



well-formed [MUST]

wel I-formed

[SHOULD]
Date
Date
[MUST NOT]
2. URI
Request-URI URI
416(Unsupported URI Scheme) [SHOULD]
3. Max-Forwards
Max-Forwards (20.22 ) SIP
Max-Forwards
0 Max-Forwards
() Max-Forwards
[MUST NOT] OPTIONS
11 [MAY]
483(Too many hops) [MUST]
4.
[MAY]
sent-by Via
16.6 8
branch Via
[MAY]
482(Loop Detected) [MAY]

5. Proxy-Require
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Proxy-Require

Proxy-Require

(20.29 ) 420(Bad Extension)
[MUST]
Unsupported(20.40 ) [MUST]

6. Proxy-Authorization

22.3
[MUST] 22.3
16.4 (Route Information Preprocessing)
Request-URI [MUST] Request-URI
Record-Route (16.6 4 )
Request-URI  Route Route
[MUST]
[MUST]
( )
Request-URI (12.2.11 )
Record-Route URI
URI
URI
Request-URI  maddr
[MUST] Request-URI
maddr Request-URI  (
) maddr
[MUST]
maddr URI

Route

[MUST]
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16.5 (Determining Request Targets)

( )
URI
Request-URI  maddr
Request-URI [MUST] 16.6 [MUST]
Request-URI
Request-URI [MUST]
(16.6 ) [MUST]
(HTTP
)
Request-URI
[MAY]
SIP
Request-URI
Request-URI
10.3 (canonicalized) [MUST]
Request-URI
485(Ambiguous) [SHOULD]
URI Contact [SHOULD] sip:John.Smith@company.com
INVITE John Smith
(ambiguous) 21.4.23

[MAY]
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URI

URT  (URI
)
[MUST NOT]
Request-URI
[MUST NOT]
URI Request-URI
URI 3xx
416
Request-URI
[MAY]
[MAY] (3xx)
( SIP )
[SHOULD]
[SHOULD] URI 2
[MUST NOT]
URI 1
URI URI(request URI)
no-op 16.6
6 SIP SIPS URI
Route
Request-URI 404(Not Found)
[MUST]
[MUST] 480(Temporarily Unavailable) [SHOULD]
16.6 (Reguest Forwarding)
[MAY]
[MAY]
[MAY]
[MAY]

92



Contact gvalue
(20.10 ) gvalue

gvalue

(response context)

Request-URI
Max-Forwards

Record-route

Via

© 00 N oo o b~ W N -

Content-Length

=
= o
o

[MUST]
[MUST NOT]
[SHOULD]
[MUST NOT](7.3.1 )
[MUST NOT]
2. Request-URI
Request-URI URI
[MUST] URI  Request-URI
[MUST]
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Request-URI

(no-op)
3. Max-Forwards
Max-Forwards 1

[MUST]

Max-Forwards
[MUST] 70 [SHOULD]

UA Max-Forwards

4. Record-Route

) Route

Record-Route

Record-Route [MUST]

Route

Record-Route
[SHOULD] 12

Record-Route

Record-Route

Record-Route [MAY]
Route Record-Route
12
Record-Route
Record-Route
Record-Route URI SIP URI SIPS URI
[MUST] URI Ir [MUST](19.1.1 ) URI
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[MUST]
)Route
SIPS URI

(
URI
SIP
URI TCP ubp
Record-Route
( )
URI Route
Record-Route
TLS
( 6
[MUST]
Record-Route
URI

[MUST] (

Record-Route

Record-Route

INVITE 200(0K)

)Record-Route

Record-Route

Request-URI

[SHOULD NOT]

URI [4]
sIP
( 6
URI  SIPS URI
TLS

Record-Route

URI

)16.7

[MAY]

URI

SIP

[MUST] Request-URI  SIPS
)SIPS URI
[MUST]
Record-Route

Request-URI

SIPS URI
8 URI
[MAY]

(

(dialog semantics)

[SHOULD]

URI
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[MAY]

Record-Route

Record-Route

Record-route

Record-Route
INVITE
[MAY]

( WRI Ir

URI
[MUST]

Route Route

[MUST NOT]
Route
Request-URI
[MUST]

Route

[MUST] URI Ir
[MUST]
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SIPS URI

[MAY]
[MAY]
URI [MUST NOT]
12
record-route
SIP
[MAY]
[MAY]
[MUST]
URI
) Route
[MUST] Route
Route
10
Route
[MAY]
TLS
URI



- Route

[MUST]

Request-URI
Request-URI

Route

Route

Request-URI

Route

Request-URI

P
[MUST NOT]

Route

[4]

Request-URI

Route

[MUST]

[MUST]
Request-URI
(tuples)( )
URI Request-URI
URI SIPS URI
[MUST]
[41
[MUST]
8 10
[MUST]
8 Via
[MUST]
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Request-URI

Request-URI Route
[MUST] Route

[NOT RECOMMENDED]

Route
URI  Request-URI
IP
[MAY]
( )
[41
branch
branch



408(Request Timeout) (Final

response)
8. Via
Via Via
[MUST] 8.1.1.7
branch
branch
branch
branch
2 branch
[SHOULD] 8.1.1.7
[MUST] 2
branch
( Route Proxy-Require Proxy-Authorization
) [SHOULD]
(16.3 ) (
Proxy-Require  Proxy-Authorization )To tag From
tag Call-ID ( )Request-URI Via
CSeq
16 MD5 (RFC 1321 [35])
(Baseb4 )
branch
Request-URI (admission)
[MUST]
branch [MUST NOT] CANCEL
ACK ( 2xx )
branch [MUST] branch
(17.2.3 9.2 )
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9. Content-Length

Content-Length

Content-Length [MUST](20.14 )
10.
17.1
7
[MUST]
11. o
INVITE (Final response)
U C C INVITE
[MUST] c 3 [MUST] 16.7 2
(provisional response)
16.8
16.7 (Response Processing)
( 17.1.3)
( ) ( )
[MUST]
(
)
INVITE 2XX
[MUST]
1.
2. (provisional response) C
3. Via
4.
5.
6. (Final response)

(Final response)
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[MUsT]

2
(provisional response) (Final response)
7.
8. Record-Route
9.
10. CANCEL
1.
16.6

2. (provisional response) C

INVITE 101 199( 100

) (provisionalresponse)

C [MUST] C
[MAY] 3 [MUST]
3. Via
Via
Via
[MUST NOT]
8.1.3 UAC
( )
10 CANCEL

4.

(Final response)

(Final response)

(Final response)

3xX
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(recurse)

[MUST]
Request-URI  SIPS URI SIPS URI
[SHOULD NOT] 3xXx
[SHOULD NOT]
3xx SIP URI SIPS URI SIP URI
SIP URI SIPS URI (Final
response)
Request-URI SIP (
SIP SIPS )(
SIP SIPS ) 416(Unsupported URI Scheme)
URI
[SHOULD] URI SIP URI SIP URI [SHOULD]
tel URL tel URL  telephone-subscriber SIP URI
tel URL
SIP URI 19.1.6
3xx SIP URI SIPS URI 416
416 [SHOULD NOT]
(Final response)
[MUST]
- 100(Trying) (provisional response)
- 2XX
6XX
10
[SHOULD] branch [MUST
NOT]
BXX RFC2543 INVITE
2XX branch
2XX
2XX 6XX
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UAC 6XX

487
CANCEL 6xX
(Final response)
[MUST]
- INVITE 2XX
[MUST NOT]
100(Trying) [MUST
NOT]
Record-Route
[MUST]
INVITE
(Final response) INVITE
2XX 2XX
(Final response)
(Final response) [MUST]
(Final response) [MUST]
(Final response)
408(Request Timeout) [MUST]
[MUST] 6XX
[MUST] 6xx
[SHOULD] [MAY]
[SHOULD] 4xX 401 407 415 420
484 503(Service Unavailable)
503
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[SHOUL NOT] 503

503 Request-URI
503 500
[SHOULD]
Record-Route [MUST]
4 503 407 501
404 407(Proxy Authentication Required)
1xx 2XX To tag
To tag
UAC To tag
Ixx 2XX To tag [MUST NOT]
Ixx 2Xx To tag [MUST NOT]
To tag Ixx To
tag 100 (provisional
response)
UAS UAS early
(provisional response) UAS
UAS
3-6xx 3-6xx
UAS To tag
3-6xx To tag
[SHOULD]
To tag To tag
[MUST NOT]
3-6xx To tag
tag
To tag
To tag

401(Unauthorized) 407(Proxy Authentication Required)
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3xX Contact

401(Unauthorized) 407(Proxy Authenti cation Required)

401(Unauthorized) 407(Proxy Authentication Required)

WWW-Authenticate Proxy-Authenticate
[MUST]
401(Unauthorized) 407(Proxy Authentication Required)
WWW-Authenticate (AND)Proxy-Authenticate
26
8. Record-Route
Record-Route
[MAY]
URL( )
TLS TLS
Record-Route URI  SIPS URI [MUST]
TLS TLS Record-Route
URT  SIP URI [MUST]
URI Record- Route
URI (16.6 4 )
[MUST]
( )
URI
[SHOULD NOT]
Record-Route
Record- Route
(iteration) Record-Route
(
(iteration) ) Record-Route
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Record-Route
[RECOMMENDED]

Record-Route
URI
Record-Route

Record-Route

Record-Route

Record-Route

9.

[MAY]
[MUST NOT]
NOT]
[MUST]
(Final response)

[MUST]

10. CANCEL

CANCEL

CANCEL

Record-Route

URI
URI
URI
(iteration) (
)
Record-Route
Record-Route
16.7 3 Via
[MUST NOT]
Via
received [MUST
Via
[MUST]

(Final response)

[MUST] 6xX

[SHOULD]

(provisional response)



(Final response) ( )
CANCEL CANCEL 9.1

(Final response)

CANCEL INVITE 200(0K)
CANCEL 2
200(0K) CANCEL
16.8 C (Processing Timer C)
C
[MUST]
(provisional response)
CANCEL [MUST]
(provisional response)
408(Request Timeout) [MUST]
)
16.9 (Handling Transport Errors)
(18.4 )
503 (Service Unavailable)
[MUST]
[SHOULD NOT]
Via
16.10 CANCEL (CANCEL Processing)
CANCEL
CANCEL [MAY](9.1
(provisional response) ) CANCEL
[MUST]
INVITE  Expires
INVITE CANCEL [MAY]
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CANCEL

CANCEL
CANCEL 200(0K)
8.2
16.7 10
CANCEL [MUST]
CANCEL
CANCEL
)
16.11 (Stateless Proxy)
(18
(
)
100(Trying)
(provisional response) [MUST NOT]
16.3
16.4 16.5
[MUST]
(o]
[MUST]
[MUST]
[MUST]
Route (non-Routed)ACK
INVITE [MUST]
16.6
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[MUST]

[MUSTI(

[MUST]

CANCEL



[MUST]

0 branch ID
16.6 8
branch ID
branch
[MUST] branch
[MUST]
branch ID
[MAY]
[RECOMMENDED] Via
branch 1D
branch 1D branch 1D
branch 1D
Via To tag From tag Call-ID
CSeq ( ) Request- URI
2
o 16.6
[MUST] Record-Route
Route URI
[MUST] Via branch
[MUST]
0 16.6 10
branch
(
)
CANCEL [MUST NOT] CANCEL
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Route CANCEL

16.7
( )Via sent-by
[MUST] (
)
Via [MUST]
[MUST NOT]
[MUST NOT]
[MUST]
16.12 (Summary of Proxy Route Processing)
Route
1. Request-URI
Request-URI
2. Route URI
Route ( ( )
)
3. Route URI Route
Request-URI  URI
URI [4]
Request-URI
16.12.1 (Examples)
16.12.1.1 SIP (Basic SIP Trapezoid)
record-route SIP ( )(U1 ->P1 ->
P2 -> U2)
U1l

INVITE sip:callee@domain.com SIP/2.0

Contact: sip:caller@ul.example.com
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P1 P1 P1  domain.com DNS
P1  Record-Route

INVITE sip:callee@domain.com SIP/2.0
Contact: sip:caller@ul.example.com

Record-Route: <sip:pl.example.com;lr>

p2 P2 domain.com
Request-URI P2  Record-Route Route
P2 Request-URI

INVITE sip:callee@u2.domain.com SIP/2.0
Contact: sip:caller@ul.example.com
Record-Route: <sip:p2.domain.com;lr>

Record-Route: <sip:pl.example.com;lr>
u2.domain.com 200 OK

SIP/2.0 200 OK

Contact: sip:callee@u2.domain.com

Record-Route: <sip:p2.domain.com;lr>

Record-Route: <sip:pl.example.com;lr>

u2 URI  sip:caller@ul.example.com

(<sip:p2.domain.com;lr>,<sip:pl.example.com;Ir>)

P2 P1 ul U1

URI sip:callee@u2.domain.com

(<sip:pl.example.com;lr>,<sip:p2.domain.com; Ir>)

Ir U1l BYE

BYE sip:callee@u2.domain.com SIP/2.0

Route: <sip:pl.example.com;lr>,<sip:p2.domain.com;lr>

( ) u1
Route URI  DNS P1 P1 Request-URI
P1 Route
p2
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BYE sip:callee@u2.domain.com SIP/2.0

Route: <sip:p2.domain.com;lr>

P2 Request-URI

domain.com

u2.domain.com

BYE sip:callee@u2.domain.com SIP/2.0

16.12.1.2

U1->P1->P2->P3->P4->U2

U2 INVITE

INVITE sip:callee@u2.domain.com SIP/2.0

Contact: sip:caller@ul.example.com

Record-Route:
Record-Route:
Record-Route:

Record-Route:

<sip:p4.domain.com;lr>
<sip:p3.middle.com>
<sip:p2.example.com; lr>

<sip:pl.example.com;lr>

U2 200 OK

BYE

P4

BYE sip:caller@ul.example.com SIP/2.0

Route: <sip:p4.domain.com;lr>

Route: <sip:p3.middle.com>

Route: <sip:p2.example.com;lr>

Route: <sip:pl.example.com;lr>

P4 Request-URI
Route
Route
P4 URI Ir

(P2 u2.domain.com
P2 Route
Request-URI DNS

(Traversing a Strict-Routing Proxy)
Record-Route
RFC2543

u2 Route

P4

sip:p3.middle.com
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BYE sip:p3.middle.com SIP/2.0
Route: <sip:p2.example.com;lr>
Route: <sip:pl.example.com;lr>

Route: <sip:caller@ul.example.com>

P3 P2

BYE sip:p2.example.com;lr SIP/2.0

Route: <sip:pl.example.com;lr>

Route: <sip:caller@ul.example.com>

P2 request-URI P2  Record-Route

BYE sip:caller@ul.example.com SIP/2.0

Route: <sip:pl.example.com;lr>

P2 ul.example.com Route
P1
P1 Route

BYE sip:caller@ul.example.com SIP/2.0

P1 ul.example.com Route P1
Request-URI ul.example.com
16.12.1.3 Record-Route (Rewriting Record-Route Header Field Values)
ur u2 P1
P1
U1->P1->U2
U1l

INVITE sip:callee@gateway. leftprivatespace.com SIP/2.0

Contact: <sip:caller@ul. leftprivatespace.com>

P1 U2

INVITE sip:callee@rightprivatespace.com SIP/2.0

Contact: <sip:caller@ul. leftprivatespace.com>
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Record-Route: <sip:gateway.rightprivatespace.com;lr>
u2 200 (OK) ©P1

SIP/2.0 200 OK

Contact: <sip:callee@u2.rightprivatespace.com>

Record-Route: <sip:gateway.rightprivatespace.com;lr>

P1 Ul Record-Route
Ul

SIP/2.0 200 OK
Contact: <sip:callee@u2.rightprivatespace.com>
Record-Route: <sip:gateway.leftprivatespace.com;lr>

U1 BYE P1

BYE sip:callee@u2.rightprivatespace.com SIP/2.0

Route: <sip:gateway. leftprivatespace.com;lr>

P1 u2

BYE sip:callee@u2.rightprivatespace.com SIP/2.0

(Transactions)

SIP
SIP
( (provisional response)
(Final response) ) INVITE (INVITE
) (Final response)  2xx
ACK 2XX ACK
INVITE 200(0K) UAC
UAC UAS (13.3.1.4
) UAC ACK (13.2.2.4 ) ACK  UAC
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UAC

UAS

oo + oo + oo + Fommmm e
| +-+| |+-+  +-+] |+-+  +-+] |+-+

I >8I Ic]]-------—- >8I IC]]--—------ 118

I (L] el 1M1 Iel 1M1 llel

I lill Hrl il Hrl il lrl

I lell Hivl el vl lell livl

I Inll el Inll el Inll llel

I It frl It frl Itll lirl

I (1 imr i it i i

I 1T Hre 1T e 17 1t

I Irll Hrl vl il Irll lrl

I lall lal lall lal lall llal

I Inll linl  Inll il Inll lin]

I Isll sl Isll sl Isll lIsl

| e R |+-+  F-t]<m—mmmmm-- |+-+ A< |+-+
oo + oo + S + S R

UAC UAS
4:
UA UA
SIP
TU TU UA
( ACK ) TU
INVITE 2XX
(Final response) ACK
[ " accepting” " excepting”
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TU

INVITE
2XX (Final response) ACK
2XX ACK UAS
ACK  UAC
2XX
UA 2XX ACK UA
INVITE 2XX ACK
17.1 (Client Transaction)
TU TU
SIP
1P
TU
TU
2 INVITE
INVITE INVITE  ACK
INVITE
ACK TU  ACK
INVITE
INVITE
3
INVITE 2 TU INVITE
[SHOULD]
17.1.1 INVITE (INVITE Client Transaction)
17.1.1.1INVITE (Overview of INVITE Transaction)
INVITE 3 INVITE
ACK
(WP ) T1
T1 (RTT)
500ms T1 T1
Ixx
Ixx

115



(Final response)

(Final response) ACK
17.1.1.2 (Formal Description)
INVITE 5 TU  INVITE
Calling
[MUST]
[MUST] (18 )
T1 A [MUST]
A
[SHOULD NOT]( A )
64*T1 B [MUST](
B )
A
[MUST]  2*T1 [MUST]
A 2*T1 [MUST](
) 2
[MUST]
Calling [SHOULD]
T1 500ms T1 RTT
( [NOT RECOMMENDED])
T1 [MAY] T1
[MAY] RTT (
) [RECOMMENDED] T1
[MUST]
B Calling
TU [SHOULD]
ACK [MUST NOT] 64*T1
7
Calling (provisional response)
Proceeding Proceeding
[[SHOULD NOT] (provisional
response) TU [MUST] Proceeding
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(provisional response) TU [MUST]
Calling Proceeding 300 699
Completed [MUST]
TU [MUST]
ACK ( ACK
17.1.1.3 ) ACK
[MUST] ACK
[MUST]
Completed 32
D [SHOULD] D
Completed
64*T1 INVITE H
T1
T1 32
Completed (Final response) ACK
ACK [MUST]
TU [MUST NOT] 17.1.3
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300-699
ACK
TU

|TU INVITE

A | INVITE
A v
INVITE e +
e | |-----——m - + TU
| | Calling |
[ S >| |- - > |
o + 2xX
| | TU  2xx
| | Ixx
T + |TU  1Ixx |
I I I
| 1Ixx % |
| TU Ixx +----------- +
| bmmmmmeee | |
| 1 |Proceeding |----------—-----———- >|
|+ >| | 2xx |
| Fommm oo + TU  2xx |
| 300-699 | |
| ACK | |
I T I I
I I
] 300-699 %
JACK Fommm - + |
|  +-------- | |TU
| | | Completed |-----------------—-- >|
| bemmmeeee >l |
| Fom e +
I ~od I
I (. D I
oo + | - |
I
v
Fomm e +
I I
| Terminated|<---------——-----———- +
| |
S +
5: INVITE
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Calling

TU

[MUST]

ACK

(17.1.3

2XX

17.1.1.3 ACK

ACK
[MUST]

ACK

Completed D

119

Terminated [MUST]
Proceeding 2XX
Terminated [MUST]
[MUST] TU UAC
ACK
200(0K) UAC 200(0K)
Terminated
INVITE 2XX
2XX UAC
2xx ( )
( JUAC
)
2XX
(Construction of the ACK Request)
ACK 2XX
UAC 13
ACK
( )
Call-ID From Request-URI [MUST] ACK To
To [MUST]
To
Via [MUST]
[MUST] ACK  CSeq
[MUST]
[MUST]
INVITE  Route
ACK [MUST]
ACK
[MAY]
ACK 2XX ACK
[NOT RECOMMENDED] INVITE 415
INVITE INVITE 415



ACK 415  Accept
[MAY]

INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9nG4bKkjshdyff
To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=88sja8x
Max-Forwards: 70

Call-1D: 987asjd97y7atg

CSeq: 986759 INVITE

2XX (Final response) ACK

ACK sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9nG4bKkjshdyff
To: Bob <sip:bob@biloxi.com>;tag=99sa0xk

From: Alice <sip:alice@atlanta.com>;tag=88sja8x
Max-Forwards: 70

Call-1D: 987asjd97y7atg

CSeq: 986759 ACK

17.1.2 INVITE (Non-INVITE Client Transaction)
17.1.21 INVITE (Overview of the non-INVITE Transaction)
INVITE ACK
T1 T2

(provisional response)

T2
( (provisional response)

(Final response) ) (provisional response)
(Final response)

INVITE INVITE 2XX

INVITE 2XX UAC
17.1.2.2 (Formal Description)
INVITE 6 INVITE
TU Trying
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64*T1

[SHOULD]
E [MUST]
MIN(2*T1, T2)
T2
T2 4 INVITE
1 T2
2 4 4 4
Trying
TU
[SHOULD] Trying
TU [MUST]
Processing [SHOULD] Trying
response) ( 200 699)
[MUST] Completed
Proceeding E
[MUST] E T2
Proceeding F TU
Terminated
(Final response)(
TU [MUST]
[MUST]
Completed
T4
K [MUST]  Completed
(
) T4
17.1.3
K
Terminated [MUST]
Terminated
17.1.3
Transactions)
Via branch
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[MUST]
1

MIN(4*T1, T2)

500

[SHOULD] Terminated

(provisional response)

(Final
TU
[MUST]

[MUST]
[MUST]
[MUST] Proceeding
200 699)

Completed

T4

[MUST]

(Matching Responses to Client

17.1.1 17.1.2



branch Via

2. CSeq
CANCEL

Via branch
SIP

(single-hop-discovery-like)

1714 (Handling Transport Errors)
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branch

branch

To tag

18.1.1



E v
S, +
o | |------—---— +
| | Trying | F |
R et e >| | or |
Fommmm + TU |
200-699 | | |
TU | | 1xx
o + |TU
| | |
| E v F |
| e a + or |
|+ | | TU
| | |Proceeding |----------------—-----——- >|
I >| |-t |
| Fommmmmm o + | 1xx
| | N ITu |
| 200-699 | tommmm - + |
(Y |
| |
| v
| Y +
| | |
| | Completed |
| | |
| S, +
| ~ |
| 1 K |
S + | - |
| |
v |
S, +
| |
| Terminated|<----------——--————-———u—- +
| |
S, +
6: INVITE
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TU

[SHOULD] Terminated [SHOULD] TU
[4]
17.2 (Server Transaction)
U
( )
INVITE
1721 INVITE (INVITE Server Transaction)
INVITE 7
Proceeding
TU 200 (provisional response)
(Final response) 100(Trying)
[MUST] 100(Trying) [MAY]
(provisional response)
100(Trying) To tag (
) [MAY] [SHOULD NOT]
8.2.6 TU [MUST]
TU (provisional response)
Proceeding
[MUST] (
)
Proceeding U
(provisional response) [MUST] 17.2.3
Proceeding TU 2XX
[MUST]
2xXX TU
Terminated [MUST]
Proceeding TU 300 699

124



[MUST] Completed [MUST]

T1 G
RFC2543
Completed H 64*T1
[MUST] H
B G
G MIN(2*T1, T2)
G
G T2 T2 INVITE
Trying
Completed
[SHOULD]
Completed ACK
Confirmed [MUST] G
Completed H ACK
Terminated [MUST]
TU [MUST]
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| INVITE

| INVITE TU
INVITE V100 (TU  200ms
e +
R S — | |-------- + TU 101-199
| | Proceeding] |
[ >| |<-----—-- +
I I
| | TU
| |----------------—- >+
[ T ———— + |
TU 300-699 | |TU 2XX
| | |
| e >+
I
INVITE v G |
[ T ———— + |
Hommeees | |- + |
| | Completed | | |
[ >| |<---——-- + |
[ S, + |
| |
ACK | |
- | S, >+
| H |
v or |
e + TU |
| | |
| Confirmed | |
| | |
[ + |
I I
I I I
I- |
| |
v |
[ + |
I I I
| Terminated|<----------------——--—- +
| |
S TS +
7: INVITE
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Confirmed

(Final response)

ACK 1
T4
| Terminated [MUST]
Terminated [MUST]
INVITE 2XX
17.2.2 INVITE (Non-INVITE Server Transaction)
INVITE 8
Trying INVITE  ACK
TU Trying
17.2.3
Trying TU (provisional response)
Proceeding [MUST]
[MUST] Proceeding TU
(provisional response)
[MUST] Proceeding
(provisional response)
[MUST] Proceeding TU (Final response)(
200 699) Completed
[MUST] [MUST]
Completed J
64*T1
[MUST] Completed
(Final response)
[MUST] TU (Final response)
Completed [MUST] J
J Terminated
[MUST]
Terminated [MUST]
17.2.3 (Matching Requests to Server Transactions)
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Via branch
z9hG4bK
branch
1. branch
Via
2. Via sent-hy
3. INVITE
INVITE INVITE
sent-by
branch
Via branch
RFC2543
INVITE Request-URI To tag Fromtag Call-ID CSeq
INVITE
INVITE
Request-URI Fromtag Call-ID CSeq (
INVITE ACK
To tag
To tag 2XX
ACK
(
ACK INVITE
( )ACK
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ACK
Via
INVITE ACK
) Via
To tag
ACK
ACK

ACK



e
|
o >

< e

|

|TU

I

|

|

|

|

I Fommomo-

I I

| Fom >

< e

|

|TU

I

I

|

|

|

|

S >

v
Fo e +
| I
| Trying  |----—----—--- +
[ | I
Fommmmmmmoes + |TU
I |
|Tu 1XX |
l |
l |
v TU Ixx |
Fomm + |
| |--—----- + |
| Proceeding]| | |
| |<------- + |
I I I
Fomm - + |
|
|
| U 200-699
|
\
Fomm - + |
I | I
| Completed |<------—————- +
| I
| I
o ———— +
|
| J
|-
|
\
o ———— +
| I
| Terminated|
| I
Fo e +
8: INVITE
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Request-URI To tag From tag Call-ID Cseq(

INVITE
Request-URI
TU
17.24 (Handling Transport Errors)
[41 [4]
TU [SHOULD] Terminated [SHOULD]
(Transport)
TCP  SCTP TLS
(
)
1P
1P
(ephemeral) (ephemeral)
[41
2 2
[RECOMMENDED]
instantiation Terminated
[SHOULD]
( INVITE 2XX

130



ACK) 64*T1 (11 17.1.1.1 )

C(16.6 11)
SIP UDP  TCP [MUST] SIP
[MAY]
UA TCP RFC2543
TCP [MUST]
18.1 (Clients)
18.1.1 (Sending Requests)
IP
TTL
200 MTU 1300
MTU TCP RFC2914 [43]
[MUST] Via
Via [MUST]
UbP
[MUST] UDP IP UDP 65,535
MTU 200 SIP
INVITE Record-Route
170 1Pv4 ( 3 IPSec
1P/UDP ) MTU MTU 1500
1300
TCP UbP
ICMP Protocol Not Supported TCP
UDP [SHOULD]
TCP RFC2543
maddr Via [MUST] 1Pv4 1
ttl [SHOULD] 1Pv6
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SIP

(single-hop-discovery-like)

Via branch

FQDN

5060 TLS 5061

[RECOMMENDED]

(homogeneous)

[MUST]
[RECOMMENDED]

) sent-by

[MUST]

TTL

1P

[MUST]

1P

[MUST]

[MUST]

132

Via

1P

sent-by
[MUST]

[MUST](

[MAY]

17.1.3

sent-by

UbP TCP SCTP

[4]

1P

5



18.1.2 (Receiving Responses)
Via
sent-by
[MUST]
17.1.3
[MUST]
(
UA ) [MUST]
(
UA )
18.2 (Servers)
18.2.1 (Receiving Requests)
SIP URI SIPS URI( [4]) DNS
1P
[SHOULD]
REGISTER Contact URI
Record-Route URI
URI Web
SIP (TCP  UDP 5060 TCP TLS 5061)
[RECOMMENDED]
UDP
TCP
[MUST] ubpP TCP
TCP
UbP
Via
sent-by [MUST] sent-by
1P
Via received [MUST]
( )
[MUST] IP

INVITE sip:bob@Biloxi.com SIP/2.
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Via: SIP/2.0/UDP bobspc.biloxi.com:5060

192.0.2.4

received

INVITE sip:bob@Biloxi.com SIP/2.0
Via: SIP/2.0/UDP bobspc.biloxi.com:5060;received=192.0.2.4

17.2.3
UAS INVITE 2XX
ACK
ACK  UAS
18.2.2 (Sending Responses)
Via
[MUST]
o sent-protocol TCP  SCTP TLS
( )
[MUST]
received 1P
sent-bhy
[SHOULD]
1P
[4] [SHOULD]
0 Via maddr sent-by
5060
[MUST]
ttl TTL
TL 1 [SHOULD]
0 ( ) Via received
sent-by
5060 received
[MUST] ICMP port unreachable
[4] 5
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[SHOULD]

0 receiver tag [4] 5
sent-bhy
[MUST]
18.3 (Sending Responses)
(UDP ) Content-Length
[MUST]
[MUST]
400(Bad Request) [SHOULD] Content-Length
(TCP ) Content-Length
Content-Length
[MUST]
184 (Error Handling)
ICMP ICMP
unreachable
[SHOULD] Source quench  TTL exceeded
ICMP [SHOULD]
[SHOULD]
(Common Message Components)
SIP ( ) SIP

19.1 SIPURI  SIPSURI (SIP and SIPS Uniform Resource Indicators)
SIP URI SIPS URI URI SIP URI
SIPS URI  Web E
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o multi-line

0 PSTN
0 ( sales( ) helpdesk( )
SIPS URI UAC URI
TLS
SIP URI
SIPS URI
1911 SIPURI SIPSURI (SIP and SIPS URI Components)
sip: sips: RFC2396( 1)) mailto URL
SIP request-header SIP message-body
Web E- URI
SIP URI  SIPS URI 25
SIP URI

sip:user:password@host:port;uri-parameters?headers

SIPS URI sip sips
user:
host host
URI userinfo user password
] URI  userinfo

[MAY] SIP URI SIPS URI @ user

[MUST NOT]
RFC2806( 1)) telephone-subscriber

user [MAY] 19.1.2 SIP URI

SIPS URI  telephone-subscriber

password:
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user SIP URI SIPS URI

[NOT RECOMMENDED] (URI
)
PIN PIN
password user
password user:password]
[MAY]
host:
SIP host FQDN IPv4 IPv6
FQDN [RECOMMENDED]
port:
URI
URI
URI parameters hostport
URI parameters
parameter-name "=" parameter-value
URI URI parameters parameter-name 2
[MUST NOT]
transport maddr ttl user method Ir
transport [4] SIP
SIP
UDP(RFC768 [14]) TCP(RFC761 [15D)
SCTP(RFC2960 [161) SIPS URI transport
[MUST]
maddr host
maddr URI  port
transport maddr [4]
transport
maddr hostport
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maddr

maddr
( )
(8.1.1.1 )
ttl ubP
maddr
[MUST] ttl 15 239.255.255.1

alice@atlanta.com

URI

sip:alice@atlanta.com;maddr=239.255.255.1; ttl=15

telephone-subscriber user
URI parameter
user telephone-subscriber
phone [SHOULD]
SIPS URI
[MAY]
URI SIP method
Ir
Record-Route URI
RFC2543  bis-05 rfc2543bis
URI
Request-URI
uri-parameter SIP
uri-parameter [MUST]
Headers:
URI
SIP Headers ? URI

hname = hvalue
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URI
Route
URI
ttl
UDP
user
user
SIP URI
@
URI
hname body



hvalue SIP message-body
1 URI SIP URI SIPS URI
external SIP ( Web )
m ] -
URI
[SHOULD] 2
( ) -
Contact URI
(INVITE 200(0K) )
(REGISTER 200(0K)
3xX )
19.1.2 (Character Escaping Requirements)
dialog
reg./redir. Contact/
default Req.-URI To From Contact R-R/Route external
user -- 0 ] 0 0 0 0
password -- 0 0 0 0 0 0
host - m m m m m m
port (¢H) 0 - - 0 0 0
user-param ip 0 ] 0 ) ) 0
method INVITE - - - - - 0
maddr-param -- 0 - - 0 0 0
ttl-param 1 0 - - 0 - 0
transp.-param (2) 0 - - 0 0 0
Ir-param -- 0 - - - 0 0
other-param -- 0 ] 0 0 0 0
headers -- - - - 0 - 0
: UDP TCP SCTP
5060 TCP TLS sip: TCP sips: 5061
2): sip: UDP sips: TCP
1:SIP Request-URI references URI
SIP SIP URI RFC2396(
[51) "% HEX HEX
RFC2396( 5D
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sip:



URI

US-ASCIH I
( [5D URI (semantics)
URI US-ASCII (RFC2396
[MUST] URI
[MUST NOT]
BNF
[MUST]
@ user
@ J%40s0n
25 hname hvalue

[MUST]

telephone-subscriber
telephone-subscriber RFC2806( [°D
SIP URI
user BNF telephone-subscriber
[MUST]

SIP URI SIPS URI  host

( % )
host

[MUST NOT] IDN( )

19.1.3 SIPURI  SIPSURI (Example SIP and SIPS URIs)
sip:alice@atlanta.com
sip:alice:secretword@atlanta.com;transport=tcp
sips:alice@atlanta.com?subject=projecth20x&priority=urgent
sip:+1-212-555-1212:1234@gateway .com;user=phone
sips:1212@gateway - com
sip:alice@192.0.2.4
sip:atlanta.com;method=REGISTER?to=al ice%40atlanta.com

sip:alice;day=tuesday@atlanta.com

URI user alice;day=tuesday

(opaque)
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J@sOn

URI

SIP



19.14 URI

(URI Comparison)

(10.3 )

o SIP URlI  SIPS URI

2 SIP URI SIPS URI
REGISTER Contact URI
SIP URI SIPS URI

o SIP URI SIPS URI  userinfo userinfo
telephone-subscriber
URI
o SIP URI SIPS URI
o reserved (RFC2396 [51 ) "t
HEX HEX
0 DNS 1P
o 2 URI user password host port
user URI URI password
URI URI
URI
URI port URI port 5060
URI transport-parameter ttl-parameter user-parameter method
sip:user@host  sip:user@host:5060 RFC2543
URI URI sip:user@host:5060
URI 5060 sip:user@host URI [4]1
DNS SRV
o URI uri-parameter

URI

URI

uri-parameter

user ttl method  uri-parameter
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- maddr URI maddr URI

- URI uri-parameter URI

o URI header header

URI URI [MUST]

20

URI

sip:%61llice@atlanta.com;transport=TCP

sip:alice@AtLanTa.CoM; Transport=tcp
sip:carol@chicago.com
sip:carol@chicago.com;newparam=5

sip:carol@chicago.com;security=on

sip:biloxi.com;transport=tcp;method=REGISTER?to=sip:bob%40biloxi.com
sip:biloxi.com;method=REGISTER; transport=tcp?to=sip:bob%40biloxi.com

sip:alice@atlanta.com?subject=project%20x&priority=urgent

sip:alice@atlanta.com?priority=urgenté&subject=project%20x

URI

SIP:ALICE@AtLanTa.CoM;Transport=udp ( username)
sip:alice@AtLanTa.CoM; Transport=UDP

sip:bob@biloxi.com ( )
sip:bob@biloxi.com:5060

sip:bob@biloxi.com ( )

sip:bob@biloxi.com;transport=udp

sip:bob@biloxi.com ( )
sip:bob@biloxi.com:6000;transport=tcp

sip:carol@chicago.com ( header

sip:carol@chicago.com?Subject=next%20meeting

sip:bob@phone21 .boxesbybob.com (phone21.boxesbybob . com
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sip:bob@192.0.2.4 )

o sip:carol@chicago.com sip:carol@chicago.com;security=on

o sip:carol@chicago.com sip:carol@chicago.com;security=off

o sip:carol@chicago.com;security=on  sip:carol@chicago.com;security=off

19.15 URI (Forming Request from a URI)

URI Web

Contact URI

transport maddr ttl user
Request-URI [MUST] URI  method
[MUST] method Request-URI
[MUST NOT] URI Request-URI [MUST]
URI
(honor) [SHouLD]
(honor) [SHOULD NOT]
From Call-ID CSeq Via Record-Route
Route
(honor) [SHOULD NOT]
(honor) [SHOULD NOT] Accept Accept-Encoding

Accept-Language Allow Contact( ) Organization Supported User-Agent

(Content-Disposition Content-Encoding

Content-Language Content-Length Content-Type Date Mime-Version Timestamp)
[SHOULD]
URI SIP
URI [MUST NOT]
URI
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URI
)
URI
URI
[SHOULD]
URI  method
19.1.6 SIPURI tel URL (Relating SIP URIs and tel URLYS)
tel URL(RFC2806 [OD  SIP URI SIPS URI
telephone-subscriber ( ) SIPURI

tel 1 +358-555-1234567 ; postd=pp22

sip:+358-555-1234567 ; postd=pp22@foo.com;user=phone

sips:+358-555-1234567 ; postd=pp22@foo.com;user=phone

sip:+358-555-1234567@f00.com;postd=pp22;user=phone

sips:+358-555-1234567@f00.com; postd=pp22;user=phone

SIP URI SIPS URI tel URL
SIP URI SIPS URI  userinfo
tel URL tel URL
SIP URI

tel :+358-555-1234567 ; postd=pp22
tel : +358-555-1234567 ; POSTD=PP22
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[MUST NOT]

Require

tel URL
SIPS URI  userinfo

SIP URI SIPS URI

tel URL



sip:+358-555-1234567 ; postd=pp22@foo.com;user=phone
sip:+358-555-1234567 ; POSTD=PP22@f00. com;user=phone

tel 1 +358-555-1234567 ; postd=pp22; isub=1411
tel :+358-555-1234567 ; isub=1411;postd=pp22

sip:+358-555-1234567 ; postd=pp22; isub=1411@f00.com;user=phone
sip:+358-555-1234567; isub=1411;postd=pp22@foo.com;user=phone

SIP SIPSURI  userinfo telephone-subscriber

telephone-subscriber

isdn-subaddress post-dial (
telephone-subscriber (lexical) [SHOULD] (
tel URL
)
2

tel :+358-555-1234567 ; postd=pp22
tel : +358-555-1234567 ; POSTD=PP22

sip:+358-555-1234567 ; postd=pp22@foo.com;user=phone

tel :+358-555-1234567 ; tsp=a.b;phone-context=5
tel :+358-555-1234567 ; phone-context=5;tsp=a.b

sip:+358-555-1234567 ; phone-context=5;tsp=a.b@foo.com;user=phone
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19.2 (Option Tags)

SIP ( )
Require (20.32 ) Proxy-Require

(20.37 ) Unsupported (20.40 )

option-tag = token
25 )

standards track RFC

(20.32
1ANA
19.3
tag SIP To From
2 tag Call-ID
UA
From tag (
To SIP
tag UA
32
UA INVITE From INVITE
tag UA
From tag 2 To
tag
tag UAS
(Header Fields)
7.3
(RFC2616 s X.y [HX.Y]
where
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20.37

[MUST]
To

(20.29

) Supported

PSTN
2 INVITE

tag

HTTP/1.1



2XX  4xX

where

proxy

c: Conditional;

m:
m*: [SHOULD] /
0:
t: [SHOULD] /
(
TCP)
[MUST]
*: 20.14
20.15 7.4
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[MAY] UA

( 20.32
[MUST]
[MUST]
[MUST]
UA
Contact From
[MUST] URI
20.1 Accept
Accept [H14.1]
application/sdp
(semantics)
Accept
Header field where

Require

UAC

UAS

[MUST NOT] UAC

URI

proxy ACK BYE CAN INV OPT REG

[MUST NOT]

[SHOULD]

URI

Accept
[SHOULD]

Accept
Accept
Accept
Accept-Encoding
Accept-Encoding
Accept-Encoding
Accept-Language

2XX

415

2XX

415

148

m*
m*
Cc
0

m*

[MUsT]

UAS

URI
>)

[MAY]

UAS

[MUST]

URI



Accept-Language 2XX - - - 0 m o

Accept-Language 415 - ¢ - ¢€c Cc ¢
Alert-Info R ar - - - 0o - -
Alert-Info 180 ar - - - 0o - -
Allow R - 0 - 0 0 O
Allow 2XX - 0 - m* m* o
Allow r - 0 - 0 0 O
Allow 405 - m - m m m
Authentication-Info 2XX - 0o - 0 0 O
Authorization R 0 0 o0 0o 0 o©
Call-ID c r m m m m m m
Call-Info ar - - - 0 0 O
Contact R o - - m o o
Contact 1xx - - - 0o - -
Contact 2XX - - - m o o
Contact 3xx d - 0o - 0 0 O
Contact 485 - 0 - 0 0 O
Content-Disposition o o - 0 0 O
Content-Encoding o o - 0 0 O
Content-Language O 0o - o0 0 O
Content-Length ar t t t t t t
Content-Type ook ok kK
CSeq c r m m m m m m
Date a 0O 0 O O 0 O
Error-Info 300-699 a - 0 0O 0 0 O
Expires - - - 0 - o0
From c r m m m m m m
In-Reply-To R - - - 0 - -
Max-Forwards R amwr m m m m m m
Min-Expires 423 - - - - - 'm
MIME-Version 0 o - 0 0 O
Organization ar - - - 0 0 o0
2: (A 0)
Header field where proxy ACK BYE CAN INV OPT REG
Priority R ar - - - 0 - -
Proxy-Authenticate 407 ar - m - m m m
Proxy-Authenticate 401 ar - 0 0 o0 0 O
Proxy-Authorization R dr 0o o - 0 0 O
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Proxy-Require R ar - 0 - 0 o0 O

Record-Route R ar 0o o o o o0 -
Record-Route 2xx,18x mr - 0o 0o 0 o0 -
Reply-To - - - 0 - -
Require ar - ¢ - ¢ ¢ ¢
Retry-After 404,413,480,486 - 0 O O o0 o

500,503 - 0 O O o0 o

600,603 - 0 0O 0 0 O
Route R adr ¢c ¢ ¢ ¢ ¢ ¢
Server r - 0 0O 0 0 O
Subject R - - - 0o - -
Supported R - 0 0o m o o
Supported 2XX - 0 0O m* m* o
Timestamp 0O o O o 0 O
To c(D) r m m m m m m
Unsupported 420 - m - m m m
User-Agent 0O o O o 0 O
Via R amlr - m m m m m m
Via rc dr m m m m m m
Warning r - 0 0O 0 o0 o©
WW-Authenticate 401 ar - m - m m m
WW-Authenticate 407 ar - 0o - 0 0 O

3: P 2); (1): tag

Accept:application/sdp;level=1,application/x-private, text/html

20.2 Accept-Encoding

Accept-Encoding Accept
content-codings[H3.5] [H14.3] SIP (semantics) [H14.3]
Accept-Encoding Accept-Encoding: identity
identity ( )
Accept-Encoding identity
[SHOULD]
HTTP HTTP
identity
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Accept-Encoding: gzip

20.3 Accept-Language

Accept-Language

Accept-Language
[SHOULD]

Accept-Language [H14.4] q
SIP

Accept-Language: da, en-gb;q=0.8, en;q=0.7

204 Alert-Info
INVITE Alert-Info UAS
(ring tone) 180(Ringing) Alert-Info UAC
ringback
Alert-Info
Call-Info 20.9 ( )
[SHOULD]

Alert-Info: <http://www.example.com/sounds/moo.wav>

205 Allow
Allow UA

UA ACK  CANCEL Allow
[MUST] Allow UA
[MUST NOT]
UA
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OPTIONS Allow

Allow: INVITE, ACK, OPTIONS, CANCEL, BYE

20.6 Authentication-Info

Authentication-Info HTTP
Authorization
2XX [MAY]
(semantics) RFC2617( [17D

Authentication-Info: nextnonce="47364c23432d2e131a5fh210812¢c"

20.7 Authorization
Authorization UA 22.2
22.4 HTTP

Proxy-Authorization

[MUST NOT]

Digest

Authorization:

Digest username="Alice", realm="atlanta.com",
nonce="84a4cc6¥3082121f32b42a2187831a%",
response="7587245234h3434cc3412213e5f113a5432"

208 Cal-ID
call-ID
call-ID
( )
call-ID i
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UAS

Authorization

(semantics)

7.3

(
) call-ID



Call-I1D: f81d4fae-7dec-11d0-a765-00a0c91e6bf6@biloxi.com

i:f81d4fae-7dec-11d0-a765-00a0c91e6bf6@192.0.2.4

20.9 Call-Info
Call-Info

icon

vCard(
IANA 27

Call-Info
URI

UA

Call-Info:

URI
Web
[361) LDIF( 37D
UA
Call-Info
[RECOMMENDED]

<http://www.example.com/alice/> ;purpose=info

20.10 Contact
Contact

Contact

REGISTER

display-name

name-addr

URI

Contact
REGISTER

URI

URI

q expires

3XX

URI(
URI

addr-spec

[MUST] display-name
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URI

<

purpose

<http://wwww.example.com/alice/photo.jpg> ;purpose=icon,

URI

URI

LWS

card

info

Contact



URI  URI

To From

Contact HTTP Location
HTTP Location
URI

Contact (moved ) m

Contact: "Mr. Watson" <sip:watson@worcester.bell-telephone.com>
;0=0.7; expires=3600,
"Mr. Watson" <mailto:watson@bell-telephone.com> ;0=0.1

m:  <sips:bob@192.0.2.4>;expires=60

20.11 Content-Disposition

Content-Disposition (
UAC  UAS SIP
MIME  Content-Type (RFC2183 [18D)
Content-Disposition disposition-types SIP
early( )
render (display)
(render) (SIP MIME
IMIME
inline render
Content-Disposition Content-Type application/sdp
disposition session content render
[SHOULD]
icon disposition
alert
(
180(Ringing) (provisional response)
/ / (render) disposition MIME
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(handling-param) content disposition

UAS

optional required

[SHOULD] RFC3204( [19D
MIME content disposition
render
Content-Disposition: session
20.12 Content-Encoding
Content-Encoding media-type
entity-body

Content-Type media-type

[MUST] Content-Encoding

entity-body
[MUST]

content-coding

content-coding

Accept-Encoding
[MUST]

Content-Encoding

Content-Encoding: gzip

e: tar

20.13 Content-Language
[H14.12]

IANA  content-coding

[H3.5]

[MAY]
[MAY]
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Content-Language: fr

20.14 Content-Length
Content-Length

)

message-body

Content-Length

Content-Length

Content-Length: 349
1: 173

20.15 Content-Type
Content-Type
media-type [H3.7]
[MUST]

Content-Type: application/sdp

[MUST]

c: text/html; charset=150-8859-4

20.16 CSeq
CSeq
32
CSeq
2 CSeq

message-body (10
message-body
[SHOULD] (TCP
[MUST]
CRLF

Content-Length

CGl

message-body
Content-Type
Content-Type

( )

10
[MUST] CSeq
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CSeq: 4711 INVITE

20.17 Date
Date HTTP/1.1 SIP RFC1123(
[20D RFC1123 [H3.3]
SIP  SIP-date GMT RFC1123 date
Date
Date
GMT
GMT
Date: Sat, 13 Nov 2010 23:29:00 GMT
20.18 Error-Info
Error-Info
SIP  UAC PC
Error-Info
UAC
/
UAC Error-Info SIP URI SIPS URI Contact
INVITE [MAY]
SIP URI / [MAY]

SIP/2.0 404 The number you have dialed is not in service

Error-Info: <sip:not-in-service-recording@atlanta.com>

20.19 Expires
Expires ( )
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INVITE

0 2%1 (10
Expires: 5
20.20 From
From
From
display-name
Anonymous [SHOULD] display-name addr-spec
name-addr [MUST]
7.3.1

2 From URI

( )

URT  URI
20.10

From f

From: "A. G. Bell"™ <sip:agb@bell-telephone.com> ;tag=a48s
From: sip:+12125551212@server .phone2net.com;tag=887s
f: Anonymous <sip:c80qz84zk7z@privacy.org>;tag=hyh8

20.21 In-Reply-To
In-Reply-To Call-ID

Call-ID In-Reply-To
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ACD (automatic call distribution)

In-Reply-To:70710@saturn.bell-tel.com,17320@saturn.bell-tel.com

20.22 Max-Forwards

Max-Forwards

Max-Forwards
0 255
70

B2BUA  Max-Forwards

Max-Forwards: 6

20.23 Min-Expires

Min-Expires
Contact Min-Expires

423(Interval Too Brief)
21.4.17

Min-Expires: 60

20.24 MIME-Version
[H19.4.1]
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SIP

(soft-state)

2%2-1

10
10.2.8 10.3



MIME-Version: 1.0

20.25 Organization

Organization

Organization: Boxes by Bob

20.26 Priority
Priority
SIP
Priority
[SHOULD] Priority
PSTN
Priority

emergency

[RECOMMENDED]
RFC2076( 38D emergency

Subject: A tornado is heading our way!

Priority: emergency

Subject: Weekend plans

Priority: non-urgent

20.27 Proxy-Authenticate

Proxy-Authenticate

[H14.33]
22.3
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non-urgent

normal

normal

(semantics)

[VAY]

Priority

Priority

urgent

emergency



Proxy-Authenticate: Digest realm="atlanta.com",
domain="sip:ssl.carrier.com”, gop="auth",
nonce=""f84f1cec4le6che5aeadc8e88d359",
opaque=""", stale=FALSE, algorithm=MD5

20.28 Proxy-Authorization

Proxy-Authorization (
) Proxy-Authorization
( ) (realm)
22.3
Authorization
7.3.1
[MUST NOT]

Proxy-Authorization:Digestusername="Alice", realm="atlanta.com",
nonce="c6013082ee1212b402a21831ae",
response="245f23415f11432b3434341c022"
20.29 Proxy-Require
Proxy-Require

(proxy-sensitive)
20.32

Proxy-Require: foo

20.30 Record-Route

Record-Route

Route 16.12.1

Record-Route:<sip:serverl0.biloxi.com;Ir>, <sip:bighox3.site3.atlanta.com;lr>
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20.31 Reply-To

Reply-To From URI
URI
[MAY] (anonymous) Reply-To
[SHOULD]
display-name addr-spec
name-addr [MUST] 7.3.1

Reply-To: Bob <sip:bob@biloxi.com>

20.32 Require
Require UAS UAC
UAC  UAS Require
[MUST NOT]
Require 19.2
[MUST]SIP
UAC standards-track RFC [MUST]

Require: 100rel

20.33 Retry-After
Retry-After
500(Server Internal Error) 503(Service Unavailable)
404(Not Found)
413(Request Entity Too Large) 480(Temporarily Unavailable) 486(Busy Here) 600(Busy)
603(Decline)
1o )

duration

duration

Retry-After: 18000;duration=3600
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Retry-After: 120 (I*m in a meeting)
20.34 Route

Route
Route 16.12.1

Route:<sip:bighox3.site3.atlanta.com;lr>, <sip:serverl0.biloxi.com;lr>

20.35 Server
Server UAS

Server
[SsouLD]

Server: HomeServer v2

20.36 Subject
Subject

Subject: Need more boxes

s: Tech Support

20.37 Supported
Supported UAC UAS

Supported UAC UAS 19.2
UA  standards-track RFC

[MUST]

Supported k
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Supported: 100rel

20.38 Timestamp
Timestamp UAC  UAS

8.2.6
SIP RTT

Timestamp: 54

20.39 To
To
display-name
tag
tag 19.3
To From
URL  URI
20.10
t
To

To: The Operator <sip:operator@cs.columbia.edu>;tag=287447

t: sip:+12125551212@server.phone2net.com

20.40 Unsupported
Unsupported UAS
20.32

Unsupported: foo
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20.41 User-Agent

User-Agent UAC
(semantics) [H14.43]
User-Agent [SHOULD]
User-Agent: Softphone Betal.5
2042 Via
Via
Via branchID
Via
Via maddr ttl received branch
( )
branch 8.1.1.7 z9hG4bK
[MUST]
UDP TCP TLS SCTP
TLS TCP TLS(TLS over TCP) SIPS URI
SIP TLS

Via:SIP/2.0/UDP erlang.bell-telephone.com:5060;branch=z9nG4bK87asdks7
Via:SIP/2.0/UDP 192.0.2.1:5060 ;received=192.0.2.207;branch=z9hG4bK77asjd

2 192.0.2.1 192.0.2.207

Erlang.bell-telephone.com Via

SIP URI
/ LWS

Via: SIP / 2.0 / UDP first_example_.com: 4000;ttl=16
;maddr=224.2.0.1 ;branch=z9hG4bKa7c6a8dlze.1
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branch

BNF branch
RFC2543
2 Via sent-protocol  sent-by-field
20.43 Warning
Warning
Warning 3 (warn-code)

(warn-text)
warn-text C )
Accept-Language

Content-Language

i-default( 21D

warn-code warn-text
SIP 3 Warning 300 329
330 339

370 379
QoS 390 399

300 Incompatible network protocol ( ):

301 Incompatible network address formats ( ):

302 Incompatible transport protocol ( ):

303 Incompatible bandwidth units ( ):

304 Media type not available ( ):

305 Incompatible media format ( ):
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306 Attribute not understood ( ):

307 Session description parameter not understood ( ):
330 Multicast not available ( ):
331 Unicast not available ( ):
(
)
370 Insufficient bandwidth ( ):
399 Miscellaneous warning ( ):
« )
[MUST NOT]
Ixx 2xx  HTTP/1.1
27.2 warn-code 1ANA

Warning: 307 isi.edu "Session parameter *foo®" not understood"

Warning: 301 isi.edu "Incompatible network address type "E.164""

20.44 WWW-Authenticate
WWW-Authenticate 22.2

WWW-Authenticate: Digest realm="atlanta.com",
domain="sip:boxesbybob.com", qop="auth",
nonce=""f84f1cec4le6che5aeadc8e88d359",
opaque=""", stale=FALSE, algorithm=MD5

167



HTTP/1.1 HTTP/1.1

HTTP/1.1 [SHOULD NOT] SIP 6XX

211 (provisional response)1xx

(provisional response) ( )

(definitive response)

(Final response) 200
Ixx Ixx
ACK (1xx) ( )
[MAY]
21.1.1 100 Trying ( )
( : )
(provisional response) UAC INVITE
100(Trying)
(provisional response)
21.1.2 180 Ringing ( )
INVITE UA ringback
[MAY]
21.1.3 181 Call IsBeing Forwarded ( )
[MAY]
21.1.4 182 Queued ( )

[MAY] "5 calls
queued; expected waiting time is 15 minutes” ( 5
15 )
182 (Queued) [MAY]
21.1.5 183 Session Progress ( )

183(Session Progress)

[VAY]

168



21.2 (success response) 2xx

21.21 2000K
213 3xx

3xX
21.3.1 300 Multiple Choices ( )

( UA)
Accept UA
[MAY] MIME
Contact (20.10 ) [SHOULD] HTTP SIP
Contact Contact
[MAY] UA Contact [MAY]
[MAY]

21.3.2 301 Moved Permanently ( )

Request-URI

Contact (20.10 )
[SHOULD]
[SHOULD]
21.3.3 302 Moved Temporarily ( )
Contact (20.10 )
[SHOULD] Request-URI

Contact

Contact URI Expires(20.19 ) Contact
expires UA URI
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[VAY]

Contact URI

Request-URI [MAY]

URI

21.3.4 305 UseProxy ( )

Contact

[MUST] Contact URI

305(Use Proxy)

[MUST]

21.35 380 Alternative Service ( )

214 4xx

4xX

[SHOULD NOT](

21.4.1 400 Bad Request ( )

[SHOULD]
: "Missing Call-ID header field" (Call-ID

21.4.2 401 Unauthorized ( )
UAS

407(Proxy Authentication Required)

21.4.3 402 Payment Required ( )

21.4.4 403 Forbidden ( )

[SHOULD NOT]
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[MUST NOT]

UAS

authorization



2145 404 Not Found ( )

Request-URI
Request-URI
21.4.6 405 Method Not Allowed ( )
Request-Line Request-URI
Allow
[MUST]
21.4.7 406 Not Acceptable ( )
Accept
21.4.8 407 Proxy Authentication Required ( )
401(Unauthorized)
[MUST] SIP 26 22.3
(
)
21.4.9 408 Request Timeout ( )
[MAY]
21.4.10 410 Gone ( )
404(Not Found)
[SHOULD]
21.4.11 413 Request Entity Too Large ( )
entity-body
[MAY]
[MAY] Retry-After [SHOULD]
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21.4.12 414 Reguest-URI Too Long (Request-URI )
Request-URI

21.4.13 415 Unsupported Media Type (

Accept Accept-Encoding Accept-Language
[MUST]
8.1.3.5
21.4.14 416 Unsupported URI Scheme ( URI
Request-URI  URI
8.1.3.5
21.4.15 420 Bad Extension ( )
Proxy-Require(20.29 ) Require(20.32 )
Unsupported
[MUST] UAC
21.4.16 421 Extension Required ( )
UAS
Require [MUST]
UAS
[[SHOULD NOT]
SIP
[SHOULD]
21.4.17 423 Interval Too Brief ( )
Contact
10.2.8 10.3 20.23
21.4.18 480 Temporarily Unavailable ( )
) Retry-After

[MAY]
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)
UAC
)
8.1.3.5
Supported

Supported

Min-Expires
(
(



[SHOULD] UA [SHOULD] 486(Busy
Here) [MAY]

Request-URI

21.4.19 481 Cdl/Transaction Does Not Exist( )
UAS
21.4.20 482 Loop Detected ( )
(16.3 4)
21.4.21 483 Too Many Hops ( )
Max-Forwards (20.22 )
21.4.22 484 Address Incomplete ( )
Request-URI
[SHOULD]
(overlap dialing)
484(Address Incomplete)
21.4.23 485 Ambiguous ( )
Request-URI Contact
[MAY]
Request-URI 404(Not Found)
[MUST]

Request-URI(sip: lee@example.com)

SIP/2.0 485 Ambiguous

Contact: Carol Lee <sip:carol.lee@example.com>

Contact: Ping Lee <sip:p.lee@example.com>

Contact: Lee M. Foote <sips:lee.foote@example.com>

E (semantics)
3xx 300
3xx
485(Ambiguous)
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21.4.24 486 Busy Here ( )

Retry-After
[MAY]

600(Busy Everywhere)
[SHOULD]

21.4.25 487 Request Terminated ( )

BYE CANCEL CANCEL

21.4.26 488 Not Acceptable Here ( )
606(Not Acceptable) Request-URI

OPTIONS 200(0K) INVITE  Accept

( application/sdp)
[MAY]

21.4.27 491 Request Pending ( )
UAS 14.2

(glare)
21.4.28 493 Undecipherable ( )
UAS
MIME UA

[VAY]
23.2

215 5xx

5xx

21.5.1 500 Server Internal Error ( )

[MAY] [MAY]

Retry-After
[MAY]

21.5.2 501 Not Implemented ( )
UAS
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405(Method Not Allowed)

2153 502 Bad Gateway (

21.5.4 503 Service Unavailable (

Retry-After
Retry-After
[MUST]
503(Service Unavailable)
[SHOULD]

503(Service Unavailable)
[MAY]

2155 504 Server Time-out (

Expires

408(Request Timeout)

21.5.6 505 Version Not Supported (

SIP
21.5.7 513 Message Too Large (
21.6 6xX
6XX Request-URI

21.6.1 600 Busy Everywhere (

Retry-After
[MAY]

500(Server Internal Error)
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UAC)
)Retry-After

[MAY]

[SHOULD NOT]



603(Decline)
)

486(Busy Here)

21.6.2 603 Decline (

)

Retry-After

21.6.3 604 Does Not Exist Anywhere ( )

Request-URI

21.6.4 606 Not Acceptable ( )

606(Not Acceptable)

Warning

OPTIONS

HTTP
SIP HTTP
UA

606(Not Acceptable)
Warning
20.43
200(0K)

application/sdp)
[MAY]

(Usage of HTTP Authentication)

(22.1

[SHOULD]

SIP
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[MAY]

[VAY]

INVITE  Accept

606(Not Acceptable)

[VAY]



[MUST NOT]

[MUST NOT] RFC2543
221 (Framework)
SIP HTTP (RFC2617 [17D)
auth-scheme auth-param challenge realm realm-value credentials  BNF (
Basic ) SIP UAS  UAC
401(Unauthorized)
401(Unauthorized) [MAY]
[MUST NOT] 407(Proxy Authentication Required)
[MAY] Proxy-Authenticate Proxy-Authorization WWW-Authenticate
Authorization RFC2617( [17D
SIP URL(canonical root URL) (protection space)
SIP realm (protection domain)
Request-URI  realm RFC2543
UAC Request-URI
Request-URI UAC Request-URI
Request-URI SIP URI
URI ( tel URL)
realm [MUST]
o realm [MUST] realm RFC2617(
[17]) 3.2.1
[RECOMMENDED]
o realm
[SHOULD]

INVITE sip:bob@biloxi.com SIP/2.0

Authorization: Digest realm="biloxi.com", <...>

SIP realm( )
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¢ )
anonymous [MAY] PSTN
UAC realm
[MAY]
SIP
2 ACK  CANCEL
( Ynonce
ACK
INVITE ACK
[MUST] ACK UAC ACK INVITE
Authorization Proxy-Authorization ACK
[MUST NOT]
CANCEL (2xx) CANCEL
CANCEL [MUST NOT] CANCEL
[SHouLD] (
(26.2.1 ) )
UAC UAC realm
UAC  (WWww-Authenticate Proxy-Authenticate
) realm [SHOULD] UA
realm
realm
UAC realm
(
anonymous )
403(Forbidden)
UAC [MUST
NOT]( nonce )
222 (User-to-User Authentication)
UAS  UAC UAS
[MAY] (Authorization ) UAS
401(Unauthorized)
WWwW-Authenticate 401(Unauthorized)
[MUST] realm
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401 WwW-Authenticate

WWW-Authenticate: Digest
realm="biloxi.com",
gop="auth,auth-int",
nonce="dcd98b7102dd2f0e8b11d0f600bFh0c093",
opaque="5ccc069c403ebaf9f0171e9517f40e41"

UAC  401(Unauthorized)
[SHOULD] UAC

( (keyring) )
UA To realm
[SHOULD] UA [MAY]
realm UAC anonymous o
) [VAY]
UAS
UA ( 401(Unauthorized) )
Authorization [MAY] Authorization
realm UA

Authorization

Authorization: Digest username="bob",
realm="biloxi.com",
nonce="dcd98b7102dd2f0e8b11d0f600bFb0c093",
uri="sip:bob@biloxi.com",
gop=auth,
nc=00000001,
cnonce="0a4f113b",
response="6629fae49393a05397450978507c4efl",
opaque="5ccc069c403ebaf9f0171e9517f40e41"

UAC  401(Unauthorized) 407(Proxy Authentication Required)

UAC
CSeq [MUST]
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223 (Proxy-to-User Authentication)

UAC
[MAY] (Proxy-Authorization )
407(Proxy Authentication Required)
Proxy-Authenticate 407(Proxy Authentication
Required) [MUST]
[17] Proxy-Authenticate Proxy-Authorization
Proxy-Authorization
[MUST NOT] 407(Proxy Authentication Required)
UAC [MUST]
realm Proxy-Authorization
UAC

Proxy-Authorization
CSeq CSeq
UAC UAS

UAC  407(Proxy Authentication Required)

[SHOULD] 401
realm
realm UAC anonymous o
) [MAY]
UAC [SHOULD]
[RECOMMENDED]

UA Call-ID 4017407 Proxy-Authenticate

UA Call-ID realm

[MUST NOT] UA
realm UA realm
[MAY] Route
UA (
407(Proxy Authentication Required) ) Proxy-Authorization
[MAY] Proxy-Authorization
( )
Proxy-Authorization UA
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Proxy-Authorization

realm

realm realm

( Proxy-Authenticate
) realm  Proxy-Authorization
realm [MUST
NOT]
realm Proxy-Authorization
Proxy-Authorization
Proxy-Authorization
[MUST]
Proxy-Authorization realm
[SHOULD]
(16.7 )
( JUA  UAC
WWwW-Authenticate Proxy-Authenticate
UA [MUST]
UAC
UAC realm
UAC
UA
401(Unauthorized) 407(Proxy Authentication Required)
UAC UAC WW-Authenticate
Authorization Proxy-Authenticate Proxy-Authorization [MAY]
realm [SHOULD]
realm 401(Unauthorized) 407(Proxy
Authentication Required)
( realm )
UAC realm Authorization
Proxy-Authorization [MAY] realm

[SHOULD]
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224 (The Digest Authentication Scheme)

HTTP SIP
SIP HTTP( [171)
RFC2543  RFC2069( [391) HTTP
SIP RFC2069
RFC2617 SIP
[MUST NOT]
HTTP/1.1 SIP/2.0
[17]
1. URI BNF
URI = SIP-URI 7/ SIPS-URI
2. RFC2617 BNF HTTP Authorization
(RFC2617 3.5
uri [MUST]
3. digest-uri-value BNF
digest-uri-value = Request-URI ; 25
4. Etag nonce SIP
5. RFC2617( [17D SIP
6. RFC2617( [17D (request line) URI
URI
2
SIP Authorization
Request-URI (
) [MAY] 2
7 A2
entity-body ( SIP
) entity-body MD5

H(entity-body) = MD5("") = "d41d8cd98F00b204e9800998ecF84276"
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RFC2617
[MUST]
uri
)SIP
Authorization
SIP
URI



8. RFC2617 qop (directive)
( Proxy-Authorization
NOT] cnonce
( MD5-Sess )gop (directive)
RFC2069 RFC2617
Proxy-Authenticate
[MUST]
authorization
[MUST]
RFC2543  Authentication-Info
)
RFC2617( [17D
RFC2617
[MUST]
SIMIME
SIP MIME MIME
MIME
application/pkcs7-mime MIME RFC1847(
RFC2633( [24D ) SIP
(
MIME
RFC2543 SIP
231 SMIME (S'MIME Certificates)
S/MIME
SIP URI SIPS URI userinfo @ domainname
bob@biloxy.com E )

SIP

183

gop
gop

chonce Authorization
) [MUST
qop
RFC2543  RFC2069
qop

WWW-Authenticate

qop

(RFC2543  RFC2069

qop
RFC2069

(  multipart/signed

[22]) RFC2630( [231)
(  SDP)
)
PGP
(

address-of-record(AOR)



UA

S/MIME
[MUST] address-of-record(AOR)
URI(From )
address-of-record(AOR) [SHOULD]
[SHOULD]
[MAY] 26.4.2
SIP
[SHOULD] UAC
SIP URI ( )
[SHOULD]
232 SIMIME (S'MIME Key Exchange)
SIP
SIP S/MIME ~ CMS SignedData
[MUST]
UAC S/MIME
INVITE S/MIME"multipart/signed” CMS SignedData
[SHOULD] CMS EnvelopedData (
) UAC  SignedData EnvelopedData
[SHOULD]
UAS S/MIME CMS UAS
[SHOULD] UAS
(S/MIME SubjectAltName )
From [SHOULD]
From UAS
( )
[MUST] SIP
From ( )
UAS address-of-record(AOR)
[SHOULD]
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UAS S/MIME
INVITE UAS  S/MIME "multipart/signed”
CMS SignedData [SHOULD] CMS
EnvelopedData UAS  SignedData EnvelopedData
[SHOULD]
UAC S/MIME CMS UAC
[SHOULD] UAC
To [SHOULD] 2
UAC
( )
[MUST]
To ( )
UAC address-of-record(AOR)
[SHOULD] UAC
UAS
CMS SignedData [SHOULD]
UA From
UA
[SHOULD] UA (
)
[MUST] address-of-record(AOR)
[SHOULD]
SSH
26.4.2
UA S/MIME
493(Undecipherable) [MUST] (
To address-of-record(AOR) )
certs-only smime-type MIME
[SHOULD]
493(Undecipherable) S/MIME
S/MIME
S/MIME ( required Content-Disposition
handling ) MIME
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415(Unsupported Media Type)
S/MIME
S/MIME

S/MIVE [MAY]

(downgrade attack)

S/MIME
UAC
[SHOULD] S/MIME
S/MIME (
) UAS
[SHOULD]
UA
SignedData UA

233 MIME
sIp 2
SAMIME  ( [241)

(Securing MIME bodies)
Secure MIME

0 multipart/signed CMS

S/MIME

0 S/MIME Content-Disposition
handling required
o UAC
UAC

UAC
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[MUST]

[SHOULD]

415

MIME

[SHOULD NOT]

From

CMS

[MUST]

[MUST]

[SHOULD]
[SHOULD]

address-of-record(AOR)
application/pkcs7-mime MIME
CMS



OPTIONS [MAY]( 23.4
message/sip [SHOULD])
S/MIME
o S/MIME
SMIMECapabilities ( [24] 2.5.2 )
[SHOULD] CMS SignedData
preferSignedData [MAY]( OPTIONS
)
o S/MIME SHAL1 3DES
[MUST]
[MAY] SMIMECapabilities
o SIP S/MIME [SHOULD] UA

(parallel signature)

[SHOULD NOT]

SIP S/MIME SDP

INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Max-Forwards: 70

Contact: <sip:alice@pc33.atlanta.com>

Content-Type:application/pkcs7-mime; smime-type=enveloped-data;
name=smime.p7m

Content-Disposition: attachment; filename=smime.p7m

handling=required

khkkhkkkkhkhkhkkhkhkhkkhhkhkkhhkhkhhkkhkhhkkhkkhhkkhkkhhkkhhkhkkhhkhkkhhkhkkhhkhkhhkkhkkhhkkhkhhkikhhkkikikk

* Content-Type: application/sdp *
* *
* v=0 *

* o=alice 53655765 2353687637 IN IP4 pc33.atlanta.com *

* g=- *

*t=0 0 *
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* c=IN IP4 pc33.atlanta.com *

* m=audio 3456 RTP/AVP 0 1 3 99 *
* a=rtpmap:0 PCMU/8000 *
234 SIMIME SIP : SIP (SIP Header Privacy and
Integrity using SMIME: Tunneling SIP)
SIP
S/MIME message/sip MIME SIP SIP
MIME
SIP
UAS message/sip S/MIME
message/sip smime-type [SHOULD]
MIME ( SDP) S/MIME
[SHOULD] message/sip
MIME multipart/mixed MIME
2341 SIP (Integrity and Confidentiality Properties of SIP Headers)
S/MIME
message/sip SIP
Date [SHOULD]
23411 (Integrity)

20 SIP

Request-URI Via Record-Route Route
Max-Forwards Proxy-Authorization
[SHOULD NOT]

[MUsT]

23412 (Confidentiality)
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(version) To From Call-ID CSeq Contact
Call-ID CSeq Contact

To From

From
[SHOULD]
[MUST NOT]

(semantics)
Subject Reply-To Organization Accept Accept-Encoding Accept-Language
Alert-Info Error-Info Authentication-Info Expires In-Reply-To Require Supported Unsupported
Retry-After User-Agent Server Warning
UA

[SHOULD NOT]

Date
[MUST]
MIME MIME
MIME-Version Content-Type Content-Length Content-Language Content-Encoding
Content-Disposition S/MIME MIME
( MIME )SIP
MIME
Min-Expires Timestamp Authorization
Priority WWW-Authenticate
( ) UA
[SHouLD]
UA [SHOULD]
SIP
SIP UA
[MUST]
23.4.2 (Tunneling Integrity and Authentication)
S/MIME SIP
CMS message/sip MIME (replicate) SIP
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message/sip (To From Call-ID CSeq)

MIME
MIME (
)
[SHOULD]
[MUST]
Date
[SHOULD] @
)
[SHOULD]
403(Forbidden) [MAY]
[MAY] UA
[SHOULD]

message/sip

INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Max-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: multipart/signed;
protocol="application/pkcs7-signature";
micalg=shal; boundary=boundary42

Content-Length: 568

--boundary42

Content-Type: message/sip

INVITE sip:bob@biloxi.com SIP/2.0

190



Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
To: Bob <bob@biloxi.com>

From: Alice <alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Max-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: application/sdp

Content-Length: 147

v=0

o=UserA 2890844526 2890844526 IN IP4 here.com
s=Session SDP

c=IN IP4 pc33.atlanta.com

t=0 0

m=audio 49172 RTP/AVP 0

a=rtpmap:0 PCMU/8000

--boundary42

Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s;

handling=required

ghyHhHUUjhJhjH77n8HHGTrfvbnj 756 tbBOHGAVQpFyF467Gh IGFHFYT6E
4VQpFyF467GhIGFHFYT6jH77n8HHGghyHhHUUjhJh756thBOHGTr Fvbnj
N8HHGTrfvhJhjH776£bBIHGAVQbNj 7567Gh I GFHFYT6ghyHhHUUj pfyF4
7Gh1GFHFYT64VQbnj 756

--boundary42-
2343 (Tunneling Encryption)
CMS EnvelopedData S/MIME message/sip MIME
S/MIME
SDP Subject  Organization
SIP
(selective anonymity)
From ( sip:anonymous@anonymizer . invalid)
address-of-record(ACOR) From
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message/sip MIME

From
S/MIME

From [MUST]

message/sip MIME
[SHOULD] application/pkcs7-mime
multipart/signed MIME

™

INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8

To: Bob <sip:bob@biloxi.com>

From: Anonymous <sip:anonymous@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Max-Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:pc33.atlanta.com>

Content-Type: multipart/signed;
protocol="application/pkcs7-signature";
micalg=shal; boundary=boundary42

Content-Length: 568

--boundary42

Content-Type:application/pkcs7-mime;
smime-type=enveloped-data;name=smime.p7m

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m
handling=required

Content-Length: 231

* Content-Type: message/sip *
* *
* INVITE sip:bob@biloxi.com SIP/2.0 *
* Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8 *
* To: Bob <bob@biloxi.com> *
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* From: Alice <alice@atlanta.com>;tag=1928301774 *

* Call-1D: a84b4c76e66710 *
* CSeq: 314159 INVITE *
* Max-Forwards: 70 *
* Date: Thu, 21 Feb 2002 13:02:03 GMT *
* Contact: <sip:alice@pc33.atlanta.com> *
* *
* Content-Type: application/sdp *
* *
* =0 *
* o=alice 53655765 2353687637 IN IP4 pc33.atlanta.com *
* s=Session SDP *
*t=00 *
* ¢c=IN IP4 pc33.atlanta.com *
* m=audio 3456 RTP/AVP 0 1 3 99 *
* a=rtpmap:0 PCMU/8000 *
--boundary42

Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7s;

handling=required
ghyHhHUUjhJhjH77n8HHGTrfvbnj 756tbBIHGAVQpTYFA67Gh IGTHTYTE
4VQpTFyF467GhI1GFHFYT6JH77n8HHGghyHhHUUjhIh756thBOHGTrfvbnj
N8HHGTrfvhJhjH776thBIHGAVQbnj7567Ch IGFHFYT6ghyHhHUUj pfyF4
7GhIGTHFYT64VQbnj756
--boundary42-
(Examples)

Content-Length Content-Type

241 (Registration)
Bob 9
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biloxi.com Bob

9: SIP

F1 REGISTER Bob -> Registrar

REGISTER sip:registrar.biloxi.com SIP/2.0

Via: SIP/2.0/UDP hobspc.biloxi.com:5060;branch=z9hG4bKnashds7
Max-Forwards: 70

To: Bob <sip:bob@biloxi.com>

From: Bob <sip:bob@biloxi.com>;tag=456248

Call-1D: 843817637684230@998sdasdh09

CSeq: 1826 REGISTER

Contact: <sip:bob@192.0.2.4>

Expires: 7200

Content-Length: 0

200 OK

F2 200 OK Registrar -> Bob

24.2

SIP/2.0 200 OK

Via: SIP/2.0/UDP bobspc.biloxi.com:5060;branch=z9hG4bKnashds7
sreceived=192.0.2.4

To: Bob <sip:bob@biloxi.com>;tag=2493k59%d

From: Bob <sip:bob@biloxi.com>;tag=456248

Call-1D: 843817637684230@998sdasdh09

CSeq: 1826 REGISTER

Contact: <sip:bob@192.0.2.4>

Expires: 7200

Content-Length: 0

(Session Setup)

4 1
Allow
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F1 INVITE Alice -> atlanta.com proxy

INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
Max-Forwards: 70

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: application/sdp

Content-Length: 142

(Alice SDP )

F2 100 Trying atlanta.com proxy -> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Content-Length: 0

F3 INVITE atlanta.com proxy -> biloxi.com proxy

INVITE sip:bob@biloxi.com SIP/2.0

Via:SIP/2.0/UDP bigbox3.site3._atlanta.com;branch=z9nhG4bK77ef4c2312983.1

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

Max-Forwards: 69

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: application/sdp

Content-Length: 142

(Alice SDP )
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F4 100 Trying biloxi.com proxy -> atlanta.com proxy

SIP/2.0 100 Trying

Via:SIP/2.0/UDP bigbox3.site3._atlanta.com;branch=z9nhG4bK77ef4c2312983.1
sreceived=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Content-Length: 0

F5 INVITE biloxi.com proxy -> Bob

INVITE sip:bob@192.0.2.4 SIP/2.0

Via: SIP/2.0/UDP serverl0.biloxi.com;branch=z9nG4bK4b43c2ff8.1

Via:SIP/2.0/UDP bigbox3.site3._atlanta.com;branch=z9nhG4bK77ef4c2312983.1
;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

Max-Forwards: 68

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: application/sdp

Content-Length: 142

(Alice SDP )

F6 180 Ringing Bob -> biloxi.com proxy

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP serverl0.biloxi.com;branch=z9nG4bK4b43c2ff8.1

;received=192.0.2.3

Via:SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef4c2312983.1
;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
sreceived=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf
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From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-1D: a84b4c76e66710

Contact: <sip:bob@192.0.2.4>

CSeq: 314159 INVITE

Content-Length: 0

F7 180 Ringing biloxi.com proxy -> atlanta.com proxy

SIP/2.0 180 Ringing

Via:SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef4c2312983.1
;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
sreceived=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85ct

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

Contact: <sip:bob@192.0.2.4>

CSeq: 314159 INVITE

Content-Length: 0

F8 180 Ringing atlanta.com proxy -> Alice

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
sreceived=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85ct

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

Contact: <sip:bob@192.0.2.4>

CSeq: 314159 INVITE

Content-Length: 0

F9 200 OK Bob -> biloxi.com proxy

SIP/2.0 200 OK

Via: SIP/2.0/UDP serverl0.biloxi.com;branch=z9nG4bK4b43c2ff8.1
sreceived=192.0.2.3

Via:SIP/2.0/UDP bigbox3.site3.atlanta.com;branch=z9hG4bK77ef4c2312983.1
;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf

From: Alice <sip:alice@atlanta.com>;tag=1928301774
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Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Contact: <sip:bob@192.0.2.4>
Content-Type: application/sdp
Content-Length: 131

(Bob  SDP )

F10 200 OK biloxi.com proxy -> atlanta.com proxy

SIP/2.0 200 OK

Via:SIP/2.0/UDP bigbox3.site3._atlanta.com;branch=z9nhG4bK77ef4c2312983.1
sreceived=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
;received=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Contact: <sip:bob@192.0.2.4>

Content-Type: application/sdp

Content-Length: 131

(Bob  SDP )

F11 200 OK atlanta.com proxy -> Alice

SIP/2.0 200 OK

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
sreceived=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Contact: <sip:bob@192.0.2.4>

Content-Type: application/sdp

Content-Length: 131

(Bob  SDP )

F12 ACK Alice -> Bob

ACK sip:bob@192.0.2.4 SIP/2.0
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Alice

Bob

F13 BYE

F14 200

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds9
Max-Forwards: 70

To: Bob <sip:bob@biloxi.com>;tag=a6c85cf

From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-1D: a84b4c76e66710

CSeq: 314159 ACK

Content-Length: 0

Bob

Bob  SIP CSeq (
Bob To  From

Bob -> Alice

BYE sip:alice@pc33.atlanta.com SIP/2.0

Via: SIP/2.0/UDP 192.0.2.4;branch=z9hG4bKnashds10
Max-Forwards: 70

From: Bob <sip:bob@biloxi.com>;tag=a6c85cf

To: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-1D: a84b4c76e66710

CSeq: 231 BYE

Content-Length: 0

OK Alice -> Bob

SIP/2.0 200 OK

Via: SIP/2.0/UDP 192.0.2.4;branch=z9hG4bKnashds10
From: Bob <sip:bob@biloxi.com>;tag=a6c85cf

To: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-1D: a84b4c76e66710

CSeq: 231 BYE

Content-Length: 0

SIP ( [40]) SIP
SIP BNF (Augmented BNF for the SIP Protocol)
RFC2234(
BNF RFC 2234 6.1

SP LWS HTAB CRLF DIGIT ALPHA
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231

[101)

tag
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251 (Basic Rules)

US-ASCII
ANSI X3.4-1986
alphanum = ALPHA / DIGIT
RFC2396( [5D RFC2234( [10D

reserved = ll;ll / Il/ll / ll?ll / Il:ll / ll@ll / Il&ll / II=II / Il+ll
VAR VA
unreserved = alphanum / mark
mark 2 AL A B A Ao A
VAN GVADN
escaped = "%" HEXDIG HEXDIG
SIP
linear white space SP (semantics)
linear white

space SP [MAY] RFC2616( 1))
HTTP/1.1

LWS = [*WSP CRLF] 1*WSP ; linear whitespace

SWS = [LWS] ; sep whitespace

( ) ( )

HCOLON

HCOLON = *( SP / HTAB ) ":" SWS

TEXT-UTF8
*TEXT-UTF8 UTF-8 (RFC2279 d))
TEXT-UTF8-TRIM ( LWS LWS
) SIP  1508859-1
HTTP

TEXT-UTF8-TRIM 1*TEXT-UTF8char *(*LWS TEXT-UTF8char)

TEXT-UTF8char = %x21-7E / UTF8-NONASCII
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UTF8-NONASCIT = %xCO-DF 1UTF8-CONT
/  %XEO-EF 2UTF8-CONT
/  %xFO-F7 3UTF8-CONT
/  %xF8-Fb 4UTF8-CONT
/  %xFC-FD 5UTF8-CONT

UTF8-CONT = %x80-BF
CRLF TEXT-UTF8-TRIM
TEXT-UTF8-TRIM LWS SP
16

16

LHEX = DIGIT / %x61-66 ; a-f

SIP LWS
[MUST]
Call-ID
token = 1*(alphanum / =" / "t/ 0t L Rt S
VAN AL VAN /")
separators = (" / "™)" /U<t /ST /0 /

wowfomam v g vy 7 DQUOTE /
AN RV LA L
“{* / "} / SP / HTAB

word = I*(alphanum / "= /7 "Lt/ U/ g g e
R N AN
GV LA
"t/ ¥/ DQUOTE /
VAN WV RV Al
L)

STAR = SHS " SWS

SLASH = SWS /" SIS ;

EQUAL = SWS =" SWS

LPAREN = SWS (T SWS ;

RPAREN = SIS )" SWS ;

RAQUOT SR

LAQUOT = SiS <
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COMMA = SWS "," SwS ;
SEMI = SWS ;™ SwS ;
COLON = SWS ":™ SwS ;
LDQUOT = SWS DQUOTE;
RDQUOT = DQUOTE SWS ;
SIP

comment
comment = LPAREN *(ctext / quoted-pair / comment) RPAREN
ctext = %x21-27 / %x2A-5B / %x5D-7E / UTF8-NONASCII / LWS

ctext
@)
)

quoted-string SWS DQUOTE *(qdtext / quoted-pair ) DQUOTE

LWS /7 %x21 / %x23-5B / %x5D-7E / UTF8-NONASCII

qdtext

(¥)
[VAY] HTTP/1.1 CR LF

quoted-pair "¥" (%x00-09 / %x0B-0C / %xOE-7F)

SIP-URI = "sip:" [ userinfo ] hostport

uri-parameters [ headers ]
SIPS-URI = "sips:" [ userinfo ] hostport

uri-parameters [ headers ]
userinfo = (user / telephone-subscriber ) [ ":" password ] "@"
user = 1*( unreserved / escaped / user-unreserved )
user-unreserved = "&" / U=t/ Uyt /UL S 1"
password = *( unreserved / escaped /

AR A A A A
hostport = host [ ":" port ]
host = hostname / IPv4address / IPv6reference
hostname = *( domainlabel "." ) toplabel [ "." ]
domainlabel = alphanum

/ alphanum *( alphanum /7 "-" ) alphanum
toplabel = ALPHA 7/ ALPHA *( alphanum /7 "-" ) alphanum
IPv4address = 1*3DIGIT "." 1*3DIGIT "."™ 1*3DIGIT "." 1*3DIGIT
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[MUST]

IPvbreference = "[" IPv6address "]"

IPv6address = hexpart [ ":" IPvdaddress ]
hexpart = hexseq / hexseq "::" [ hexseq ] /7 "::" [ hexseq ]
hexseq = hex4 *( ":" hex4)
hex4 = 1*4HEXDIG
port = 1*DIGIT
BNF  RFC2806( [°D SIP URI
uri-parameters = *( ";" uri-parameter)
uri-parameter = transport-param / user-param / method-param

/ ttl-param / maddr-param / lr-param / other-param
transport-param= ‘“transport="
( "udp" / "tcp" / “sctp" / "tls" / other-transport)

other-transport = token

user-param = "user=" ( "phone" / "ip" / other-user)
other-user = token

method-param = "method="" Method

ttl-param = "ttl=" ttl

maddr-param = "maddr="" host

Ir-param = "l

other-param = pname [ "=" pvalue ]

pname = 1*paramchar

pvalue = 1*paramchar

paramchar = param-unreserved / unreserved / escaped
param-unreserved S VAR A A A A A A
headers = "?" header *( "&" header )

header = hname "=" hvalue

hname = 1*( hnv-unreserved / unreserved / escaped )
hvalue = *( hnv-unreserved / unreserved / escaped )
hnv-unreserved = [/ e
SIP-message = Request / Response

Request = Request-Line

*( message-header )
CRLF
[ message-body ]

Request-Line = Method SP Request-URI SP SIP-Version CRLF
Request-URI = SIP-URI / SIPS-URI 7/ absoluteURI
absoluteURI = scheme ":" ( hier-part / opaque-part )
hier-part = ( net-path / abs-path ) [ "?" query ]
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net-path
abs-path

opaque-part
uric

uric-no-slash

path-segments
segment
param

pchar

scheme
authority
srvr

reg-name

query
SIP-Version

message-header

NN N N N N N N N N N N SN SN SN NSNS NSNS NSNS SN S

"//" authority [ abs-path ]
"/" path-segments

uric-no-slash *uric

reserved / unreserved / escaped

unreserved / escaped / ";" / M/ Uit/ TUQT

VANV ARC Y AR A A AR
segment *( "/" segment )
*pchar *( ";" param )

*pchar

unreserved / escaped /

VARV SRS A AN
ALPHA *( ALPHA / DIGIT / "+ 7 "=t /7 "

srvr / reg-name
[ [ userinfo "@" ] hostport ]

1*( unreserved / escaped / "$"

R A A N A

*uric

"SIP™ /™ 1*DIGIT "." 1*DIGIT

(Accept
Accept-Encoding
Accept-Language
Alert-Info
Allow
Authentication-Info
Authorization
Call-ID
Call-Info
Contact
Content-Disposition
Content-Encoding
Content-Language
Content-Length
Content-Type
CSeq

Date

Error-Info
Expires

From

In-Reply-To
Max-Forwards

MIME-Version
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Min-Expires
Organization
Priority
Proxy-Authenticate
Proxy-Authorization
Proxy-Require
Record-Route
Reply-To

Require
Retry-After

Route

Server

Subject

Supported
Timestamp

To

Unsupported
User-Agent

Via

Warning

WWW-Authenticate

NN N N N N N N NN N SN SN SN SN NSNS NS NS SN S S

extension-header) CRLF

INVITEm = %x49.4E.56.49.54.45 ; INVITE
ACKm = %x41.43.4B ; ACK
OPTIONSm = %x4F.50.54.49.4F.4E.53 ; OPTIONS
BYEm = %x42.59.45 ; BYE
CANCELm = %x43.41.4E.43.45.4C ; CANCEL
REGISTERm = %x52.45.47.49.53.54.45.52 ; REGISTER
Method = INVITEm / ACKm / OPTIONSm / BYEm

/ CANCELm / REGISTERm

/ extension-method

extension-method = token
Response = Status-Line

*( message-header )
CRLF
[ message-body ]

SIP-Version SP Status-Code SP Reason-Phrase CRLF

Status-Line

Status-Code Informational

Redirection

Success

NN N

Client-Error
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/  Server-Error
/  Global-Failure
/

extension-code

extension-code 3DIGIT

Reason-Phrase *(reserved / unreserved / escaped

/ UTF8-NONASCII / UTF8-CONT / SP / HTAB)

Informational = "100" ; Trying ( )
/ "180" ; Ringing ( )
/ "181" ; Call Is Being Forwarded
( )
/ "182" ; Queued ( )
/ "183" ; Session Progress (
Success = "200" ; OK
Redirection = "300" ; Multiple Choices (
/ "301" ; Moved Permanently (
/ "302" ; Moved Temporarily (
/  "305" ; Use Proxy ( )
/ "380" ; Alternative Service (
Client-Error = "400" ; Bad Request ( )
/ "401" ; Unauthorized (
/ "402" ; Payment Required (
/ "403" ; Forbidden ( )
/  "404"™ ; Not Found ( )
/ "405" ; Method Not Allowed
(
/ "406" ; Not Acceptable (
/ "407" ; Proxy Authentication Required
( )
/ "408" ; Request Timeout (
/  "410" ; Gone (
/ "413" ; Request Entity Too Large
(
/ "414" ; Request-URI Too Large
(Request-URI )
/ "415" ; Unsupported Media Type
(
/ "416"™ ; Unsupported URI Scheme
( URI
/ "420" ; Bad Extension ( )
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Server-Error

Global-Failure

Accept

accept-range

media-range

accept-param

gvalue

generic-param

gen-value

~N

NN N N N N N NN

NN N NN

NN N

421"
"423"
"480"
"481"
482" ;
"483"
"484"
"485"
"486" ;
"487"
488" ;
"491"
"493"
500" ;
501" ;
502" ;
"503" ;
"504"
"505"
"513"  ;
"600"
"603"
604"
606" ;

Extension Required ( )
Interval Too Brief ( )
Temporarily not available
( )
Call Leg/Transaction Does Not Exist
(
Loop Detected ( )
Too Many Hops ( )
Address Incomplete (
Ambiguous ( )
Busy Here ( )
Request Terminated(
Not Acceptable Here (
Request Pending (
Undecipherable ( )

Internal Server Error (
Not Implemented ( )
Bad Gateway ( )
Service Unavailable (
Server Time-out (
SIP Version not supported

( SIP

Message Too Large (

Busy Everywhere ( )
Decline ( )

Does not exist anywhere (

Not Acceptable ( )

"Accept" HCOLON

[ accept-range *(COMMA accept-range) ]

media-range *(SEMI accept-param)

("

/ ( m-type SLASH "*" )
/ ( m-type SLASH m-subtype )

) *( SEMI m-parameter )

("q" EQUAL qvalue) / generic-paranm

(GO

" 0*3DIGIT 1)

/(1L 030 1)
token [ EQUAL gen-value ]

token / host / quoted-string
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Accept-Encoding= "Accept-Encoding” HCOLON
[ encoding *(COMMA encoding) ]

encoding = codings *(SEMI accept-param)
codings = content-coding / "*"
content-coding = token
Accept-Language = "Accept-Language" HCOLON

[ language *(COMMA language) ]
language = language-range *(SEMI accept-param)
language-range = ( ( 1*8ALPHA *( "-" 1*8ALPHA ) ) / "™*")
Alert-Info = "Alert-Info" HCOLON alert-param *(COMMA alert-param)
alert-param = LAQUOT absoluteURI RAQUOT *( SEMI generic-param )
Allow = "Allow" HCOLON [Method *(COMMA Method)]
Authorization = "Authorization™ HCOLON credentials
credentials = ("Digest" LWS digest-response)

/ other-response

digest-response = dig-resp *(COMMA dig-resp)

dig-resp = username / realm / nonce / digest-uri
/ dresponse / algorithm / cnonce
/ opaque / message-qop

/ nonce-count / auth-param

username = "username" EQUAL username-value
username-value = quoted-string

digest-uri = "uri" EQUAL LDQUOT digest-uri-value RDQUOT
digest-uri-value = rquest-uri ; HTTP/1.1 request-uri
message-qop = "qop"™ EQUAL gop-value

cnhonce = "cnonce" EQUAL cnonce-value

cnonce-value = nonce-value

nonce-count = "nc" EQUAL nc-value

nc-value = B8LHEX

dresponse = "response™ EQUAL request-digest
request-digest = LDQUOT 32LHEX RDQUQOT

auth-param = auth-param-name EQUAL

( token / quoted-string )
auth-param-name = token
other-response = auth-scheme LWS auth-param
*(COMMA auth-param)

auth-scheme = token
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Authentication-Info

ainfo

nextnonce
response-auth

response-digest

Call-ID

called

Call-Info
info

info-param

Contact

contact-param
name-addr
addr-spec

display-name

contact-params
c-p-q

c-p-expires
contact-extension

delta-seconds

Content-Disposition

disp-type

disp-param

handl ing-param

other-handling

disp-extension-token=

Content-Encoding

= "Authentication-Info" HCOLON ainfo
*(COMMA ainfo)

nextnonce / message-qop

/ response-auth / cnonce

/ nonce-count

"nextnonce" EQUAL nonce-value

"rspauth”™ EQUAL response-digest

LDQUOT *LHEX RDQUOT

( "Call-ID" / "i" ) HCOLON callid
word [ "@" word ]

"Call-Info" HCOLON info *(COMMA info)
LAQUOT absoluteURI RAQUOT *( SEMI info-param)
( "purpose" EQUAL ( "icon" / "info"

/ "card" / token ) ) / generic-param

("Contact™ / "m" ) HCOLON
( STAR / (contact-param *(COMMA contact-param)))
(name-addr / addr-spec) *(SEMI contact-params)
[ display-name ] LAQUOT addr-spec RAQUOT
SIP-URI 7/ SIPS-URI / absoluteURI
*(token LWS)/ quoted-string

c-p-q / c-p-expires / contact-extension
"q" EQUAL gvalue
"expires" EQUAL delta-seconds
= generic-param
1*DIGIT

= "Content-Disposition" HCOLON
disp-type *( SEMI disp-param )

"render" / "session" / "icon" / "alert" / disp-extension-token

handling-param / generic-param

"handling" EQUAL

( "optional"™ / "required"/ other-handling )
token

token

= ( "Content-Encoding™ / "e"™ ) HCOLON
content-coding *(COMMA content-coding)
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Content-Language=

language-tag
primary-tag

subtag

Content-Length

Content-Type
media-type
m-type
discrete-type

composite-type
extension-token
ietf-token
x-token
m-subtype
iana-token
m-parameter
m-attribute

m-value

Cseq

Date
SIP-date
rfcl123-date
datel

"Content-Language" HCOLON

language-tag *(COMMA language-tag)
primary-tag *( "-" subtag )
1*8ALPHA
1*8ALPHA

( "Content-Length™ / "I'" ) HCOLON 1*DIGIT

( "Content-Type" / "c" ) HCOLON media-type
m-type SLASH m-subtype *(SEMI m-parameter)
discrete-type / composite-type

"text" / "image" / "audio"™ / "video"

/ "application” / extension-token
"message" / "multipart" / extension-token
ietf-token / x-token

token

"x-"" token

extension-token / iana-token
token

m-attribute EQUAL m-value
token

token / quoted-string

"CSeq" HCOLON 1*DIGIT LWS Method

"Date" HCOLON SIP-date
rfcl123-date
wkday "," SP datel SP time SP "GMT"
2DIGIT SP month SP 4DIGIT
; ( : 02 Jun 1982)

time = 2DIGIT ":™ 2DIGIT ":" 2DIGIT
; 00:00:00 - 23:59:59
wkday = "Mon™ / "Tue"™ / "Wed" / “Thu"™ / “Fri™ / “Sat™ / "Sun"
month = "Jan" / “Feb™ /7 "Mar™ / “Apr" / “May" / “Jun™ / “Jul™ /
"Aug"/ "Sep™ / "Oct™ / "Nov" / "Dec"
Error-Info = "Error-Info" HCOLON error-uri *(COMMA error-uri)
error-uri = LAQUOT absoluteURI RAQUOT *( SEMI generic-param )
Expires = "Expires" HCOLON delta-seconds
From = ( "From"™ / "f" ) HCOLON from-spec
from-spec = ( name-addr / addr-spec )
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*( SEMI from-param )

from-param

tag-param =

In-Reply-To =

Max-Forwards =

MIME-Version =

Min-Expires =

Organization =

Priority =

priority-value

other-priority =

Proxy-Authenticate

challenge =

other-challenge

digest-cln =

realm =
realm-value =

domain =

URI =
nonce =
nonce-value =
opaque =
stale =
algorithm =

gop-options =

gop-value =

Proxy-Authorization=

Proxy-Require =

tag-param / generic-param
"tag" EQUAL token

"In-Reply-To™ HCOLON callid *(COMMA callid)

"Max-Forwards" HCOLON 1*DIGIT

"MIME-Version™ HCOLON 1*DIGIT ™.™ 1*DIGIT

"Min-Expires™ HCOLON delta-seconds

"Organization™ HCOLON [TEXT-UTF8-TRIM]

"Priority"” HCOLON priority-value
"emergency" / "urgent" / "normal"
/ "non-urgent™ / other-priority

token

= "Proxy-Authenticate" HCOLON challenge
("Digest" LWS digest-cln *(COMMA digest-cin))

/ other-challenge

auth-scheme LWS auth-param

*(COMMA auth-param)

realm / domain / nonce / opaque / stale / algorithm
/ qop-options / auth-param

"realm"™ EQUAL realm-value

quoted-string

“domain™ EQUAL LDQUOT URI

*( 1*SP URI ) RDQUOT

absoluteURl / abs-path

"nonce" EQUAL nonce-value

quoted-string

"opaque" EQUAL quoted-string

"stale™ EQUAL ( "true" / "false" )

"algorithm" EQUAL ( "MD5" / "MD5-sess" / token )
"gop" EQUAL LDQUOT gop-value

*("," qop-value) RDQUOT

"auth™ / "auth-int" / token

"Proxy-Authorization™ HCOLON credentials

"Proxy-Require" HCOLON option-tag
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option-tag

Record-Route
rec-route

rr-param

Reply-To
rplyto-spec
rplyto-param

Require

Retry-After

retry-param

Route

route-param

Server

server-val

product

product-version =

Subject

Supported

Timestamp

delay

To

to-param

Unsupported

User-Agent

Via

*(COMMA option-tag)

token

"Record-Route" HCOLON rec-route *(COMMA rec-route)

name-addr *( SEMI rr-param )

generic-param

= "Reply-To" HCOLON rplyto-spec

= (_ name-addr / addr-spec ) *( SEMI rplyto-param )
= generic-param

= "Require"™ HCOLON option-tag *(COMMA option-tag)

= "Retry-After" HCOLON delta-seconds
[ comment ] *( SEMI retry-param )
= ("duration" EQUAL delta-seconds)

/ generic-param

= "Route" HCOLON route-param *(COMMA route-param)

= name-addr *( SEMI rr-param )

= "Server" HCOLON server-val *(LWS server-val)
= product / comment
= token [SLASH product-version]

token

( "Subject™ / "'s" ) HCOLON [TEXT-UTF8-TRIM]

( "Supported” / "k™ ) HCOLON
[option-tag *(COMMA option-tag)]

= "Timestamp" HCOLON 1*(DIGIT)
[ "." *(IGIT) ] [ LWS delay ]
*(IGIT) [ "." *(DIGIT) ]

( "To™ / "t" ) HCOLON ( name-addr
/ addr-spec ) *( SEMI to-param )

= tag-param / generic-param

= "Unsupported" HCOLON option-tag *(COMMA option-tag)

"User-Agent™ HCOLON server-val *(LWS server-val)

( "via" / "v" ) HCOLON via-parm *(COMMA via-parm)
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via-parm

via-params

via-ttl
via-maddr
via-received
via-branch
via-extension

sent-protocol

protocol-name
protocol-version
transport
sent-by

ttl

Warning
warning-value
warn-code

warn-agent

warn-text

pseudonym

WWW-Authenticate

extension-header=

header-name

header-value

message-body

sent-protocol LWS sent-by *( SEMI via-params )

via-ttl / via-maddr / via-received / via-branch

/ via-extension

"ttl" EQUAL ttl

"maddr" EQUAL host

"received" EQUAL (IPv4address / IPv6address)
"branch™ EQUAL token

generic-param

protocol-name SLASH protocol-version

SLASH transport
"SIP" / token

token

"UDP"™ / "TCP"™ / "TLS"™ / "SCTP" / other-transport
host [ COLON port ]

1*3DIGIT ; O

255

"Warning"™ HCOLON warning-value *(COMMA warning-value)

warn-code SP warn-agent SP warn-text

3DIGIT

hostport / pseudonym

quoted-string

token

Warning

= "WWW-Authenticate" HCOLON challenge

token

header-name HCOLON header-value

*(TEXT-UTF8char / UTF8-CONT / LWS)

*OCTET

(Threat)

Model and Security Usage Recommendations)

SIP

SIP

SIP

RTP

213

SIP

(Security Considerations. Threat

SIP



(sIP MIME )

SIP
SIP
(threat) (threat)
SIP
SIP
26.1 (Threat) (Attacks and Threat Models)
SIP (threat)
(threat) SIP
SIP (threat)
(threat)
(threat)
SIP
( )
26.1.1 (Registration Hijacking)
SIP (address-of-record(AOR)
)
REGISTER From
To address-of-record(AOR)
2
(third-party)
SIP From UA
address-of-record(AOR)
URI
(threat) (threat)
SIP UAS( SIP
)
SIP UA
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(threat) SIP

26.1.2 (Impersonating a Server)
Request-URI UA
UA /
chicago.com (biloxi.com)
biloxi.com
chicago.com biloxi.com
SIP
UA biloxy.com
(threat)
(threat) biloxi.com chicago.com /
chicago.com / 301(Moved Permanently)
biloxy.com chicago.com
UA REGISTER chicago.com

(threat) UA UA

26.1.3 (Tamper with Massege Bodies)
SIP UA
( ) UA
SIP
(man-in-the-middle)
UA

(threat) SIP

/ MIME SDP

RTP
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SDP

Subject

Subject

26.1.4

(third-party)

BYE

(threat)

BYE

26.1.5
(DoS)

(DDoS)

SIP

SIP

(Tearing Down Sessions)

(To tag From tag

BYE

(mid-session threat)

BYE

BYE

(Denial of Service and Amplification)

SIP 1P
SIP SIP
DDoS
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SIP UA
SIP
REGISTER
DoS
address-of-record(AOR)
SIP
DoS
26.2 (Security Mechanisum)
(threat) SIP
DoS
SIP
HTTP  SMTP
Request-URI Route Via
SIP
SIP
( Via )

217

SIP
DoS

DoS

SIP

SIP

Route

Record-Route

SIP UA

Via

DoS

SIP



SIP

SIP
SIP SIP UA
SIP
SIP
26.2.1 (Transport and Network Layer Security)
2
TLS( [25]) IPSec( [26])
1PSec IP(Internet Protocol)
1PSec
1PSec 0S (VPN
)
1PSec
IPSec  SIP 1PSec
SIP
UA 1PSec SIP IPSec
SIP 1PSec
TLS ( TCP)
tls (TCP TLS ) Via SIP URI
TLS
Alice
Bob (Bob
) Bob  Alice
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TLS  SIP SIP

TLS UA
TLS
SIP TLS TLS_RSA WITH_AES 128 CBC_SHA [6]
[MUST]
TLS_RSA_WITH_3DES_EDE_CBC_SHA
[SHOULD] [MAY]
26.22 SIPSURI (SIPS URI Scheme)
SIPS URI sip sips SIP URI (19
) SIPS (semantics) SIP URI SIPS
SIPS URI address-of-record(AOR) ( (
From REGISTER To ) (canonically)
URD) Request-URI SIPS
Request-URI SIP
TLS
UAS
TLS (
SIPS URI address-of-record(AOR) ) SIPS
SIPS Request-URI address-of-record(AOR) (Contact
(REGISTER ) Route SIP URI
SIP SIPS URI
SIPS URI
[4]
SIPS TLS_RSA WITH_AES_128_CBC_SHA [SHOULD]
TLS [SHOULD]
[SHOULD]
[SHOULD]
SIPS URI TLS
sips:alice@atlanta.com;transport=tcp sips:alice@atlanta.com;transport=sctp
( UDP  SIPS
) transport=tls
RFC2543

SIPS URI address-of-record(AOR)
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2623 HTTP (HTTP Authentication)
SIP  HTTP
401 407 SIP HTTP
SIP 22
26.24 SIMIME
SIP
( )
SIP
S/MIME ~ SIPUA  SIP MIME
S/MIME
S/MIME SIP
SIP
SIP S/MIME 23
26.3 (Implemnting Security Mechanisms)
2631 SIP (Requirements for Implementers of SIP)
TLS [MUST]
[MUST] UA  TLS
[RECOMMENDED] UA TLS [MAY]
(canonical)
subject [SHOULD] UA  TLS
[MAY] TLS
SIP TLS
[MUST] ( Web
)
TLS SIP SIPS URI [MUST]
UA 1PSec
[MAY]
UA
UAC TLS [SHouLD] ( TLS SIP )

UAS TLS
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[MAY]

UA 22
[MUST]
(Digest realm)
[SHOULD] realm
[SHOULD]
UA  MIME 23 S/MIME
[MAY] UA TLS IPSec
S/MIME

[SHOULD] UA  S/MIME

[MAY]
S/MIME S/MIME
26.3.2 (Security Solutions)
Web E
UA
( )
TLS UA
( )
UA
(direct authentication)
S/MIME
26.1 (threat)
UA
[MAY]
26.3.2.1 (Registrations)
UA
[SHOULD] (10 UA
) UA [SHOULD]
UA [MUST]
alice@atlanta.com address-of-record(AOR)
atlanta.com ( sip.atlanta.com)
Certificate UA
[SHOULD]
UA  REGISTER [MUST NOT]
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UA UA

UA Request-URI
[SHOULD]REGISTER UA TLS REGISTER
401(Proxy Authentication Required)
[SHOULD] Proxy-Authentication realm
[SHOULD] UAC
realm
[SHOULD] REGISTER To
URI userinfo [SHOULD]
Proxy-Authorization REGISTER
address-of-record(AOR) REGISTER REGISTER
TLS
REGISTER
UA TLS
[SHOULD] TLS UA
UA TLS
26.3.2.2 (Interdomain Requests)

Alice UA bob@bi loxi.com

(atlanta.com)

[MAY] atlanta.com (
TLS )
INVITE TLS
[SHOULD] UA INVITE
[SHOULD]
UA INVITE

222



[SHOULD]( [4]

(atlanta.com)

alice@atlanta.com

Alex
Alex
Request-URI
biloxi.com
[SHOULD] TLS
TLS [SHOULD]
SIP
[SHOULD] atlanta.com
biloxi.com
TLS 2
atlanta.com biloxi.com INVITE
biloxi.com atlanta.com
INVITE From
[SHOULD] biloxi
[MAY]
SMTP
atlanta.com Alice
biloxi.com atlanta.com
biloxi.com
INVITE  biloxi
( bob@biloxi.com )
) [SHOULD] INVITE
biloxi
Bob From atlanta.com

) Request-URI

domainname

alex@atlanta.com
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Request-URI

biloxi.com
TLS
Alice
atlanta.com
TLS
[SHOULD]
domainname
SIP
biloxi.com
Alice
biloxi.com
TLS (
Bob
TLS
Alice (Alice

)



Record-Route

[SHOULD]
Record-Route
Alice Bob (S/MIME
2 )
SIP
Alice Bob
BYE Bob  Alice
Alice Bob
(transitively)
26.3.2.3 (Peer-to-Peer Requests)
carol@chicago.com
UA Carol bob@biloxi.com INVITE UA Dbiloxi
( Request-URI
[4] ) TLS [SHOULD]
UA  biloxi TLS INVITE
[SHOULD] Carol  biloxi
INVITE message/sip CMS Carol
biloxi.com biloxi.com realm
biloxi From domainname biloxi.com
[MAY]
(unauthenticated)
biloxi bob@bi loxy.com(
<sip:bob@192.0.2.4>)
Bob Carol biloxi TLS
Carol TCP
Request-URI INVITE [SHOULD](
) Bob INVITE UA
From ( )
INVITE
Carol
NAT UA TCP
UA
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( TLS
TCP )
26.3.2.4 DoS (DosS Protection)
SIP
(
) [SHOULD] TLS
SIP
SIP
UA
401(Unauthorized) 407(Proxy Authentication Required)
[SHOULD]
401(Unauthorized) 407(Proxy Authentication Required)
(third-party)
Via)
TLS
SIP
26.4 (Limitations)
26.41 HTTP (HTTP Digest)
SIP  HTTP
SIP

1PSec

(threat)

Request-URI
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RFC2617 SIP
next-nonce nonce-count
HTTP realm
( (
)
TLS
realm UA
26.4.2 SIMIME
S/MIME
( )
23.2 SIP S/MIME
(man-in-the-middle attack) 2
CMS
( address-of-record(AOR) ) CMS
2
UA (
)2
SSH (man-in-the-middle attack) SSH
SSH SIP 2
SIP
(man-in-the-middle)
( )
S/MIME UA (VA
address-of-record(AOR) )

address-of-record(AOR)

S/MIME (UA)
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S/MIME
sIP
S/MIME
[RECOMMENDED]

2643 TLS
TLS
TLS

TLS

UA

TLS SIP
TLS

TCP

26.44 SIPSURI
TLS

SIPS
TLS
SIPS
UA TLS

TLS

UAS

SIPS Request-URI SIPS

(10.2.1

Contact

23.4
TCP
TLS  UDP
(
( )
TLS
UAS  TLS
SIPS URI
UAS
TLS UA
TLS
)
address-of-record(AOR)
SIPS URI  SIP URI

UA

TCP

TLS

SIPS Request-URI
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TLS

( 16.6

SIPS URI

Request-URI  SIPS URI

( )SIPS
SIP URI
To

[RECOMMENDED] (Request-URI ~ URI  To

Request-URI  To

To
UAC  S/MIME
Request-URI
SIPS URI

DNS

SIPS
(
)
SIPS
26.5 (Privacy)

SIP

SIPS
)
(downgrade)
SIP URI
SIPS URI SIP URI
Request-URI
SIPS URI Request-URI
SIPS URI
URI
)
SIPS
TLS
Via [VAY]
UAS UA
[SHOULD]
SIPS
[MAY]
SIP URI
SIPS
SIPS address-of-record(AOR)
SIPS SIP
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( address-of-record(AOR) )

[SHOULD] SIP
From To
(unexpanded identifier)
Request-URI 2
To Request-URI To
[MAY]
IANA (IANA Considerations)
SIP
RFC  IANA 1ANA
IANA  http://www.iana.org/assignments/sip-parameters 4
4
(Option Tags) (Warning Codes (warn-codes)) (Methods)
(Response Codes)
271 (Option Tags)
http://www.iana.org/assignments/sip-parameters (Option Tags)
SIP Require Supported
Proxy-Require Unsupported (19.2 )
SIP ( ) SIP
standards track RFC 1ANA RFC  1ANA
RFC 1ANA
0 [MAY] 20
[SHOULD] alphanum (25 ) [MUST]
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27.2 (Warn-Codes)
http://www.iana.org/assignments/sip-parameters (Warn-
20.43 warn-codes
RFC
warn-codes
(SDP) (RFC2327
SIP
warn-code 3 3 SIP
warn-codes 3xx warn-codes
300 329
370 379
QoS 399
27.3 (Header Field Names)
http://www.iana.org/assignments/sip-parameters
1ANA
RFC
0 RFC
0
0
[MAY](7.3.3 ) SIP
RFC
274 (Method and Response Codes)
http://www.iana.org/assignments/sip-parameters (Method)

(Response-Code)

INVITE [RFC3261]
ACK [RFC3261]
BYE [RFC3261]
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codes)

warn-codes

(KN))

3xx

330 339



CANCEL [RFC3261]

REGISTER [RFC3261]
OPTIONS [RFC3261]
INFO [RFC2976]
21 (Informational) (Success) (Redirection)
(Client-Error) (Server-Error)

(Global-Failure)

( : Informational)
[RFC3261]
RFC
) RFC
0]
0
275 message/sip  MIME (The “message/sip” MIME type)
SIP SIP
message/sip MIME
I message
: sip
: version
version: SIP ( "2.0™) version
I
8 SIP
MIME SIP
SIP

S/MIME 23.4
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27.6 Content-Disposition

4 alert

Content-Disposition

Content-Disposition 4 disposition-types
icon session render 1ANA
disposition-types 20.11

1ANA
Alert
icon
render
session RFC2327  SDP
RFC2543 (Changed From RFC2543)
RFC  RFC2543 RFC2543
RFC2543 RFC2543
RFC2543
281 (Major Functional Changes)
0 UAC CANCEL
INVITE 2XX UAC BYE BYE
( RFC
)
o SIP BNF RFC2234
o SIP URL  BNF
URI URI
o Via
(trust issue) Via
o RFC2543 CANCEL INVITE
INVITE CANCEL
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RFC2543

RFC2543

INVITE



0 CANCEL
UAS  BYE

o RFC2543 UA
ubP  TCP

o RFC2543

RFC2069

o SDP
/
INVITE/200
INVITE 200

o URI Via

o DNS SRV

o Max-Forwards

UDP

(

200/ACK

SDP

(

UAS

BYE

INVITE

INVITE

URI

(13D

ACK

1Pv6

[4D
RFC2543
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INVITE 487

RFC2543

RFC UA

RFC

RFC2617

SIP
SDP SIP
RFC2543  SDP

Via 1Pv6
ASCII
SRV NAPTR
SRV

RFC2543

(RFC2543

Supported

Require



0 BNF

o Route Record-Route RFC2543

Record-Route
Route

(pre-loaded routes)

o RFC2543 CR LF CRLF
CRLF

o CANCEL ACK Route RFC2543
Route
2XX CANCEL ACK Route

2XX ACK 2XX Record-Route Route

o RFC2543 UbP

o Expires

o Via branch

RFC2543

o RFC2543 TCP CANCEL
TCP (
TCP sIP

o RFC2543 UA
INVITE
INVITE

o PGP PGP MIME

S/MIME
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Re

TLS sips URI RFC2543
quest-URI SIPS URI

SIPS URI
TLS
RFC2543 101 199 (provisional response)
MUST
101 199 (provisional response)
RFC2543 503
503 DNS SRV
503
RFC2543 UA
RFC2617
UA INVITE ACK BYE
(race condition) RFC2543
UA (provisional response)
CANCEL (race condition)
RFC2543
action
RFC2543
6XX
branch CANCEL 2xx 6xx  UAC
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6XX

o RFC2543
UA
28.2 (Minor Functional Changes)
0 Alert-Info Error-Info
Call-Info
o Content-Language Content-Disposition MIME-Version
0 re-INVITE
(glare handling) 491 (Request Pending)
(o]
In-Reply-To Reply-To
0 SIP TLS SCTP
(o]
BYE
o RFC2543 INVITE TCP 2XX
INVITE 2XX TCP
0
TCP UDP
o Date
REGISTER
0 423
Min-Expires
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(Table of Timer Values)

4
——————————————————— T1 500ms default 17.1.1.1 RTT
T2 4s 17.1.2.2 INVITE INVITE
T4 5s 17.1.2.2
Timer A initially T1 17.1.1.2 UDP INVITE
Timer B 64*T1 17.1.1.2 INVITE
Timer C > 3min 16.6 11 INVITE
Timer D> 32s for UDP 17.1.1.2
0s for TCP/SCTP
Timer Einitially T1 17.1.2.2 ubpP INVITE
Timer F64*T1 17.1.2.2 INVITE
Timer Ginitially T1 17.2.1 INVITE
Timer H64*T1 17.2.1 ACK
Timer 1 T4 for UDP 17.2.1 ACK
0s for TCP/SCTP
Timer J64*T1 for UDP 17.2.2 INVITE
0s for TCP/SCTP
Timer KT4 for UDP 17.1.2.2

0s for TCP/SCTP
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1. SIPRFC 3261 /

[Al
address-of-record address-of-record(AOR) rfc3261 ,AOR,address-of-record
Alert Alert

alternative service

answerer (answerer)

atomic (atomic)

atomically (atomically)

attempt( )

attempt( )

authentication

authorization Authorization XX
[B]

Back-toBack User agent
"pasic” and "digest”
behavior

branch branch

[c1

cache

cached

call

call flow

call forwarding
call handling fields
call identifier
call leg

call processing
callee

called user agent
called party
caller

calling party
call stateful
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case-insensitive

certificate

challenge

class

client

conference

configuration connection
TCP

consult

contact( ) Contact

contents characteristics

credentials

(0]

definitive response (definitive response)
delimiter

Destination Address

Dialog

digital signature

display name

downstream

[E]

element
encryption
entity

equivalent as equivalent to

[F1

feature

Fig. X X

Final response (Final response)
firewall

formal

format

forward

forwarding loops

future future request, future call
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[c]

global

1

handshake
hash

header
header field
hop-by-hop

1]

identify

identity
implementation
informational resonse
initiate

initiator

internet

Internet telephone calls
invite

invited user

invitee

invitation

1

X1

knowledge

[L1

layer

legitimately

line

linear white space
listen

location

(informational response)

xxx-line

linear white space

listening:
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location server
location service

loose routers

1

magic cookie
malformed
map

mapping
mapping
media
message body

method

mid-call features

multicast

NI

null
next downstream element

Next-Hop,next-hop,next hop

[°]

offensive content
offerer

on-going
operation
originator
outbound proxy
outcome

override

overriding mechanism

(1

parallel
parallel search
party

pending

personal mobility

media-Xxx
message-body message-body

method-xxx

(mid-call features)

(offerer)
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Request Pending



preloaded

prose

proxy (proxies) ( ) proxy
proxy ( )

Proxy xx Proxy xx
Processing
Processing

provisional response (provisional response)

[e1

query( ) querying
query( )
queue( )

[R]

realm realm
reason phrase

recipient

redirect( )

redirect server

redirection

REGISTER REGISTER
register( )

registration

registrar

registry

regular transaction

reject

Request

resource

Response

return

ringback tone

rogue inter mediaries

route( )
route( )
route set
[s]
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scheme

Section xx

security mechanism

semantics
separator
serially

session

session description

server
signature

SIP call
spiral

spiral

state
Stateless xx
state diagram
state machine
stateful proxy
status xx
strict-routing
success response

syntax

1

tag

terminate
third-party xxx
threat
time-of-day
time-to-live
token

topmost (
transaction

transport

[l

unique
update(d)
upstream

URL-encoded

top-most)

(success response)

X
(semantics)
SIP
XX
(third-party)
(threat)
URL
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XXX

(threat)



user

user agent (client/server)

vl

version number

]

white space

[x1

XX server Xx

1

(21

[ 1]

(2**32)-1 2% 1
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2. SIPRFC 3261

...UAC proxies all requests... UAC

...The string is case-insensitive, but

implementations MUST use upper-case

Will pick up the phone

connected
22.1 canonical root URL URL
20.1 angle bracket, < >
25.1 parentheses, ()

square bracket, [ ]

augmented Backus-Naur Form -

21.4.22 overlapped dialing (overlap dialing)
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3. SIPRFC 3261 RFC2119

(RFC2119)

MUST ( [MUST]
MUST NOT ( [MUST NOT]
REQIRED () [REQIRED]

SHALL ( [SHALL]
SHALL NOT ( [SHALL NOT]
SHOULD ( ) [SHOULD]
SHOULD NOT ( ) [SHOULD NOT]
RECOMMENDED () [RECOMMENDED]
MAY « ) [MAY]

OPTIONAL () [OPTIONAL]
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