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1) Sequenced delivery within streams
SCTP 2) User data fragmentation
Transport
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6) Path management
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Alder32

2137

2.10 SCTP

32

210 )

SCTP

SCTP

SCTP

SCTP

SCTP

18

SCTP
SCTP

SCTP MTU

(TSN) TSN

SCTP SCTP

SCTP

(Appendix B Alder32
Alder32

SCTP

SCTP



SCTP

214
SCTP

SCTP 1
DATA

SCTP
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TSN (at SCTP endpoaint):
TSN( DATA

SCTP SCTP
SCTP

rwnd ( Receiver Window ):

SCTP (

SCTP
SCTP 2 SCTP
TSN
SCTP

SCTP
SCTP SCTP

SCTP SCTP
IP SCTP
SCTP
SCTP
SCTP
SCTP (P )
SCTP SCTP SCTP SCTPDATA

SCTP SCTP
SCTP

ssthresh (Slow Start Threshold):
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SCTP

SCTP
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SCTP

Tie

TCB ( Transmission Control Block ):
SCTP TCB

TSN ( Transmission Sequence Number ):

SCTP 32 SCTP
IP SCTP
IP SCTP (SCTP )
(sCcTP ) TSN:
TSN(
TSN(
)
SCTP
Verification Tag
32
215

MAC: Message Authentication Code [RFC2104]

RTO: Retransmission Time-out

RTT: Round-trip TimeRTTVAR: Round-trip Time Variation
SCTP: Stream Control Transmission Protocol

SRTT: Smoothed RTT

TCB: Transmission Control Block

TLV: Type-Length-Vaue Coding Format

TSN: Transmission Sequence Number

ULP: Upper-layer Protocol
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TSN 0
2%2 1 TSN 2%
2%2 1 0
TSN “o=g” ( 232 ) «
TSN RFC1982
(SERIAL_BITS=32)
TSN
TSN 2% 1 TSN DATA
TSN 2% 1 TSN 2% 1 DATA TSN
0
[RFC1982] (SERIAL_BITS=16)
2.2 (Conventions)
23 SCTP
1 SCTP
SCTP
0 31
#1
#n
1 SCTP

INIT, INIT ACK, SHUTDOWN COMPLETE

1 SCTP

SCTP

231 SCTP

2.6.10
2.6.9

(integer)
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0 1516 31

116 ( )
SCTP IP SCTP
IP
116 ( )
SCTP
SCTP (de-multiplex)
132 ( )
(Validate)
(initialization)
INIT 0
T SHUTDOWN COMPLETE
SHUTDOWN ACK
ABORT ABORT
284 285
132 ( )
SCTP
2.6.8 SCTP Appendix B Adler-32
232
SCTP
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0 7 8 1516

8 ( )

255
ID
0 (DATA)
1 Initialization (INIT)
2 (INIT ACK)
3 (SACK)
4 (HEARTBEAT)
5 (HEARTBEAT ACK)
6 (ABORT)
7 (SHUTDOWN)
8 (SHUTDOWN ACK)
9 (ERROR)
10 (COOKIE ECHO)
11 (COOKIE ACK)
12 Reserved for Explicit Congestion Notification Echo (ECNE)
13 Reserved for Congestion Window Reduced (CWR)
14 (SHUTDOWN COMPLETE)
15 to 62 Reserved by IETF
63 IETF-defined Chunk Extensions
64 to 126 Reserved by IETF
127 IETF-defined Chunk Extensions
128 to Reserved by IETF
190
191 IETF-defined Chunk Extensions
192 to Reserved by IETF
254
255 IETF-defined Chunk Extensions
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00 SCTP
01 SCTP
‘Unrecognized Parameter
Type’ (ERROR INIT ACK )
10
11 ERROR ‘Unrecognized
Parameter Type’
- ECNE CWR (Explicit Congestion Notification: ECN)
18
0
116 ( )
0 4 padding
( ) 4
4 All O (Padding)
Padding 3 padding
padding

32bit

Parameter

Parameter Type Length

Parameter Va ue
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2321 /

SCTP
(chunk-type-specific header) 0
/ Type-Length-Value
0 1516 31
1 1
1 1
1 1
116 ( )
16 0 65534
65535 IETF (IETF-defined extensions) (
) SCTP IETF
116 ( )
0
4 padding
( ) 4
4 All 0 (Padding)
( ) Padding
3 padding padding
2
2
00 SCTP
01 SCTP
‘Unrecognized Parameter
Type’ (ERROR INIT ACK )
10
11 ‘Unrecognized
Parameter Type’ (ERROR INIT ACK )
SCTP SCTP [ 233 ] IETF
(IETF-defined extensions) 2132
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233 SCTP

2331 (DATA) (0)
DATA
0 1213141516 31
=0 UIB|E
TSN
S n
; ( s n) !
:5
0
U 1
(Unordered bit) , ‘1’ (unordered) DATA
(SSN) SSN
(re-assembly) ( ) DATA
u 1
B 1
B (Beginning fragment bit) (fragment)
E 1
E (Ending fragment bit) (fragment)
B E 1
E ‘o
( )
B E
1 0
0 0
0 1
1 1
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TSN
116 ( )
DATA
TSN: 32 ( )
DATA TSN
32 -1 TSN 4294967295
S: 16 ( )
n: 16 (
S
SSN) 0 65535
SCTP
(fragment)
132 (
(
SCTP
0
All O (Padding) Padding
3 padding
2.3.3.2 Initiation (INIT) (1)
2 SCTP

28

(reassembly)

(fragment) TSN

paddi
DATA

TSN

DATA
DATA

ng
16
0 4294967295 (2
(Stream Sequence Number:
SCTP
(
)
INIT



0 1516 31
=1
(@ rwnd)
TSN
l /
1
INIT INIT
TSN
IPv4 (*1) 5
IPV6 (*1) 6
Cookie Preservative 9
ECN (*2) 32768 (0x8000)
(*3) 1
12
(*4)
*1INIT IPv4  IPv6
*2: ECN Capable (Explicit Congestion Notification)
*3INIT 1 INIT
INIT INIT
INIT
*4.
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INIT 0
132 ( )
INIT ( (responding end)) INIT
SCTP
0 2531
INIT 0 ABORT
(close)
(a_rwnd): 32 )
INIT Window (dedicated)
(
) SACK
a rwnd
(09): 16 ( )
INIT
0
: 0S 0 INIT (abort)
(M19): 16 ( )
INIT
0
2511
:MIS 0 INIT (abort)
TSN (I-TSN): 32 ( )
TSN 0 4294967295
2.3321INIT /
2321
1Pv4 )
0 1516 31
=5 =8
IPv4
P 4 32 ( )
IP 4 2
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IP 6 (6)
0 1516 31
=6 =20
IPV6
IP 6 128 ( )
IP 6 2
IP 4 IP 6 [RFC2373] IP
P 4
S IP 4 IP 6
INIT
IP INIT IP
INIT IP
INIT INIT 1
IP
INIT 1 Ipv4d  IPv6
INIT
INIT 1 IP INIT IP
INIT INIT
INIT IP INIT
IP
INIT INIT ACK IP NAT
©
INIT INIT
0 1516 31
=9 =8
(msec)
(Suggested Cookie Life-span Increment): 32 ( )
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INIT

(11)
INIT (IP )
0 1516 31
=11
RFC1123 2.1
s
1
(12)
INIT
0 1516 31
=12
1 2
116 ( )
TLV ( IPv4=5 |Pv6=6 =11)
2.333 (INIT ACK) (2):
INIT ACK S
INIT ACK INIT 2
( )
INIT ACK

32




0 1516 31
=2
(awwnd)
TSN
1
/ |
132 ( )
INIT ACK INIT ACK
S
2531
INIT ACK
ABORT
(a_rwnd): 32 ( )
INIT ACK
(0S): 16 ( )
INIT ACK
S INIT ACK TCB
(M1S): 16 ( )
INIT ACK
0
2511
:MIS INIT ACK TCB
TSN (I-TSN): 32 ( )
INIT ACK TSN 0 4294967295
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TSN

-
IPv4 (*1) 5
1Pv6 (*1) 6
8
ECN 32768 (0x8000)
(*2)
(*3) 11
1. INIT ACK IPv4 |/ IP 6 IP
2
3. INIT ACK 1 INIT ACK
INIT ACK INIT
ACK
(1500 ) INIT ACK INIT
1000 IP 4 INIT ACK
8000
S INIT ACK IP
INIT ACK INIT ACK
INIT ACK 1 IP INIT ACK IP
INIT ACK INIT ACK
INITACK IP INIT ACK
IP
2321
INIT
23331 /
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INIT ACK

(MAC) 2513
8
INIT
INIT
2334 (SACK) (3):
DATA TSN DATA
SACK TSN Ack (a_rwnd)
TSN Ack TSN TSN
TSN SACK
TSN
SACK a rwnd 26.21
SACK Ack Ack TSN
TSN Ack
TSN TSN Ack
0 7 8 1516 31
=3
TCN Ack
(a wwnd)
Ack =N TSN =X
Ack #1 Ack #1
Ack #N Ack #N
TSN 1
TSNN
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TSN Ack: 32 (

SACK

Ack

SACK
116

116

TSN

Ack

DATA
( TSNAck
Ack
Ack
TSN Ack
TSN
Ack 116
Ack
TSN Ack
DATA TSN

Ack

)

DATA TSN

(a_rwnd): 32 (

Ack

TSN TSN

Ack
( TSN Ack

Ack )
116

TSN
TSN

TSN
TSN

TSN 17

TSN 15

TSN 14

TSN 12

TSN 11

TSN 10

SACK

( a rwnd
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Ack

Ack

TSN

26.21

TSN

Ack

Ack

DATA

4660

Ack



TSN Ack 12
a rwnd 4660
Ack =2 TSN =0
Ack #1 =2 Ack #1 =3
Ack #2 =5 Ack #2 =5
TSN: 32 ( )
SACK TSN TSN(SACK
) SACK
TSN19 3 SACK 19
2 SACK TSN19
SACK 19 1
2335 (HEARTBEAT) (4)
reachability
HEARTBEAT
0 7 8 1516 31
=4
| 1
! TLV ( ) ,
18
“y
116 ( )
( )
2.8.3
1
0 7 8 1516 31
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283

2336 (HEARTBEAT ACK) (5)
HEARTBEAT
HEARTBEAT ACK IP IP
0 7 8 1516 31
=5 Ack
: W () :
'8
“gp
Ack :16 ( )
( )
1
2337 (ABORT) (6)
DATA INIT, INIT ACK, SHUTDOWN
COMPLETE ABORT
ABORT
ABORT ABORT
0 7 8 141516 31
=6 T
: 1 :
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7
“r
T 1
TCB “0" TCB ‘1
2851
16 ( )
2.3.3.10 )
2338 (SHUTDOWN) (7)
0 1516 31
=7 =8
TSN Ack
18
“r
16 ( )
TSN Ack: 32 )
TSN
: SHUTDOWN SACK Ack SHUTDOWN
Gap Ack Block renege 2.6.2 (Information on reneging)
2339 (SHUTDOWN ACK) (8)
SHUTDOWN
292
SHUTDOWN ACK
0 1516 31
=8 =4
“gr
2.3.3.10 (ERROR) (9)
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ABORT

31

1516

.16

2321

31

1516

.16

< AN M < 1O © N~ o0 O

(@}
—

116
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233101 23.3.10.10

IETF 2133
2.3.3.10.1 (1)
(Invalid Stream Identifier): Stream
0 1516 31
=1 =8
)
16 ( )
DATA
116
“gr
233.102 2
(Missing Mandatory Parameter): INIT INIT-ACK
1
0 1516 31
=2 =8+ N><2
N
#1 #2
#N-1 #N
132 ( )
116
233.103 3)
(Sta e Cookie Error):
0 1516 31
=3 =8
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132 ( )

Measure of Staleness

“or

2.33.104 ()

(Out of Resource): ABORT
0 1516 31
=4 =4
2.3.3.105 (5)
(Unresolvable Address):
ABORT
0 1516 31
=5

2.3.3.10.6 (6)

(Unrecognized Chunk Type):
01 11
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1516 31
=6
SCTP
2.3.3.10.7 (7)
(Invalid Mandatory Parameter):
INIT INIT ACK
0 1516 31
=7 =4
2.33.10.8 ©)
(unrecognized Parameters): 1
TLV INIT ACK
0 1516 31
=8
INIT ACK
INIT ACK COOKIE ECHO
COOKIE ECHO
2.33.109 9)
(No User Data): DATA
DATA
0 1516 31
=9 =8

TSN
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TSN 32 ( )

TSN
ABORT (26.2
2.3.3.10.10 (10)
(Cookies Received While Shutting Down):
SHUTDOWN-ACK-SENT COOKIE ECHO
SHUTDOWN ACK ERROR
0 1516 31
=10 =
23311 (COOKIE ECHO) (10)
DATA 1 DATA
0 78 1516 31
=10
1 1
1 1
1 1
18
“r
116 ( )
4 Cookie
INIT ACK
23312 (COOKIE ACK) (11)
COOKIE ECHO
DATA SACK
1 DATA SCTP
0 7 8 1516 31
=11 =4
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“«qp
2.3.3.13 (SHUTDOWN COMPLETE) (14)
SHUTDOWN ACK
292
SHUTDOWN COMPLETE
0 7 8 141516
=14 T =4
18
7
“gr
T 1
TCB “o” TCB “1”
2851
2.4
SCTP SCTP
1
1 SCTP [ASSOCIATE], [SHUTDOWN], [ABORT]
1 INIT, COOKIE ECHO, ABORT, SHUTDOWN
1
COOKIE ECHO
/ 1 (A) (B)
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INIT

Cookie /’
INIT ACK ABORT [ABORT]

COKIE ECHO
== INIT ACK
COCKIE ACK ,: _: IEE
init
cookie
COKIE AK
ESTABLISHED
[SHUTDOWN]

DATA

DATA
SHUTDOWN
shutdown

SHUTDOWN ACK

(A) SHUTDOWN ACK
shutcown
SHUTDOWN COMPLETE

(B) SHUTDOWN
SHUTDOWN ACK

shutcbwn
SHUTDOWN-ACK-SENT (D) SHUTDOWN ACK
shutcbwn
SHUTDOWN COMPLETE
B
2-3 SCTP
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1 COOKIE ECHO (

(25.25 ) ERROR
2 T1-init
“Max.Init.Retransmit’
SCTP
3  T1-cookie
T1-cookie “Max.Init.Retransmit’
SCTP
4  SHUTDOWN-SENT DATA
SHUTDOWN-RECEIVED SCTP
6 SHUTDOWN-RECEIVED
7 SHUTDOWN-ACK-SENT SCTP
CLOSED (
2.5
SCTP (“A") SCTP “Z"
2 SCTP
SCTP SCTP
ASSOCIATE
. SCTP
ASSOCIATE (2101 B )
SCTP INIT/INIT ACK
(25.1.1 )
251
(SCTP
uzm wzn
):
A) A “ 7" INIT INIT A
(Tag_A) Tag A 1 4294967295
2531 ) INIT ‘A T1-init
B) *“ZzZ INIT ACK INIT ACK

a7

SCTP

CLOSED
INIT T1-init
COOKIE ECHO
)
“A” SCTP
(
COOKIE-WAIT
IP INIT ACK



INIT IP

“zZ" Tag_A
(Teg_2)
“zZ INIT ACK
2513
INIT ACK “zZ"
“ z
c“z INIT ACK “ A" Tl-init COOKIE-WAIT
“ A" COOKIE ECHO INIT ACK
T1-cookie COOKIE-ECHOED
: COOKIE ECHO DATA
COOKIE ACK
D) COOKIE ECHO “zZ TCB ESTABLISHED
COOKIE ACK COOKIE ACK
DATA ( SACK ) COOKIE ACK
COOKIE ECHO SCTP
Communication Up
E) COOKIE ACK RN COOKIE-ECHOED ESTABLISHED
T1-cookie Communication Up ULP
(2.10 )
INIT INIT ACK INIT INIT ACK
SCTP
INIT IP INIT ACK
: T1-init T1-cookie 263
INIT, INIT ACK COOKIE ECHO INIT
INIT ACK
ABORT ABORT
( )
ABORT SCTP
DATA DATA
SACK 262
TCB TSN 1 Cumulative TSN Ack
Point
S 1P SCTP SCTP TCB
2511
INIT INIT ACK
(09) (MIS)
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os
MIS
0 min( oS, MIS) -1
2512
(
A) INIT INIT ACK
IP SCTP
B) INIT INIT ACK Host Name
IP ( ) SCTP
IP
IP INIT INIT ACK
IP
INIT SCTP
( : DNS )
INIT
ECHO INIT
Host Name  ( ) INIT
INIT ACK
INIT ACK
INIT INIT ACK
(piggy-backed  stand-alone )
“Unresolvable Address’
ABORT IP
C) INIT INIT ACK IPv4/IPv6
( ) INIT
IP SCTP
) INIT INIT ACK IP
) IP IP
( IP
) INIT INIT ACK
INIT INIT ACK
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MIS

INIT

COOKIE

ABORT

INIT ACK



JINIT-ACK  INIT

INIT “Supported Address Types
INIT ( initiatee) INIT
“Supported Address Types 1
“Unresolvable Address’
“INIT ACK
INIT
“Supported Address Types
2513
INIT INIT ACK INIT ACK INIT ACK
MAC (

[RFC2104] )

1 INIT INIT ACK

TCB
2 TCB “Vdid.Cookie.Life
3 TCB TCB
MAC (MAC [RFC2104] )
4 MAC
INIT ACK
TCB
MAC INIT
MAC
([RFC1750] )
MAC

2514

(COOKIEWAIT ) INIT ACK

COOKIE ECHO COOKIE ECHO
DATA
COOKIE ECHO T1-cookie
COOKIE ECHO T1-cookie
COOKIE ACK "Max.Init.Retransmits
( CLOSED )
2515
COOKIE ECHO
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1 TCB (

) MAC [RFC2104]
MAC
2 MAC MAC
COOKIE ECHO DATA SCTP
3 ( )
COOKIE ECHO DATA
ERROR
4 COOKIE ECHO TCB
ESTABLISHED
5 COOKIE ECHO COOKIE ACK COOKIE ACK
DATA SACK COOKIE ACK  SCTP
6 SACK COOKIE ECHO DATA ( DATA
262 ) 5) SACK
COOKIE ACK COOKIEACK  SCTP
COOKIE ECHO 252
25.16
“pn - o

A ( )
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z
(T )
INIT [I-Tag=Tag A & 1
(T1-init ) \A ( TCB Cookie Z )
(COOKIE-WAIT )
INIT ACK [Veri Tag=Tag A
I-Tag=Tag Z,

/ Cookie Z, & ]
(T1-init ) ( TCB )
COOKIE ECHO [Cookie Z]

(T1-init )

(QOOKIE-ECHOED ) \ (TeB ESTABLISHED )
COOKIE ACK

(T1-init /

ESTABLISHED )

{
0 }
DATA [TSN=initial TSN A
Stm=0,SecFl & 1
(T3-x )
SACK [TSN Ack=init TSN_A, Block=0]

(T3-rx )

0

. DATA [TSN=init TSN_Z
SACK [TSN Ack=init TSN Z, / _.
Block=0] StmA0,Seq-1 & 1]

DATA [TSN=init TSN_Z +1

Stm=0,Seq=2 & 2]
2-4
INIT COOKIE ECHO T1-init ‘AT
Tag_A) INIT COOKIE ECHO
Max.Init.Retransmit “A” “z”
( CLOSED ” ) INIT

52




252 INIT, INIT ACK, COOKIE ECHO, COOKIE ACK

( 1 )
(INIT, INIT ACK, COOKIE ECHO

SCTP

A)

INIT
B)
€

D)
E) COOKIE ACK COOKIE ECHO

2.5.2.1 COOKIE-WAIT COOKIE-ECHOED INIT (Item B)

COOKIE-WAIT COOKIE-ECHOED INIT

INIT ( )
INIT
INIT ACK
INIT
T1-init
TCB TCB
INIT

COOKIE-ECHOED

(Tie 2522 )

2.5.2.2 CLOSED, COOKIE-ECHOED, COOKIE-WAIT, SHUTDOWN-ACK-SENT

INIT
INIT
INIT ACK INIT ACK
Peer’'sTie-Tag Local-Tie-Tag INIT ACK
INIT
( 2531 )
(
INIT ACK
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COOKIE ACK)

SCTP

INIT ACK

Tie

SCTP
INIT ACK

INIT ACK



TCB

. TCB COOKIE-WAIT Tie
INIT ( COOKIE-WAIT ) Tie 0
( TCB ) INIT ACK 2521
2523 INIT ACK
COOKIE-WAIT INIT ACK INIT ACK
INIT ACK INIT
2524 TCB COOKIE ECHO
( CLOSED ) COOKIE
ECHO
1 2515 1 MAC
2 2515 2 ( C
D )
3
COOKIE ECHO DATA
ERROR
( 252 C D )
( 252 E )
4 TCB TCB
5 2-1
2-1 TCB COOKIE ECHO
Loca Tag Peer’'s Tag Local-Tie-Tag Peer's-Tie-Tag Action/Description
X X M M (A)
M X A A (B)
M 0 A A (B)
X M 0 0 (©
M M A A (D)
X TCB
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M TCB

0 Tie Cookie ( )
A M X 0
2-1
(A)
ABORT COOKIE ECHO
- SCTP DATA ( )
- RESTART “COMMUNICATION LOST” ULP
( cwnd ssthresh)
(2621 )
ESTABLISHED
SHUTDOWN-ACK-SENT (
A) SHUTDOWN ACK
“Cookie Received while Shutting Down” ERROR
(B)
INIT INIT
Teg
ESTABLISHED ESTABLISHED
init
COOKIE ACK
(© cookie cookie
INIT INIT-ACK
COOKIE ECHO cookie
(D) ( )
ESTABLISHED init COOKIE ACK
INIT INIT ACK
25241
“p” wzm

55



< >
Tag=Tag A Tag=Tag Z
< >
A }
{ Zz
(Tes )
INIT [I-Tag=Tag A" & ]
(T1-init ) \ ( TCB
(COOKIE-WAIT ) Tie TCB Cookie Z
)
INIT ACK [Veri Tag=Tag A”,
I-Tag=Tag Z’,
Cookie Z[TieTags=
Tag ATag Z
- & 1
(T1-init ) ( TcB )
COOKIE ECHO [Veri=Tag Z',
Cookie Z
Tie=Tag A, )
Tag_Z] ( Tie
(T1-init ) X
(COOKIE-ECHOED ) X MM
uLP )
COOKIE ACK
(T1-init /
ESTABLISHED )
{
0 }
DATA [TSN=initial TSN A
Stm=0,Sec1 & 1
(T3-rtx )
SACK [TSN Ack=init TSN_A,Block=0]
(T3-rtx )
2-5
2525 COOKIE-ACK
COOKIE-ECHOED COOKIE ACK
COOKIE ACK
2.5.2.6 Stale COOKIE
ERROR
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A)

B)
C) ABORT
ERROR
( COOKIE-ECHOED )
COOKIE-ECHOED ERROR
COOKIE-ECHOED 3 1
1 INIT
2 TCB
3 INIT Cookie Preservative
COOKIE ECHO / ERROR RTT
RTT 1
253
25.31Tag Vaue
2% 1 “man in the middle’
“sequence number” [RFC1750]
2.6
DATA ESTABLISHED SHUTDOWN-PENDING SHUTDOWN-RECEIVED
COOKIE-WAIT DATA COOKIE ECHO
DATA ESTABLISHED, SHUTDOWN-PENDING, SHUTDOWN-SENT
CLOSED DATA 0O0TB 284
DATA
SACK ESTABLISHED, SHUTDOWN-PENDING SHUTDOWN-RECEIVED
COOKIE-ECHOED CLOSED SACK O0TB
284 SACK
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SCTP 1,500 SCTP INIT
INIT ACK a rwnd 1,500
SCTP
2-6
DATA DATA
SACK
SCTP A
v @
SCTP DATA SCTP
7y i
@ @
h 4
SCTP
SCTP A
v
P )
1 MTU DATA
DATA
SCTP ( 269 )
2 SCTP MTU DATA
SCTP DATA (
) SCTP ( )
2-6
2.6.9 2.6.10
26.1 DATA
(T3-rtx )
DATA
DATA
A) rwnd O DATA
cwnd DATA 1 SACK
rwnd
B) cwnd DATA
C) DATA
DATA
D) A) B) DATA
DATA DATA DATA
MTU ULP(upper layer protocol)
SCTP (turn off)
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SCTP

DATA ACK SACK
T3-rtx T3-rtx
T3-rtx 2.6.3.2 2.6.33
2.6.2 DATA
SCTP DATA
[RFC2581] 4.2
( DATA
200
SCTP
SCTP
SCTP
SACK
SCTP
500ms
500ms
500ms
SACK ULP shutdown
SHUTDOWN DATA SACK
SACK 334 SCTP
Data TSN Cumulative TSN Ack
Cumulative TSN Ack TSN DATA Gap Ack
Block
SHUTDOWN Gap Ack Block
SHUTDOWN SACK DATA
DATA
SACK DATA DATA
SACK SACK
RTO DATA TSN SACK
SACK TSN SACK
oS 6.2.1
A) INIT INIT ACK
a_rwnd
B) DATA a rwnd
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rwnd

Gap Ack Blocks

C) DATA ULP
a-rwnd rwnd
a rwnd
DATA a rwnd
D) SACK a rwnd a rwnd
Cumulative TSN ACK DATA
Gap Ack Blocks DATA
DATA
DATA
Blocks DATA
SACK  Gap Ack Block
a rnwd
SACK
A z
{3 ;stm0}
DATA[TSN=7,Strm=0, Seq=3] -—> (ack delayed)
(Start T3-rtx )
DATA[TSN=8,Strm=0, Seq=4] -—> (send ack)
SACK[TSN Ack=8,block=0]
(cancel T3-rt ) <--
DATA[STN=9, Strm=0, Seq=5] -—> (ack delayed)
(Start T3-rtx )
{1 ;stml}
(bundle SACK with DATA)
SACK[TSN Ack=9,block=0]
DATA[TSN=8,Strm=1, Seq=2]
(cancel T3-rtx ) <-- (Start T3-rtx )
(ack delayed)
(send ack)
SACK[TSN Ack=6,block=0] -—> (cancel T3-rtx )
2-7
DATA ( Length
) "No User Data" ABORT
DATA
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Gap Ack
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2.6.21SACK

SACK a rwnd SACK
(INIT/INIT ACK ) arwnd Cumulative
TSN Ack, Gap Ack Blocks
SACK
SACK SACK
SACK
SACK SACK
rwnd SACK arwnd Cumulative TSN Ack, Gap Ack Blocks
A) INIT INIT ACK Advertised Receiver Window
Credit(a rwnd) rwnd
B)DATA ( ) rwnd
C)DATA (T3-rtx (2633 ) fast (2724 )
) rwnd
DATA DATA
D)SACK
Cumulative TSN Ack  Cumulative TSN Ack Point SACK Cumulative
TSN Ack Cumulative TSN Ack  Cumulative TSN Ack Point SACK
SACK
ii a_rwnd Cumulative TSN Ack  the Gap Ack Blocks
rwnd
iii SACK Gap Ack Block TSN (
) DATA
2724 DATA
T3-rtx
263
SCTP
T3-rtx RTO(retransmission timeout)
RTO
SCTP RTO TCP RTO
SRTT(smoothed
round-trip time ) RTTVAR(round-trip time variation )
2.6.3.1RTO
SRTT RTTVAR RTO
Cl) RTT RTO
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'RTO.Initial"

C2) RTT R SRTT R RTTVAR R/2
SRTT+4*RTTVAR(=3R)
SRTT =R
RTTVAR :=R/2
RTO :=SRTT + 4*RTTVAR
C3) RTT(R)
RTTVAR := (1- RTO.Beta) * RTTVAR + RTO.Beta* [SRTT - R|
SRTT := (1 - RTO.Alpha) * SRTT + RTO.Alpha* R’
RTTVAR SRTT 2 SRTT
RTO
RTO :=SRTT + 4*RTTVAR
C4) C5 RTT
RTT
SRTT RTTVAR C3
RTO.Alpha RTO.Beta
C3 RTO.Alpha RTO.Beta
C5Karn RTT
C6) RTO.Min RTO RTO.Min
RTO
C7) RTO RTO.max
RTT G
Gl1) RTTVAR RTTVAR=0 RTTVAR G
RTTVAR<- G.
(100 )
2.6.3.2
R1) DATA ( ) T3-rtx
RTO RTO
T3-rtx 2
R2) T3-rtx
R3) TSN DATA SACK
RTO T3-rtx
R4) Gap Ack Block TSN SACK
DATA T3-rtx T3-rtx
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A
{App
Data [TSN=7,
(T3-rtx

DATA [TSN=8,

( delayed ack
VA

}
Strm=0, Seq=3] ------- >

)

(ack delayed)

;strml}
(ack )
Strm=0, Seq=4]------- ¥ [-—————- SACK [TSN=6, Strm=1, Seq=2]
DATA [TSN=6, Strm=1, Seq=2]

{App 1

(T3-rtx )
delayed)
(ack delayed)

{ack }
SACK [TSN Ack=6, Block=0]

(T3-rtx )

2.6.3.3 T3-rtx
T3-rtx
El)

Cwnd :=MTU
E2)
("back off the timer")
RTO :=RTO*2
2
E3) T3-rtx

E4) R1

RTO
RTT

HEARTBEAT

RTO
T3-rtx
E3)DATA

)

F1)
DATA

_— (T3-rtx

Cmmem

2-8

ssthresh 2.7.2.3

RTO

c7 RTO (RTO.max)
1 TSN

MTU K

T3-rtx

(
(2.83 )

2 ( E2)
MTU

cwnd

(2641
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RTO

(T3-rtx )
(ack

(ack )

SACK [TSN Ack=8, Block=0]

DATA
K DATA

(2.6.4 )

C5

C3

(  SACK

R1



2.6.4 SCTP
(ULP)
(2512 2101 )
( SACK HEARTBEATACK )
DATA
DATA
SACK DATA
DATA SACK
(DATA )
DATA
DATA
DATA
2.6.4.1
SCTP
(
ULP
2.6.5
DATA
DATA DATA
Stream Identifier" (Section3.3.10 ) ERROR
SACK ERROR
65535
2.6.6
U 0 DATA
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SCTP
(DATA
)
SACK
SACK
(2.8.2 ) SCTP
) SCTP
SCTP
"Invalid
DATA
0
0



DATA
SCTP
U 1
DATA
1
U 1
DATA

26.7 DATATSN
DATA
DATA

SACK

SACK

TSN DATA

SACK

DATA

ULP
DATA
U 1
DATA
DATA
SSN
TSN
Ack
SCTP
Ack
(26.21 )
SACK (2334
SCTP DATA
TSN Ack
SACK
2724
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DATA

DATA
Ack
DATA

DATA

DATA

SACK
SACK

SACK



{

DATA [TSN=6,Strm=0,Seq=2]
(T3-rtx )

6
7 “1” )

I )

DATA [TSN=7,Strm=0,Seq=3] . X ( )
DATA [TSN=8,Strm=0,Seq=4] .

/ SACK [TSN Ack=6,Block=1,Strt=2,End=2]

Ack

1 SACK
MTU 1

2-9 SACK

SACK

Ack

TSN

2.6.8 Adler-32
SCTP

(scTpP

1 SCTP
2 SCTP

SCTP

1 Adler-32

2 SCTP

Adler-32

SCTP

26.9
DATA

SCTP MTU

MTU

Ack

Ack

TSN TSN

MTU

Adler-32

DATA

0
Adler-32

Adler-32

2.10.1

32 0

(silently)

MTU
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MTU

MTU

SACK

SCTP



MTU IP

MTU 273
SCTP DATA SCTP
DATA SACK SACK
1 DATA SCTP
MTU IP
2 DATA TSN DATA
SSN
DATA U 1
3 DATA DATA B/E 10 DATA
B/E or DATA B/E 00
DATA B/E DATA
DATA
SCTP
API(2.10 )
2.6.10
1 SCTP
IP SCTP IP
MTU
MTU
DATA SCTP
SCTP DATA TSN
DATA SHUTDOWN
SHUTDOWN ACK DATA SHUTDOWN  SHUTDOWN ACK
SCTP
4
INIT, INIT ACK, SHUTDOWN COMPLETE
2.7
SCTP 1
SCTP
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SCTP

SCTP
SCTP
SCTP [RFC2581] RFC2581
SCTP TCP  SCTP
SCTP
TCP
SCTP
271 SCTP TCP
SCTP SACK Ack TCP SACK TCP
SACK SCTP SACK Ack
SCTP SACK DATA (
DATA ) TSN Ack DATA TSN (
DATA SACK TSN Ack )
cwnd (non-SACK TCP )
DATA
SCTP SACK non-SACK TCP
SCTP  TCP SCTP 1
2
2
SCTP
1 SCTP
(2.8.2 )
SCTP
1 (
)
1
: TCP TCP TCP
TCP
(
DATA )
SCTP TSN
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cwnd rwnd

cwnd, ssthresh, partial_bytes acked

2.7.2 SCTP
SCTP
SCTP
SCTP
TCP SCTP

1 (rwnd,

1 (cwnd, )

1 (ssthresh, : )
SCTP cwnd
partial_bytes acked
TCP SCTP

)
2721
SCTP

1 cwnd

1 cwnd 1x MTU

1 ssthresh (

1 cwnd 0

1 cwnd  ssthresh SCTP

)

SACK TSN Ack
DATA 2)
ACK-Splitting ([SAVAGE99]

Ack

SACK TSN Ack

69

rwnd

2x MTU

rwnd

cwnd

cwnd 1)
MTU,

SACK

cwnd

cwnd

TSN Ack

cwnd



cwnd TSN Ack SACK
TSN Ack
SACK cwnd
cwnd
cwnd TSN Ack
SACK

1 cwnd RTO
cwnd/2 2*MTU

2722
ssthresh cwnd cwnd
cwnd RTT 1*MTU
partial_bytes acked O
cwnd  ssthresh TSN Ack SACK
SACK
partia_bytes acked TSN Ack Ack
partia_bytes acked  cwnd SACK cwnd
SACK
cwnd MTU cwnd partial_bytes acked
(partial_bytes acked - cwnd)
DATA
cwnd RTO max cwnd/2, 2*MTU
partial_bytes acked 0
2723
SACK 2.7.24
ssthresh = max(cwnd/2, 2*MTU)
cwnd = ssthresh
cwnd
T3-rtx SCTP
ssthresh = max(cwnd/2, 2*MTU)
cwnd = 1*MTU
1
SCTP
2724

TSN
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SACK

TSN SACK
3 TSN SACK
4 SACK TSN
DATA
2723 DATA
cwnd
TSN DATA
MTU
K K DATA
TSN SACK
T3-rtx
DATA
SACK 1 TSN 1
TSN SACK
0
SCTP  cwnd TSN TCP
273 PahMTU
[RFC1191] MTU
MTU MTU
MTU
- MTU
RFC1981  IPv6
IPv6 SCTP IPv6 MTU RFC2460
MTU
TCP MTU RFC1191 SCTP 4
1 SCTP
MTU
2 MTU
MTU
3 TCP SCTP
MTU
MTU
4  SCTP (TCP ) TSN
6.5 AP IP
IP
IP
DF
5 MTU
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ssthresh

MTU
RFC1191
MTU

RFC1191
MTU
DF



MTU

MTU

RFC1191 1981 MTU TCP
SCTP
2.8
2.8.1
)
Association.Max.Retrans
( CLOSED
)
DATA (SACK )
HEARTBEAT-ACK
2.8.2
T3-rtx
HEARTBEAT RTO
Path.Max.Retrans
inactive
TSN HEARTBEAT HEARTBEAT ACK
DATA ( HEARTBEAT )
SCTP
. SCTP Association.Max.Retrans
Path.Max.Retrans
inactive SCTP
( ) inactive ( active
) inactive
1 active 1
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283

SCTP HEARTBEAT
(reachability)
RTT ( DATA INIT COOKIE ECHO
HEARTBEAT ) HEARTBEAT
activelinactive
A)
B) (HB.interval)
&)
D)
HEARTBEAT RTO
Path.Max.Retrans inactive
inactive
HEARTBEAT
HEARTBEAT
: HEARTBEAT
HEARTBEAT ACK HEATBEAT
HEARTBEAT HEARTBEAT ACK HEARTBEAT ACK
HEARTBEAT
HEARTBEAT ACK HEARTBEAT HEARTBEAT
active
active Inactive
HEARTBEAT ACK active
HEARTBEAT ACK (281 )
HEARTBEAT ACK RTT HEARTBEAT ACK
{RTO
(HB.interval) +-50% } HEARTBEAT
HEARTBEAT RTO
SCTP HB.interval /
SCTP RTO
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HEARTBEAT ABORT
ABORT ABORT
DATA HEARTBEAT
ABORT (
ABORT ) HEARTBEAT
HEARTBEAT DATA
ABORT

284 O0OTB
SCTP ( Adler-32 (2.6.8 ) )

SCTP "out of the
blue’(OOTB)

0oQoTB
1 0OO0TB

2 00TB ABORT

3 OO0TB INIT 0 251

4 COOKIE ECHO 0OO0TB 251

5 0OO0TB SHUTDOWN ACK SHUTODOWN COMPLETE
SHUTODOWN COMPLETE SHUTDOWN
ACK T-bit TCB

6 OO0TB SHUTDOWN COMPLETE

7 0OO0TB COOKIE ACK

8 ABORT ABORT
T-bit TCB
ABORT OO0TB

285
INIT SHUTDOWN COMPLETE COOKIE ECHO (2.5.1
) ABORT SHUTDOWN ACK SCTP
SCTP 2851
SCTP
INIT INIT ACK
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SCTP SCTP

2.85.1
2851
A) INIT
- 0
- 0 SCTP
INIT
B) ABORT
- 0O0TB ABORT 284
C) SHUTDOWN COMPLETE
- SHUTDOWN COMPLETE SHUTDOWN ACK TCB
TCB
SHUTDOWN ACK
T-bit SHUTDOWN COMPLETE
SHUTDOWN-ACK-SENT
SHUTDOWN COMPLETE
D) COOKIE ECHO
- COOKIE ECHO INIT ACK Initial Tag
- COOKIE ECHO 25
E) SHUTDOWN ACK
- COOKIE-ECHO COOKIE-WAIT 284
00TB
2.9
SCTP  (TCP )
SHUTODOWN
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291

ABORT
ABORT DATA
ABORT
(2.8.4 )
ABORT 2851
29.2
SHUTDOWN
(2101 )
DATA
SHUTDOWN SHUTDOWN-PENDING
SHUTDOWN
Cumulative TSN Ack TSN
T2-shutdown SHUTDOWN-SENT
TSN SHUTDOWN
T2-shutdown 263 TSN
SCTP SHUTDOWN SACK
Association.Max.Retrans SHUTDOWN
TCB
(
CLOSED ) ( DATA
) T2-shutdown
DATA
SHUTDOWN
- SHUTDOWN-RECEIVED
- SCTP
- Cumulative TSN Ack DATA
SHUTDOWN
SHUTDOWN-RECEIVED ULP SHUTDOWN
SHUTDOWN
DATA SHUTDOWN DATA
2.6 SHUTDOWN SCTP
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SHUTDOWN-SENT SHUTDOWN SACK  SHUTDOWN 1
DATA T2-shutdown
DATA SHUTDOWN SHUTDOWN ACK
T2-shutdown SHUTDOWN-ACK-SENT
SHUTDOWN ACK
SHUTDOWN ACK Association.Max.Retrans SHUTDOWN ACK
TCB
( CLOSED
)
SHUTDOWN ACK SHUTDOWN T2-shutdown SHUTDOWN
COMPLETE
SHUTDOWN COMPLETE SHUTDOWN-ACK-SENT
SHUTDOWN-ACK-SENT
SHUTDOWN-ACK-SENT T2-shutdown
( CLOSED )

DATA

SHUTDOWN-PENDING, SHUTDOWN-SENT, SHUTDOWN-RECEIVED,

SHUTDOWN-ACK-SENT

SHUTDOWN-ACK-SENT shutdown
(IP ) INIT
SHUTDOWN COMPLETE ) INIT SHUTDOWN ACK

shutdown IP / IP
INIT INIT
INIT COOKIE ECHO SCTP SHUTDOWN-COMPLETE
SHUTDOWN-ACK (
SHUTDOWN ACK ) 284
Out Of the Blue INIT T1-init
COOKIE-WAIT COOKIE-ECHOED T1-init INIT
COOKIE
SHUTDOWN  COOKIE-WAIT COOKIE-ECHOED
SHUTDOWN-SENT SHUTDOWN
SHUTDOWN-ACK SHUTDOWN-ACK-SENT
T2-shutdown
SHUTDOWN-ACK-SENT SHUTDOWN-ACK T2-shutdown
SHUTDOWN-COMPLETE
2.10

(ULP)  SCTP

7



SCTP

SCTP
ULP
SCTP ULP SCTP
SCTP
2101 ULT SCTP
ULP/SCTP
ULP SCTP
1

A)

S INITIALIZE ([local port] [,local eligible address list])

- loca SCTP instance name
SCTP
SCTP ULP
SCTP ULP  loca SCTP instance name
local port SCTP ULP  SCTP
local eligible addresslist SCTP
P
SCTP IP local eligible address list 1
IP

B)

: ASSOCIATE(local SCTP instance name, destination transport addr,  outbound stream count)

—association id ,destination transport addr list ,outbound stream count

) SCTP ASSOCIATE
SCTP association id
SCTP SCTP
outbound stream count

SCTP
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: ASSOCIATE
ASSOCIATE

ASSOCIATE

local SCTP instance name INITIALIZE

destination transport addr
1

outbound stream count ULP

0

: SHUTDOWN (association id)
- result

association id SCTP

D)

ULP

association id

association id
COMMUNICATION UP

outbound

SCTP

: ABORT (associationid ,cause code )

- result

ABORT

association id SCTP

E)

: SEND(association id, buffer address, byte count [,context]

,destination transport address ,unorder flag
- result

SCTP

association id SCTP

,Stream id Jlife time

,no-bundle flag ,payload protocol-id )
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buffer address

byte count

context
32

stream id

lifetime lifetime lifetime

life time
)SCTP ULP

lifetime
DATA TSN
DATA lifetime
DATA
destination transport address
1

unorder flag (
DATA 1 )

no-bundle flag outbound DATA

payload protocol-id

SCTP
F)  SetPrimary

: SETPRIMARY (association id, destination transport address

- result

SCTP

COMMUNICATION UP

association id SCTP
destination transport address

source transport address

source transport address

80

ULP
0
SCTP
( SCTP
SCTP lifetime
outbound
TSN
SCTP
SCTP
SCTP

32

,source transport address )

SCTP



G)
: RECEIVE(association id, buffer address, buffer size  ,streamid )

—bytecount transport address ,Stream id ,Sstream sequence number Jpartia flag ,delivery number

,payload protocol-id

1 ULP SCTP

stream id

association id SCTP

buffer address ULP
buffer size ( )
stream id
stream sequence number SCTP
partial flag 1 Receive
streamid
0

payload protocol-id
SCTP
H)
: Status(association id)
- status data

(association connection state)
(destination transport address list)
(destination transport address reachability states)
(current receiver window size)
(current congestion window sizes)
DATA (number of unacknowledged DATA chunks)
DATA (number of DATA chunks pending receipt)
(primary path)
SRTT (most recent SRTT on primary path)
RTO (RTO on primary path)
SRTT RTO (SRTT and RTO on other destination addresses)

association id SCTP
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32



: CHANGEHEARTBEAT (association id, destination transport address, new state [,interval])

- result

association id SCTP
destination transport address

new state (
)
interval
RTO
J)
: REQUESTHEARTBEAT (association id ,destination transport address)
- result
HEARTBEAT
HEARTBEAT
association id SCTP
destination transport address
K) S
: GETSRTTREPORT (association id, destination transport address)
- ortt result
SCTP
SRTT
SRTT
association id SCTP
destination transport address SRTT
L)
: SETFAILURETHRESHOLD (association id, destination transport address, failure threshold)
- result
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SCTP
Path.Max.Retrans

association id SCTP
destination transport address

failure threshold Path.Max.Retrans
M)
SETPROTOCOLPARAMETERS(association id  ,destination transport address ,protocol
parameter list)
- result

SCTP

association id SCTP
protocol parameter list SCTP
( Association.Max.Retrans 2 14 )

destination transport address 1

N)
: RECEIVE_UNSENT (data retrieval id, buffer address, buffer size [,stream id] [,stream sequence
number] [,partia flag] [,payload protocol-id])
dataretrieval id ULP
buffer address ULP

buffer size ( )

streamid

partial flag 1

stream id

payload protocol-id
32
0)
: RECEIVE_UNACKED (data retrieval id, buffer address, buffer size [,stream id] [,stream sequence
number] [,partia flag] [,payload protocol-id])
dataretrieval id ULP
buffer address ULP

buffer size ( )

stream id
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partia flag 1

stream id

payload protocol-id
32
P) S destroy
:DESTROY (local SCTP instance name)
local SCTP instance name
SCTP

2.10.2 SCTP ULP
SCTP ULP 1
SCTP  ULP ULP

A) DATA ARRIVE
SCTP ULP

association id SCTP
streamid
B) SEND FAILURE
SCTP ULP

association id SCTP
dataretrieva id

context (2101 D) )
C) NETWORK STATUS CHANGE
( SCTP )
( SCTP ) SCTP ULP

association id SCTP
destination transport address

new-status
D) COMMUNICATION UP

SCTP

: ASSOCIATE
ASSOCIATE COMMUNICATION
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upP

association id SCTP
status
destination transport address list

outbound stream count ULP

inbound stream count

( outbound stream count )
E) COMMUNICATION LOST
SCTP (
ULP
association id SCTP
status
dataretrieva id
|ast-acked
|ast-sent
F) COMMUNICATION ERROR
SCTP ERROR ULP
association id SCTP
error info ERROR
G) RESTART
SCTP ULP
association id SCTP
H) SHUTDOWN COMPLETE
SCTP (292 )
association id SCTP
211
2111
2
SCTP
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TSN

TSN

ULP

time-sensitive

SCTP



211.2 SCTP

SCTP SCTP
SCTP
[RFC2196]
21121
[RFC2196]
21122
SCTP
SCTP
SCTP
SCTP
IP Authentication Header[ RFC2402]
BSD API(BSD Sockets API) (Os AH
ESP ) IP
AH AH API
21123
SCTP
SCTP
SCTP
API API Encapsulating
Security Payload (ESP)[RFC2406]
IP
ESP ESP SCTP
ESP
ESP
ISAKMP[RFC2408] Internet Key Exchange)(IKE)[RFC2409]

[RFC2401]
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2.11.2.4 Protecting against Blind Denial of Service Attacks

blind attack( ) SCTP
flooding masquerade
2.11.2.4.1 Flooding
flooding
Flooding SCTP
IP (IP Access Links)
flooding
flooding
SCTP
Flooding SCTP 4
SCTP cookie
IP (IP Authentication Header) (Encapsulating
Security Payload)
INIT Host Name  DNS flooding INIT
Host Name IP DNS
INIT Host Name
INIT DNS INIT ACK
1 DNS IP INIT
IP (verify) DNS IP
INIT IP INIT
DNS

2.11.2.4.2 Blind Masquerade

masquerade( )
- (impersonated) SCTP
SCTP 1
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- SHUTDOWN

SCTP 4

INIT

211.243

SCTP

IP spoofing
(Man-in-the-middle masquerade)

INIT ACK

SCTP flooding

2.11.3 Protection against Fraud and Repudiation

fraud( )

SCTP
Repudiation(
Repudiation
fraud
replay SCTP
211242 4
masquerade

SCTP

SCTP

21123

"no-op”
SCTP
) fraud
replay
repudiation
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SCTP

masquerade
2113
INIT ACK INIT IP
INIT ACK SCTP
( )
SCTP
SCTP
SCTP
fraud
masquerade
SCTP
TSN replay
INIT ACK



IPSEC AH
SCTP SCTP SCTP
21121

212 TCB

TCB( )
SCTP TCB

2121 SCTP

SCTP

MAC

2122 ( TCB)
Peer Verification Tag: INIT INIT ACK
My Verification Tag: INIT INIT ACK

State: COOKIE-WAIT, COOKIE-ECHOED,
ESTABLISHED, SHUTDOWN-PENDING, SHUTDOWN-SENT, SHUTDOWN-RECEIVED,
SHUTDOWN-ACK-SENT

"CLOSED” TCB "CLOSED”
Peer Transport Address List: SCTP INIT INIT ACK

Primary Path:

Overal Error Count:

Overall Error Threshold: Overall Error Count

Peer Rwnd: rwnd
Next TSN: DATA TSN INIT INIT ACK
DATA TSN ( )
Last Rcvd TSN: TSN TSN
INIT INIT ACK 1
Mapping Array: (Last Revd TSN ) TSN

0

Ack State: SACK 0
2 SACK 0
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DATA

Inbound Stream:

Outbound Stream:

Reasm Queue:
Local Transport Address List:
MTU:

2123
INIT INIT ACK

Error count:

Error Threshold:

Cwnd:

Ssthresh: ssthresh

RTO:

SRTT:

RTTVAR: RTT

Partial bytes acked: (
State:

MTU: path MTU

Per Destination Timer:
RTO-Pending: DATA

DATA SACK

Last-time used:

2124

Out Queue: DATA

In Queue: DATA

2.13 1ANA Consideration

TCP
TCP IANA
IANA
- ERROR
SCTP ULP

SACK

IP
MTU

6.2.2 ) cwnd
DOWN UP ALLOW-HB NO-HEARTBEAT

RTT
0 DATA
RTT

HEARTBEAT

TCP
SCTP
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IANA ULP

2.13.1 IETF
SCTP [RFC2434]
IANA IETF
)
) 32
)
)
(255)
2.13.2 IETF
[RFC2434] IETF
)
) 321
type-length-value
)
)
2133 IETF
[RFC2434] Specification 11 65535
)
) SCTP ERROR (
ABORT)
) ERROR ( ABORT) SCTP
)
(32 ) 23310
2
2
2134
0 ( SCTP DATA
) SCTP
SCTP
SCTP IANA
SCTP
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214

RTO.Initial 3

RTO.Min 1

RTO.Max 60
RTO.Alpha 1/8
RTO.Beta 1/4

Valid.Cookie.Life 60
Association.Max.Retrans 10
Path.Max.Retrans 5 )
Max.Init.Retransmits 8
HB.interbal 30
: SCTP
10 )
:RTO.Min

UA

(M3UA M2UA M2PA IUA SUA)

UA

31
311
(SG : Signalling Gateway)

Gateway Controller) ASP(Application Server Process) UA
IP
UA
SG ASP QoS
SCTP SG ASP
ASP
AS ASP 2
3-1

92

MGC(Media



SG1 ASP1
M
SCTP
\ 2
N
SG2 ASP1
[ ]
[ ]
[ ]
3-1
ASP
ASP
UA

312 ASP
(AS: Application Server)
ASP ASP
ASP
n+k
ASP  k ASP
1+1
AS
3-1
AS1 1 ASP1 2 ASP1
ASP1/ 1
ASP1/ 2
3-2 AS 1)
1+1 ASPY/ 1 AS
2 ASP1/ 1 SG ASPY

93

ASP
ASP

1+0
ASP
SCTP

ASl1 SG

ASP

3-2

ASPY/



AS

3.2
321
SCTP

322 AS

AS

323 ASP

324
SCTP

3.25

3.2.6

3.2.7
ASP

AS1
ASP1/ 1
ASP1/ 2
3-3 AS ')
ASPY/ 1 ASPY 2 AS

ASP

UA

(Application Server)
AS SG Dch
AS ASP(3.23)

(Application Server Process) AS

MGC MGC ASP
SCTP SCTP
SG
ASP  SG
MGC MGC

94

ASP
ASP

UA

Q.931

ASP

ASP

UA

MGC

ASP



3.2.8
ASP

3.29
UA

3.2.10
AS

3211
32

33

331 SCTP
SCTP SCTP
31
3-1 SCTP

M-SCTP SCTP

M-SCTP SCTP

M-SCTP SCTP

332 UA
UA UA

3-2 VA
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M-ERROR

M-NOTIFY
M-TEI TEI
333 ASP
ASP ASP
33
3-3 ASP
M-ASP UP ASP
M-ASP DOWN ASP
M-ASP ACTIVE ASP
M-ASP INACTIVE ASP
M-ASP_STATUS ASP

334 AS
AS AS

96

34




3-4 AS

M-AS STATUS

AS

335 MTP3
525

336 Q921
435

337 MTP2
6.3.5

3.38 SCCP
8.35

3.39 SCCP

SUA (SCCP User Adaptation)

34
UA
UA

3-4

32

UA

31

3-4 UA
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341

3-5
0 7 8 1516 23 24 31
3-5
3411
UA 8 UA 35
3-5 UA
M3UA
M2UA
M2PA
IUA
SUA
3412
8
34.13
UA
8 3-6
3-6
UA 0x00
MTP3 0x01
0x02
ASP 0x03
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ASP 0x04
Q.921 0x05
MTP2 0x06
SCCP 0x07
SCCP 0x08
0x09
Ox0A

( ) 0x0B — Ox7F
( 0x80 — OXFF

34.14

34.141UA

UA 3-7
3-7 UA

ERR 0x00
NTFY 0x01
TEI 0x02
TEI 0x03
TEI 0x04
( ) 0x05 — Ox7F
( 0x80 — OxFF

3.4142MTP3

MTP3 3-8
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3-8 MTP3

34.143

3.4.144ASP
ASP

100

() 0x00
0x01

() 0x02 — Ox7F

( 0x80 — OxFF

3-9
3-9

() 0x00

DUNA 0x01

DAVA 0x02

DAUD 0x03

SCON 0x04

DUPU 0x05

DRST 0x06

( ) 0x07 — Ox7F

( ) 0x80 — OxFF

3-10
3-10 ASP




C ) 0x00
ASPUP 0x01
ASPDN 0x02
BEAT 0x03
ASPUP ACK 0x04
ASPDN ACK 0x05
BEAT ACK 0x06
( ) 0x07 — Ox7F
( ) 0x80 — OxFF
3.4.1.45ASP
ASP 311
3-11 ASP
C ) 0x00
ASPAC 0x01
ASPIA 0x02
ASPAC ACK 0x03
ASPIA ACK 0x04
( ) 0x05 — Ox7F
( ) 0x80 — OxFF
3.4.1.4.6 Q.921
Q.921 312

3-12 Q.921
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0x00

0x01

0x02

0x03

0x04

0x05

0x06

0x07

0x08

0x09

Ox0A

0x0B — Ox7F

0x80 — OxFF

34.14.7MTP2
MTP2

3-13 MTP2

3-13

0x00

0x01

0x02

0x03

0x04

0x05

0x06

0x07

0x08
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0x09

Ox0A
0x0B
0x0C
0x0D
Ox0E
OxOF
() 0x16 — Ox7F
( ) 0x80 — OxFF
34.1.4.8 M2PA
M2PA 3-14
1
2
Proving Data 3
3.4.1.4.9 SCCP
SCCP 3-15
3-15 SCCP
() 0x00
CLDT 0x01
CLDR 0x02
( ) 0x03 — Ox7F
( ) 0x80 — OXFF

103




3.4.1.4.10 SCCP

316
3-16 SCCP
C ) 0x00
CORE 0x01
COAK 0x02
COREF 0x03
RELRE 0x04
RELCO 0x05
RESCO 0x06
RESRE 0x07
CODT 0x08
CODA 0x09
COERR Ox0A
CoIT 0x0B
( ) 0x0C — OX7F
( ) 0x80 — OXFF
317
3-17
C ) 0x00
0x01
0x02
0x03
0x04
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0x05 — Ox7F

0x80 — OxFF

34.14.12

3-18

3-18

0x00

0x01

0x02

0x03

0x04

0x05 — Ox7F

0x80 — OxFF

34.15

M2UA

3.4.2
UA

343

32

1516

M2UA

23 24

31

3-6
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3431
16 0 65534 65535
UA
0x0001 M3UA  SUA
M2UA  IUA

() 0x00

0x01

0x02

0x03

0x04

0x05

0x06

0x07

0x08

Beat Data 0x09

0x0a

0x0b

0x0c

0x0d

0x0e

OxOf

0x10

ASP Ox11

0x12

Correlation Id 0x13

( ) O0x14 — OXFF
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3432

16
3433
4 0x00
344 UA
UA 0 SCTP
34.41ERR (ERRor)
ERR UA
ERR IUA ERR
IUA  ERR 37
0 7 8 1516 23 24 31
(0x0000000C)
(0x00000007)
3-7 ERR
ERR UA
3.4.42 NTFY (Notify)
NTFY AS SG ASP NTFY
UA
34421I1UA NTFY
IUA  NTFY
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NTFY 3-8
0 7 8 1516 23 24 31
(0Ox0000000D) )
(0Ox00000001) (
(0Ox00000008) (
(Ox00000004) (
3-8 NTFY
NTFY
3-9
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0 7 8 1516 23 24 31
(0x0000000D) @®)
(0x00000003) ¢ )
(0x00000004) ( )
3-9 NTFY
344211
NTFY 16 3-18
3-18
0x1 AS
0x2
16
AS 3-19
3-19 AS
1 AS
2 AS
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3 AS
4 AS
AS SG  ASP
3-20
3-20
1 ASP
2 ASP
ASP AS ASP
ASP ASP
ASP
344212
AS D
344213
8 ASCII 0 255
34422M3UA  NTFY
5.3.4.2
34423M2UA  NTFY
6.4.4.2
34424SUA NTFY
8.4.6.2
3443 TEl
TEI TEI
ISDN Q.921 Q.931
Q.921 ASP  Q.931 TEI
TEI
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ASP

IUA

IUA

SG



3444TEl
TEl
TEI
TEl (
TEl

TEI

3-10

16

TEI

31

(0x10)

TH

TEI 32

3-10 TEI

321

3-21 TEI

0x00

TEI

0x01

TEI

3.445TEl
TEI

TEl (

345 MTP3
535

34.6 ASP
ASP

3.4.6.1 ASPUP
ASPUP
ASP

TEI

(ASP UP)

ASP

111

TEI

SCTP

UA




7 8 1516 23 24

31

(0x0000000A) ®)

(0x00000004) ( )

34.6.1.1
ASPUP
ASP

34.6.1.2ASP

AS

34.6.1.3
344213

3.4.6.2 ASPDN
ASPDN

34621

ASPDN

ASP

(ASP Down)
UA

311

7 8 1516 23 24

31

(0X00000004) ( )

34.6.2.2
344213

3.4.6.3 BEAT

BEAT

34.63.1
BEAT

3-11 ASPDN

(HeartBEAT)
SCTP UA
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BEAT 3-12

0 7 8 1516 23 24

(0x00000008) (

3-12 BEAT

3.4.6.3.2

3.4.6.4 ASPUP ACK (ASP UP ACKnowledgement)
ASPUP ACK ASPUP

34.64.1
ASPUP ACK

34.64.2
344213

3.4.6.5 ASPDN ACK (ASP DowN ACKnowledgement)
ASPDN ACK ASPDN

34651
ASPDN ACK

¢ )

3.4.6.5.2
3.46.2.2

34653
344213

3.4.6.6 BEAT ACK (HeartBEAT ACKnowledgement)
BEAT ACK BEAT

BEAT ACK

347 ASP
ASP 0 SCTP
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3.4.7.1 ASPAC
ASPAC
AS
UA

(ASP ACtive)

ASP

34711IUA ASPAC

IUA ASPAC

347111

3-22

AS

AS

ASP 32

3-22

ASPAC

0x01

0x02

ASP AS

347112

344212

347113
344213

3.4.71.2M3UA
5381

3.4.71.3M2UA
6.4.6.1

ASP

ASPAC

ASPAC

347148SUA ASPAC

8.45.1

ASP
ASP AS
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3.4.7.2 ASPAC ACK (ASP ACtive ACKnowledgement)

ASPAC ACK ASPAC ASPAC ACK
UA ASPAC( ) ASPAC( ) ASP
ASPAC ACK

34.721IUA ASPACACK
IUA ASPAC ACK

347211
347111

347212
344212

347213
344213

34.722M3UA ASPACACK
M3UA  ASPAC ACK

347221
347111

347222
344222

347223
344213

34.7.3ASPIA (ASP InActive)
ASPAC ASP
AS AS ASPAC
UA

34731IUA ASPIA
IUA ASPIA
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347311
347111

347312
344212

34.73.13
344213

34.732M3UA ASPIA
53.8.2

34.733M2UA ASPIA
6.4.6.2

34734SUA ASPIA
8.453

3.4.7.4 ASPIA ACK (ASP InActive ACKnowledgement)
ASPIA ACK ASPIA ASPIA ACK

UA

34.741IUA ASPIA ACK
IUA  ASPIA ACK

347411
347111

347412
344212

347413
344213

34742M3UA  ASPIA ACK
M3UA  ASPIA ACK
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347421

34222
34.74.22
344213
3.4.8
3-23
3-23
M3UA | M2UA M2PA IUA SUA

ERR M M M M M
NTFY M M - M M
TEI - - - M -
TEI - - - M -
TEI - - - M -
MTP3

M - - - -
DUNA M - - - M
DAVA M - - - M
DAUD M - - - M
SCON M - - - M
DUPU M - - - M
DRST O - - - O
ASP
ASPUP M M - M M
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M3UA M2UA M2PA IUA SUA
ASPDN M M - M M
BEAT O O - O O]
ASPUP ACK M M - M M
ASPDN ACK M M - M M
BEAT ACK O O - O 0
ASP
ASPAC M M - M M
ASPIA M M - M M
ASPAC ACK M M - M M
ASPIA ACK M M - M M
Q921
- - - M -
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AS
AS
AS
AS

Tr
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sG IUA
2. SG IUA  IUA D
3. SG IUA Q921
ASP
1. Q921 SG
2. SG IUA ASP
4563
ASP ASP
1. ASP  IUA DL- SG  IUA
2. SG IUA S Qo1 Q.921 SABME
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