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(1]

(2]

(3]
(4]

(9]

(6]

[7]

(8]
[°]

TTC ITU-T

TTC ITU-T

TTC Jr-H225.0 5 2003 ,“
ITU-T Recommendation H.235 Version 2 (2000), “ Security and Encryption for H Series (H.323 and Other
H.245 Based) Multimedia Terminals’
TTC JI-H323 5 2003 ,“ i
ITU-T Recommendation X.680 (1997), Information Technology — Abstract Syntax Notation One (ASN.1)
Specification of Basic Notation”
ITU-T Recommendation X.691 (1997), “Information Technology — ASN.1 Encoding Rules —
Specification of Packed Encoding Rules (PER)”
TTC JT-H323 K “JT-H323 "HTTP " TTC
JT-H323 5 2003

IETF RFC 2401, “ Security Architecture for the Internet Protocol” (November 1998)
IETF RFC2402, “ IP Authentication Header” (November 1998)

IETF RFC2406; “ IP Encapsulating Security Payload” (November 1998)



Administrative domain

Gatekeeper JT-H323
Logical element
Peer element JT-H225.0 G JT-H323
Zone
4
AD Administrative domain
DNS Domain Name System
IP Internet Protocol
PDU Protocol Data Unit
RAS Registration, Admission and Status protocol
SCN Switched Circuit Network
TCP Transmission Control Protocol
TPKT Transport Packet
UbP User Datagram Protocol
uTC Coordinated Universal Time
5
5.1
UDP TCP
IP
2099 TCP UDP TCP
UDP listen
PDU IP
JT-H225.0 PDU TKPT 1/JT-H501
JT-H501 PDU
TPKT JT-H501 PDU TPKT JT-H501 PDU TPKT JT-H501 PDU
1/JT-H501 TCP
ITU-T H.501



TCP

5
UDP/IP TKPT
2/JT-H501 JT-H501 PDU
UDP TPKT
ubP TPKT JT-H501 PDU TPKT JT-H501 PDU TPKT JT-H501 PDU
Header
2/JT-H501 UDP
ITU-T H.501

5.2

IETF RFC2402(*IP Authentication Header”) RFC 2406 (“IP Encapsulating Security Payload”)

RFC2401 (“Security Architecture for the Internet Protocol”) IP

H.235
53
AliasAddress
ID email-id partyNumber  inter national Number PublicTypeOfNumber
PublicNumber
ID email-id AliasAddress partyNumber
mobileUIM TTC JT-H225.0
5.4
AliasAddress
1303538

1303538* *

1555 123 4567 AccessRequest



1 555 987* AccessRequest

1555 987 6543
* @example.org AccessRequest A
1* AccessRequest
31* AccessRequest C
44 171 112*
6
A X.680 ASN.1 X.691
basic aligned variant
sequenceNumber
(
replyAddress
replyAddress IP
(2099) (listen)
replyAddress
IP IP
(2099)
1
version
annexGversion JT-H225.0 G
Annex GV2
hopCount
hopCount 1 hopCount 1
hopCount 0O
integrityCheckValue
integrityCheckValue
integrityCheckValue
tokens
cryptoTokens
nonStandard
servicelD 2
' NAT
RAS replyAddress



ServiceRequest
ID servicelD
ServiceRequest
ID ServiceRequest
SerivceConfirmation
ID
( Usagelndication  Descriptorl DRequest
DescriptorRequest ~ AccessRequest)

genericData GenericData
JT-H323/JT-H225.0
featureSet
JT-H323/JT-H225.0 RAS

6.1

descriptorinfo
templates

gatekeeperID

6.2

descriptorlD

|astChanged uTC

6.3

pattern Pattern

routelnfo Route
Information

timeToLive

supportedProtocols )
voice FAX fax

featureSet addressTemplate

AddressTemplate
routel nformation
JT-H323/JT-H225.0

10



6.3.1

pattern
specific
wildcard E.164
wildcard +1
303 pattern  Denver
range
6.3.2
routel nfo
messageType
SendAccessRequest, sendSetup, nonExistent
call Specific TRUE
AccessRequest (call information)
MessageType  sendAccessRequest ,
callSecific FALSE
usageSpec
Usagel ndication
pricelnfo (
)
Routel nformation
contacts routelnfo  messageType
( )
type
featureSet
Routel nformation
Contactlnformation Generic Extensible
Framework JT-H323/JT-H225.0
circuitlD SCN

Routel nformation
Contactlnformation

supportedCircuits

Routel nformation
Contactlnformation

6.3.3
Route Information Pricelnfo
PricelnfoSpec  PriceElement
currency 1S0-4217
currencyScale currency

usD currencyScale 2 priceElement

11



cent

validFrom uTC
validUntil uTC
hoursFrom
hoursUntil hoursFrom 00:00
priceElement PriceElement
priceFormula priceElement
PriceElement
amount quantum( ) quantum( )
quantum amount units 60 1
units initial
minimum , maximum quantum
units Quantum unit
Seconds
packets
bytes
initial
minimum
maximum
6.3.4
Route Information contact
transportAddress Route I nformation messageType
(
URL)
priority priority
priority Priority O
priority
transportQoS
security
accessTokens AccessRequest
Usagelndication
multipleCalls Routelnformation messageType
sendSetup multipleCalls TRUE
FALSE
featureSet Contactlnformation
Generic Extensible Framework
JT-H323/JT-H225.0
circuitiD S(_:N
Contactlnformation
supportedCircuits
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Contactlnformatio

6.4

6.4.1 AlternateBE

contactAddress
priority priority
priority Priority

priority
elementldentifier Unicode

6.4.2 Partylnformation

logical Address E-mail E.164
domainldentifier AD

transportAddress

endpointType

userinfo UserInformation
timeZone

6.4.3 Callinformation

callldentifier RAS
callldentifier
conferencel D
RAS
conferencel D
circuitlD SCN

6.4.4 UserInformation

userldentifier
userAuthenticator

6.4.5 Usage Specification
Usagelndication
UsageSpecification

sendTo Usagelndication

13



ServiceConfirmation

when
Never
Start
End
Period-
Failure
required Usagel ndication must
Usage information
preferred Usagel ndication should
sendToBEAddress Usagel ndication

DNS
Usagel ndication

Usagel ndication
Usagel ndicationConfirmation  Usagel ndicationRejection

sendToBEAddress UsageSpecification sendTo
sendTo
sendTo
border_elementl
border elements of my company

sendToBEAddress
6.4.6 Security Mode
authentication ServiceRequest
integrity

integrityCheckValue
AuthenticationMode (DH®
a-priori )
algorithmOID
(TTC )

DH  Diffie-Hellman
IPSEC IKE(Internet Key Exchange:RFC2409)

(TTC )

14




6.5

6.5.1 Service Request
ServiceRequest

ServiceRequest
ServiceRequest
H.235

ServiceRequest ServiceRequest

ServiceRequest
ServiceRequest

elementldentifier
domainldentifier
securityCapability
timeToLive

usageSpec

6.5.2 Service Confirmation
ServiceRequest
ServiceConfirmation
ID ServiceRequest
ID ServiceConfirmation ServiceRequest
ServiceRequest
ServiceConfirmation
ServiceConfirmation ServiceRequest
ID ID ServiceRequest
ServiceRegjection

elementldentifier
domainldentifier
alternates

securityMode
ServiceRequest

timeToLive

usageSpec

6.5.3 Service Rejection
ServiceRequest
ServiceRegjection ServiceRequest
ServiceRejection

15



reason ServiceRequest

e  serviceUnavailable —

e  serviceRedirected —

e security — ServiceReguest

e  continue-— ServiceRequest

e undefined — ServiceRequest

e unknownServicel D — ServiceRequest servicelD

e  cannotSupportUsageSpec — UsageSpecification

e neededFeature —

MessageCommoninfo

neededFeatures
e  genericDataReason — reason
genericData genericData
reason
e usageUnavailable—
e unknownUsageSendTo — UsageSpecification
sendTo sendToPEAddress
aternates ServiceRequest
reason  ServiceRedirected
6.5.4 Service Release
ServiceRelease

reason
e outOfService —
e  maintenance —
e terminated —
e expired—
aternates
6.6

16



6.6.1 Descriptor Request
DescriptorRequest

descriptorlD

6.6.2 Descriptor Confirmation

DescriptorConfirmation

DescriptorRequest

descriptors

6.6.3 Descriptor Rejection

reason

descriptor|D

6.6.4 Descriptor ID Request
DescriptorIDRequest

DescriptorReguest
packetSizeExceeded -

UDP TCP )
illegalD — DescriptorRequest

security — DescriptorRequest

hopCountExceeded -
unavailable -
(‘out-of-band provisioning)
noServiceRelationship -
undefined — ( DescriptorRequest)
neededFeature —
MessageCommoninfo neededFeature

ggenericDataReason
genericData genericData

unknownServicel D —DescriptorRequest servicelD

17



6.6.5 Descriptor ID Confirmation
Descriptorl DConfirmation Descriptorl DRequest
Descriptorl DConfirmation
DescriptorRequest

descriptorinfo

6.6.6 Descriptor ID Rejection
DescriptorIDRequest

reason
e noDescriptors —

e  security — Descriptorl DRequest

e hopCountExceeded —

e unavailable -
(‘out-of-band provisioning)

e NoServiceRelationship -

e undefined — ( Descriptorl DRequest)

e neededFeature —

MessageCommoninfo neededFeature

e genericDataReason

genericData genericData
e unknownServicel D — Descriptorl DRequest servicelD
6.6.7 Descriptor Update
DescriptorUpdate
DescriptorUpdate DescriptorUpdate
DescriptorUpdate
sender DescriptorUpdate
( URL)
updatelnfo

6.6.8 Descriptor Update Acknowledgement
DescriptorUpdateAck DescriptorUpdate
DescriptorUpdate

18



6.7

6.7.1 Access Request

AccessRequest

destinationinfo
sourcelnfo
callnfo

usageSpec

desiredProtocols

supportedPrefixes

6.7.2 Access Confirmation
AccessRequest

templates AccessRequest
partial Response TRUE

TCP
supportedProtocols
serviceControl JT-H225.0
6.7.3 Access Rejection

AccessRequest

reason

noMatch — AccessRequest

packetSizeExceeded -
TCP

security — AccessRequest

hopCountExceeded —

noServiceRelationship —

needCallInformation —

19

DescriptorUpdate

calllnfo

AccessConfirmation

JT-H323 K

UbP



e undefined — AccessRequest

e neededFeature —

M essageCommonlnfo

e  genericDataReason
genericData

e  destinationUnavailable

e  aliasesinconsistent

e  resourceUnavailable

e incompleteAddress

e unknownServicel D —AccessRequest

e usageUnavailable—

e  cannotSupportUsageSpec —
UsageSpecification

e unknownUsageSendTo —

sendTo  sendToPEAddress
serviceControl JT-H225.0

6.8 Request In Progress

RequestinProgress

delay
msec
serviceControl JT-H225.0
6.9
6.9.1 Non-Standard Request
Non-Standard Request G

neededFeature

genericData

servicelD

UsageSpecification

JT-H323 K

JT-H323 K

MessageCommoninfo  nonStandard

6.9.2 Non-Standard Confirmation
NonStandardConfirmation NonStandardRequest
MessageCommoninfo  nonStandard

6.9.3 Non-Standard Rejection

NonStandardRejection NonStandardRequest
MessageCommoninfo  nonStandard

20



reason

e  notSupported — NonStandardRequest

e noServiceRelationship —

e undefined — NonStandardRequest

e  neededFeature —

M essageCommoninfo neededFeature

e genericDataReason

genericData genericData
e unknownServicel D — NonStandardRequest servicelD
6.10 Unknown Message Response
UnknownM essageResponse
G

DescriptorRequest
DescriptorRejection

unknownM essage
reason UnknownM essageResponse

e notUnderstood —

e undefined — UnknownMessageResponse
6.11

6.11.1 Usage Request

Usagelndication

Cdlinfo Usagel ndication
UsageSpec Usagel ndication Usagel ndication
6.11.2 Usage Confirmation

UsageConfirmation Usagelndication

UsageRequest

6.11.3 UsageRejection

UsageRejection Usagel ndication

UsageRequest

21



reason UsageRequest

e invaidCal — UsageRequest

e  security — UsageRequest

e unavailable—

e noServiceRelationship —

e undefined — UsageRequest

e neededFeature —

M essageCommoninfo

e  genericDataReason
genericData

e unknownServicel D — UsageRequest

6.11.4 Usage Indication

UsageSpecification

callnfo Usagel ndication
accessTokens
AccessRequest /

senderRole Usagel ndication

e originator —

e destination —

e nonStandard —
usageCall Status

e preConnect

e calllnProgress

o callEnded

e preConnect
srcinfo E.164

ANI/CLI /
destAddress E.164
startTime uTC
startTime
startTime

endTime uTC

22

usages

endTime

neededFeature

genericData

servicelD

E.164



endTime endTime

terminationCause
usageFields
UsageField UsageFields

6.11.5 Usage Indication Confirmation
Usagel ndicationConfirmation Usagel ndication
Usagel ndication

6.11.6 Usage Indication Rejection

Usagel ndicationRejection Usagelndication
Usagel ndication Usagelndication
reason Usagel ndication

e unknownCall — Usagelndication
e incomplete — Usagelndication Usagelndication

e  noServiceRelationship —

e undefined — Usagelndication

e neededFeature —

M essageCommonlnfo neededFeature

e  genericDataReason
genericData genericData

e unknownServicel D — Usagelndication servicelD

6.12

6.12.1 Validation Request

ValidationRequest

accessTokens

destinationinfo
sourcelnfo
callnfo

usageSpec Usagelndication

23



6.12.2 Validation Confirmation

destinationinfo
usageSpec

6.12.3 Validation Rejection

reason

e tokenNotValid—

e  security — validationRequest

e hopCountExceeded —

e  missingDestinfo—

e  noServiceRelationship —

e undefined — validationRequest

e neededFeature —

MessageCommoninfo
e  genericDataReason —
genericData

e unknownServicel D — Usagelndication

6.13

6.13.1 Authentication Request

applicationMessage

24

usagelndication

neededFeature

genericData

servicel D

AuthenticationRequest



6.13.2 Authentication Confirmation

6.13.3 Authentication Rejection

reason

security — AuthenticationRequest

hopCountExceeded —hopCount 0

noServiceRelationship —

undefined — Authenti cationRequest

neededFeature —

M essageCommonlnfo

genericDataReason —
genericData

unknownServicel D — AuthenticationRequest

securityWrongSyncTime —

securityReplay —

securityWrongGenera 1D —

securityWrongSendersID —

securityM essagel ntegrityFailed —

securityWrongOID — oID
agorithm OID

25

neededFeature

genericData

servicelD



< do not translate or modify this section >

Annex A: Message Syntax

H501-MESSAGES DEFINITIONS AUTOMATIC TAGS ::=
BEGIN

IMPORTS

AuthenticationM echanism,
TimeStamp,
ClearToken

FROM H235-SECURITY-MESSAGES

AliasAddress,
TransportAddress,

Rel easeCompleteReason,
Conferencel dentifier,
Callldentifier,
CryptoH323Token,
CryptoToken,
EndpointType,
Gatekeeperldentifier,
GloballyUniquel D,
NonStandardParameter,
NumberDigits,
PartyNumber,
SupportedProtocols,
TransportQOS,
Vendorldentifier,
IntegrityMechanism,
ICV,

FeatureSet,
GenericData,
ServiceControl Session,
Circuitinfo,
Circuitldentifier

FROM H323-MESSAGES;

Message ::= SEQUENCE

{

}

body MessageBody,
common M essageCommoninfo,

MessageBody ::= CHOICE

{

serviceRequest
serviceConfirmation
serviceRejection
serviceRelease
descriptorRequest
descriptorConfirmation
descriptorRejection
descriptorl DRequest

ServiceRequest,
ServiceConfirmation,
ServiceRejection,
ServiceRelease,
DescriptorRequest,
DescriptorConfirmation,
DescriptorRejection,
Descriptorl DRequest,

descriptorl DConfirmation Descriptorl DConfirmation,

descriptorl DRejection
descriptorUpdate
descriptorUpdateAck
accessRequest
accessConfirmation

DescriptorlDRejection,
DescriptorUpdate,
DescriptorUpdateAck,
AccessRequest,
AccessConfirmation,

26



accessRejection AccessRejection,

requestinProgress RequestinProgress,
nonStandardRequest NonStandardRequest,
nonStandardConfirmation NonStandardConfirmation,
nonStandardRejection NonStandardRejection,
unknownM essageResponse UnknownM essageResponse,
usageRequest UsageRequest,
usageConfirmation UsageConfirmation,
usagel ndication Usagelndication,
usagel ndicationConfirmation Usagel ndicationConfirmation,
usagel ndicationRejection Usagel ndicationRejection,
usageRejection UsageRejection,
validationRequest ValidationRequest,
validationConfirmation ValidationConfirmation,
validationRejection ValidationRejection,
authenticationRequest AuthenticationRequest,
authenticationConfirmation AuthenticationConfirmation,
authenticationRejection AuthenticationRejection

}

MessageCommoninfo ::= SEQUENCE

{
sequenceNumber INTEGER (0..65535),
annexGversion ProtocolVersion, -- set to “H.225.0 Annex G V2"
hopCount INTEGER (1..255),
replyAddress SEQUENCE OF TransportAddress OPTIONAL,

-- Must be present in request

integrityCheckValue ICV OPTIONAL,
tokens SEQUENCE OF ClearToken OPTIONAL,
cryptoTokens SEQUENCE OF CryptoH323Token OPTIONAL,
nonStandard SEQUENCE OF NonStandardParameter OPTIONAL,
servicelD ServicelD  OPTIONAL,
genericData SEQUENCE OF GenericData OPTIONAL,
featureSet FeatureSet OPTIONAL,
version ProtocolVersion -- current H.501 protocol version

}

ServicelD ::= GloballyUniquel D

-- H.501 messages

ServiceRequest ::= SEQUENCE

{
elementldentifier Elementldentifier OPTIONAL,
domainldentifier AliasAddress OPTIONAL,
securityMode ~ SEQUENCE OF SecurityMode OPTIONAL,
timeToLive INTEGER (1..4294967295) OPTIONAL,
usagesSpec UsageSpecification OPTIONAL

}

SecurityMode ::= SEQUENCE

{

authentication  AuthenticationMechanism OPTIONAL,
integrity IntegrityMechanism OPTIONAL,
algorithmOIDs SEQUENCE OF OBJECT IDENTIFIER OPTIONAL,

27



ServiceConfirmation ::= SEQUENCE

{
elementldentifier Elementldentifier,
domainldentifier AliasAddress,
alternates AlternatePEInfo OPTIONAL,
securityMode  SecurityMode OPTIONAL,
timeToLive INTEGER (1..4294967295) OPTIONAL,
usageSpec UsageSpecification OPTIONAL
}
ServiceRegjection ::= SEQUENCE
{
reason ServiceRejectionReason,
aternates AlternatePEInfo OPTIONAL,
}
ServiceRegjectionReason ::= CHOICE
{
serviceUnavailable NULL,
serviceRedirected NULL,
security NULL,
continue NULL,
undefined NULL,
unknownServicel D NULL,
cannotSupportUsageSpec NULL, -- Cannot comply with proposed spec
neededFeature NULL,
genericDataReason NULL,
usageUnavailable NULL, -- Usage reporting not supported
unknownUsageSendTo  NULL -- Usage sendTo could not be resolved
}
ServiceRelease ::= SEQUENCE
{
reason ServiceRel easeReason,
aternates AlternatePEInfo OPTIONAL,
}
ServiceReleaseReason ::= CHOICE
{
outOf Service NULL,
maintenance NULL,
terminated NULL,
expired NULL,
}

DescriptorRequest ::= SEQUENCE

{
descriptorlD SEQUENCE OF DescriptorlD,
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DescriptorConfirmation ::= SEQUENCE

{
descriptor SEQUENCE OF Descriptor,
}
DescriptorRejection ::= SEQUENCE
{
reason DescriptorRejectionReason,
descriptorlD DescriptorID OPTIONAL,
}
DescriptorRejectionReason ::= CHOICE
{
packetSizeExceeded NULL, -- useother transport type
illegallD NULL, -- no descriptor for provided descriptorlD
security NULL, --reguest did not meet security requirements
hopCountExceeded NULL,
noServiceRelationship  NULL,
undefined NULL,
neededFeature NULL,
genericDataReason NULL,
unknownServicel D NULL -- The servicel D is not recognized by
-- the peer element
}

DescriptorlDRequest ::= SEQUENCE

{
}
DescriptorlDConfirmation ::= SEQUENCE
{
descriptorinfo SEQUENCE OF Descriptorinfo,
}
DescriptorIDRejection ::= SEQUENCE
{
reason Descriptor| DRej ectionReason,
}
Descriptorl DRejectionReason ::= CHOICE
{
noDescriptors  NULL, -- no descriptorsto report
security NULL, --request did not meet security requirements
hopCountExceeded NULL,
noServiceRelationship  NULL,
undefined NULL,

neededFeature  NULL,
genericDataReason NULL,

29



unknownServicel D NULL -- The servicelD is not recognized by
-- the peer element

}
DescriptorUpdate ::= SEQUENCE
{
sender AliasAddress,
updatelnfo SEQUENCE OF Updatel nformation,
}
Updatel nformation ::= SEQUENCE
{
descriptorinfo  CHOICE {
descriptorID DescriptoriD,
descriptor Descriptor,
} il
updateType CHOICE
added NULL,
deleted NULL,
changed NULL,
} L]
}
DescriptorUpdateAck ::= SEQUENCE
{
}

AccessRequest ::= SEQUENCE

{
destinationinfo  Partylnformation,
sourcelnfo Partylnformation OPTIONAL,
calllnfo CdlInformation OPTIONAL,
usageSpec UsageSpecification OPTIONAL,

desiredProtocols SEQUENCE OF SupportedProtocols OPTIONAL,

AccessConfirmation ::= SEQUENCE

{
templates SEQUENCE OF AddressTemplate,
partialResponse  BOOLEAN,
supportedProtocols SEQUENCE OF SupportedProtocols OPTIONAL,
serviceControl SEQUENCE OF ServiceControl Session OPTIONAL
}

AccessRejection ::= SEQUENCE
{
reason AccessRej ectionReason,
serviceControl SEQUENCE OF ServiceControl Session OPTIONAL

30



}

AccessRegjectionReason ::= CHOICE

{
noMatch NULL, -- notemplate matched the destinationlnfo
packetSizeExceeded NULL, -- useother transport type
security NULL, --request did not meet security requirements
hopCountExceeded NULL,
needCalllnformation NULL, -- Call Information must be specified
noServiceRelationship  NULL,
undefined NULL,
neededFeature NULL,
genericDataReason NULL,
destinationUnavailable  NULL, -- Destination wasresolved but is
-~ unavailable
aliaseslnconsi stent NULL, -- Multiple aliases identify distinct
--  destinations
resourceUnavailable NULL, -- One or more required resources are
-~ unavailable
incompleteAddress NULL, -- Destination cannot be distinctly
- identified
unknownServicel D NULL, -- TheservicelD isnot recognized by
-- the peer element
usageUnavailable NULL, -- Usage reporting not supported
cannotSupportUsageSpec NULL, -- Cannot comply with proposed spec
unknownUsageSendTo NULL -- Usage sendTo could not be resolved
}

UsageRequest ::= SEQUENCE

{
callnfo Calllnformation,
usageSpec UsageSpecification,

}

UsageConfirmation ::= SEQUENCE

{

}

UsageRejection ::= SEQUENCE

{
reason UsageRejectReason,

}

Usagelndication ::= SEQUENCE

{
callnfo CallInformation,
accessTokens SEQUENCE OF AccessToken OPTIONAL,
senderRole Role,
usageCall Status UsageCall Status,
srcinfo Partylnformation OPTIONAL,
destAddress Partylnformation,
startTime TimeStamp OPTIONAL,
endTime TimeStamp OPTIONAL,
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terminationCause TerminationCause OPTIONAL,

usageFields SEQUENCE OF UsageField,
}
UsageField ::= SEQUENCE
{
id OBJECT IDENTIFIER,
value OCTET STRING,
}
UsageRejectReason ::= CHOICE
{
invalidCall NULL,
unavailable NULL,
security NULL,
noServiceRelationship  NULL,
undefined NULL,
neededFeature NULL,
genericDataReason NULL,
unknownServicel D NULL -- The servicel D is not recognized by
-- the peer element
}
Usagel ndicationConfirmation ::= SEQUENCE
{
}
Usagel ndicationRejection ::= SEQUENCE
{
reason Usagel ndicationRej ectionReason,
}
Usagel ndicationRej ectionReason ::= CHOICE
{
unknownCall NULL,
incomplete NULL,
Ssecurity NULL,
noServiceRelationship  NULL,
undefined NULL,
neededFeature  NULL,
genericDataReason NULL,
unknownServicel D NULL -- The servicel D is not recognized by
-- the peer element
}
ValidationRequest ::= SEQUENCE
{
accessToken SEQUENCE OF AccessToken OPTIONAL,
destinationinfo  Partylnformation OPTIONAL,
sourcelnfo Partylnformation OPTIONAL,
cadllnfo CdlInformation,

usageSpec UsageSpecification OPTIONAL,
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ValidationConfirmation ::= SEQUENCE

{
destinationinfo  Partylnformation OPTIONAL,
usageSpec UsageSpecification OPTIONAL,
}
ValidationRejection ::= SEQUENCE
{
reason ValidationRej ectionReason,
}
ValidationRe ectionReason ::= CHOICE
{
tokenNotValid NULL,
security NULL, --reguest did not meet security requirements
hopCountExceeded NULL,
missingSourcelnfo NULL,
missingDestinfo NULL,
noServiceRelationship  NULL,
undefined NULL,
neededFeature  NULL,
genericDataReason NULL,
unknownServicel D NULL -- TheservicelD is not recognized by
-- the peer element
}
RequestinProgress ::= SEQUENCE
{
delay INTEGER (1..65535),
serviceControl SEQUENCE OF ServiceControl Session OPTIONAL
}

NonStandardRequest ::= SEQUENCE

{

}

NonStandardConfirmation ::= SEQUENCE

{

}

NonStandardRejection ::= SEQUENCE

{ reason NonStandardRejectionReason,
}

NonStandardRejectionReason ::= CHOICE

{ notSupported NULL,

noServiceRelationship  NULL,
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undefined NULL,

neededFeature  NULL,

genericDataReason NULL,

unknownServicel D NULL -- The servicel D is not recognized by
-- the peer element

UnknownM essageResponse ::= SEQUENCE

{
unknownM essage OCTET STRING,
reason UnknownM essageReason,
}
UnknownM essageReason ::= CHOICE
{
notUnderstood NULL,
undefined NULL,
}

AuthenticationRequest ::= SEQUENCE
{
applicationMessage  ApplicationMessage, -- e.g. RAS message in H.323

}

ApplicationMessage ::= OCTET STRING

AuthenticationConfirmation ::= SEQUENCE

{
}
AuthenticationRejection ::= SEQUENCE
{
reason Authenti cationRej ectionReason,
}
AuthenticationRejectionReason ::= CHOICE
{
security NULL,
hopCountExceeded NULL,
noServiceRelationship NULL,
undefined NULL,
neededFeature NULL,
genericDataReason NULL,
unknownServicel D NULL,
securityWrongSyncTime NULL, -- time server problem or network delay
securityReplay NULL, -- replay attack encountered

securityWrongGenerallD NULL, -- wrong general |ID
securityWrongSendersiD NULL, -- wrong senders ID
securitylntegrityFailed  NULL, -- integrity check failed
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securityWrongOID NULL, -- wrong token OIDs or crypto alg OIDs

-- structures common to multiple messages

AddressTemplate ::= SEQUENCE

{
pattern SEQUENCE OF Pettern,
routelnfo SEQUENCE OF Routelnformation,
timeToLive INTEGER (1..4294967295),

supportedProtocols SEQUENCE OF SupportedProtocols OPTIONAL,
featureSet FeatureSet OPTIONAL

}

Pattern ::= CHOICE
{
specific AliasAddress,
wildcard AliasAddress,
range SEQUENCE {
startOfRange  PartyNumber,
endOfRange PartyNumber
} il
}

Routelnformation ::= SEQUENCE
{
messageType CHOICE
{
sendA ccessRequest NULL,
sendSetup NULL,
nonExistent NULL,

H
call Specific BOOLEAN,
usageSpec UsageSpecification OPTIONAL,
pricelnfo SEQUENCE OF PricelnfoSpec OPTIONAL,
contacts SEQUENCE OF Contactlnformation,
type EndpointType OPTIONAL,
-- must be present if messageType = sendSetup

featureSet FeatureSet OPTIONAL,

circuitlD CircuitInfo OPTIONAL,

supportedCircuitsSEQUENCE OF Circuitldentifier OPTIONAL
}

Contactlnformation ::= SEQUENCE
{
transportAddress AliasAddress,
priority INTEGER (0..127),
transportQoS TransportQOS OPTIONAL,
security SEQUENCE OF SecurityMode OPTIONAL,
accessTokens  SEQUENCE OF AccessToken OPTIONAL,

multipleCalls ~ BOOLEAN OPTIONAL,
featureSet FeatureSet OPTIONAL,
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circuitlD Circuitinfo OPTIONAL,
supportedCircuitsSEQUENCE OF Circuitldentifier OPTIONAL

}
PricelnfoSpec ::= SEQUENCE
{
currency IA5String (SIZE(3)), --eg., "usb"
currencyScale INTEGER(-127..127),
validFrom Globa TimeStamp OPTIONAL,
validUntil Globa TimeStamp OPTIONAL,
hoursFrom IA5String (SIZE(6)) OPTIONAL, --"HHMMSS' UTC
hoursUntil IA5String (SIZE(6)) OPTIONAL, --"HHMMSS' UTC
priceElement SEQUENCE OF PriceElement OPTIONAL,
priceFormula IA5String (SIZE(1..2048)) OPTIONAL,
}
PriceElement ::= SEQUENCE
{
amount INTEGER(0..4294967295), -- meter increment
gquantum INTEGER(0..4294967295), -- each or part thereof
units CHOICE
{
seconds NULL,
packets NULL,
bytes NULL,
initial NULL,
minimum NULL,
maximum NULL,
} il
}
Descriptor ::= SEQUENCE
{
descriptorinfo  DescriptorInfo,
templates SEQUENCE OF AddressTemplate,
gatekeeper| D Gatekeeperldentifier OPTIONAL,
}
Descriptorinfo ::= SEQUENCE
{
descriptorlD DescriptoriD,
lastChanged Globa TimeStamp,
}
AlternatePEInfo ::= SEQUENCE
{
alternatePE SEQUENCE OF AlternatePE,
alternatel sPermanent BOOLEAN,
}
AlternatePE ::= SEQUENCE
{

contactAddress AliasAddress,
priority INTEGER (1..127),
elementldentifier Elementldentifier OPTIONAL,
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}

AccessToken ::= CHOICE

{
token ClearToken,
cryptoToken CryptoH323Token,
genericData GenericData
}
CallInformation ::= SEQUENCE
calldentifier Callldentifier,
conferencel D Conferencel dentifier,
circuitlD Circuitinfo OPTIONAL
}
UsageCallStatus ::= CHOICE
{
preConnect NULL, -- Call hasnot started
callnProgress NULL, -- Calisin progress
callEnded NULL, -- Call ended
registrationL ost NULL  -- Uncertainif call ended or not
}
Userlnformation ::= SEQUENCE
{
userldentifier AliasAddress,
userAuthenticator SEQUENCE OF CryptoH323Token OPTIONAL,
}
UsageSpecification ::= SEQUENCE
{
sendTo Elementldentifier,
when SEQUENCE
{
never NULL OPTIONAL,
Start NULL OPTIONAL,
end NULL OPTIONAL,
period INTEGER(1..65535) OPTIONAL, --inseconds
failures NULL OPTIONAL,
H
required SEQUENCE OF OBJECT IDENTIFIER,
preferred SEQUENCE OF OBJECT IDENTIFIER,
sendToPEAddress AliasAddress OPTIONAL
}

Partylnformation ::= SEQUENCE

{
logical Addresses SEQUENCE OF AliasAddress,
domainldentifier AliasAddress OPTIONAL,
transportAddress AliasAddress OPTIONAL,
endpointType  EndpointType OPTIONAL,
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userinfo Userlnformation OPTIONAL,

timeZone TimeZone OPTIONAL,
}
Role ::= CHOICE
{
originator NULL,
destination NULL,
nonStandardData NonStandardParameter,
}
TimeZone ::= INTEGER (-43200..43200) -- number of seconds relativeto UTC

-- including DST if appropriate

TerminationCause ::= SEQUENCE

{
releaseCompl eteReason ReleaseCompleteReason,
causelE INTEGER (1..65535) OPTIONAL,
nonStandardData NonStandardParameter OPTIONAL,
}

ProtocolVersion OBJECT IDENTIFIER

- shall be set to

-- {itu-t(0) recommendation(0) h(8) h-225-0(2250) annex(1) g(7) version(0) 2}
-- in field annexGversion;

-- {itu-t(0) recommendation(0) h(8) 501 version(0) 1}

- infield version

DescriptorID GloballyUniquel D

BMPString (SIZE(1..128))

Elementldentifier

Global TimeStamp |A5String (SIZE(14))
--UTC, intheformYYYYMMDDHHMMSS
--whereYYYY =year, MM = month, DD = day,
-- HH = hour, mm = minute, SS = second
-- (for example, 19981219120000 for noon
-- 19 December 1998)

38



-- REPOSITORY FOR APPLICATION SPECIFIC DATA --

-- Annex-G profile data

idAnnexGProfiles INTEGER ::=0
idAnnexGProfileA INTEGER ::=1

annexGProfileA  EnumeratedParameter ::=

{
id standard:idAnnexGProfileA

END -- of H501-MESSAGES
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