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ITU-T SG 17

® SG17 IFUTOEBDY —FREXT 4 7IL—"7
BtXal7Tq
m [IDEE (Identity management (IdM) )
m & ¢ Uikl (Languages and description techniques) - ASN.1, OID%
mEF X, Z>)—-XD&hsE
& SG17 : IDEIIZEIL T® Joint Coordination Activities (JCAs) E&p
B EEREI0NEERAIC JCAIDM OFEI =3 —T 4 x— L TW53
& FEILFREIOD~T—
M 9 T LANAF X MY U X (Telebiometrics) &, FREL0  IDEEBEMDOA A ZXLKROT —FT77
F + — (ldentity Management mechanism and architecture) A& & 4.

SREL0: IDEBETLNAFA NI IRDT—FTI9F v+ —RUAXAH=XL (Identity Management
Telebiometrics architecture and mechanism)
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& Motivation and Focus

IDE:

B Biometric

- Biometrics is gaining acceptance in identity verification/authentication in applications such as e-commerce,
tele-medicine, and e-health.

- Biometric application systems present various challenges related to operational and technical data
protection, reliability, and security of biometric data for biosafety and biosecurity applications.
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IDEBLFLNAFA P IRDT—FFI9F ¥ —RUOAHD=ZRL (BEX)

€ Motivation and Focus
m |Identity Management

« |dentity management (IdM) is essential for securing enterprises and consumer facing applications.
« |dentity vetting, authentication are essential for on-line security
« Developing requirements, capabilities, and strategies for achieving interoperability between different IdM systems is essential.

- impact of decentralization (Distributed Ledgers) on identity systems including wallet, W3C decentralized identifiers and W3C
verifiable credentials.

e Develop mechanisms for |[dM interoperability to include identifying and defining applicable profiles to minimize interoperability issues?
« Develop mechanisms for the protection and disclosure of personally identifiable information (PI1)?

« What are the requirements to protect I[dM systems from cyber-attacks?
m|IDEE

- IDEE (IdM) Tld, BELHEERII T IV r—>av2RETI-DOEELERL LT, UTZ2RFETS
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Security strategy
and coordination

ITU-T SG17D3RTEDIERL

Study Group 17

Q1/17

Security
standardization
strategy and
coordilnation

Q2/17

Security
architecture and
network security

Q15./17

Security for/by
emerging technologies
including quantum-
based security

Q6/17

Security for
telecommunication
services and
Internet of Things

Q13/17

ITS
Security

"""" e |
1 1 1
1 1 1
WP 3/17 WP 4/17 WP 5/17
Cybersecurity Serw.ce a.md Fundam.ental
and application security
management security technologies
1 1
! 1 1
Q3/17 Q7/17 Q10/17
Telecommunication Secure application Id:nnélglmging:tﬂg:t
information security services architecture and
management and mechanisms
security services
T 1 T
1 I 1
1 1
Q4/17 Q8/17 Ql11/17
Cloud computing Generic
) and Big data technologies to
Cybersecurity and infrastructure support secure
countering spam security applications
|
1
Q14/17
Distributed Ledger
Technology (DLT)
security

% The WP structure above will be reconsidered after WTSA20 in 2022.
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Joint Coordination Activity on Identity Management (JCA-IdM)

& ITU-T IDEEEFHICEL T, LDITU-T SGH LU, AEEE L DigE/FEA%

& ITU-TSGL7T=EICehtE CTHEL. EEI0NEY

¢ DEEEFITU-TOUTOSGEEBIEEEL THEY ., ARV EICAZIGELDH 5,
m SG2, SG13, SG15, SG16, SG20.

¢ | dVBELEREEST EFRELOICET 20— N~ v 7OMREEE

W Part 6: [dentity Management (IdM) Landscape: |[dM standards, organizations and gap analysis
https://www.itu.int/en/ITU-T/studygroups/com17/ict/Pages/ict-part06.aspx

O TU-TRH L VZDHWDSDO /7 # — 5 L & OEEES 5B 270 | EEE O & L THEAS

& JCA-IAMIIABE T ZHRL —2 3 v DixE| & LT, HDOBREET 5 %KY éﬂf‘SDO/77r T LBLD
s/ E OB DR EE ZICA-IAMICHBFHT 2 2 &N TE S

\Orchestrating a brighter world N E'




IdM Coordination® & hN#B %
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BED;EEN L EE (1)
& 2006/12~2007/9 ITU-T Focus Group on identity management (FG-1dM)

BIDATLICDODWTORRENZRFHBICHT-Y ., FG-IAMIZL > T (ZDHE®D) IDV X T LICTHEF
EL7-BEZBRHEICL., UTD LS REEATEES Cybersecurity (2005~2008) THRIE & 417
- X.1250 : Baseline capabilities for enhanced global identity management and interoperability
—TATYTATABRET — XM T 5BOIDERET ILOENE
« X.1251 : A framework for user control of digital identity
ULy bEBERI-FEERLAZIDBEROI—Y —FhLETILOERLEICEET &5
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1
X.1251(09)_F01
: Communication layer
Wired | I Wireless | | Mobile communication

X.1251(09)_F04

Figure 1 — The conceptual model for digital identity interchange Figure 4 - Digital identity interchange framework

X.1251 : A framework for user control of digital identity & ¥
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& 20067 ITU-T Focus Group on identity management (FG-1dM)

« X.1252 : Baseline identity management terms and definitions

—ITU-TELUZLL D7+ — 7 LR TIDEBRAZBDOE

EHXxFANT H1-D0ENE

« X.1253 : Security guidelines for identity management systems

« X.1254 : Entity authentication assurance framework - ITU
L¥ILISO/IEC JTC1 SG 27 WG 5 & m#£[FXZE ISO/IEC29115 & & L THH
At 7L —L T =0 %L LD

—NIST 800-63-3-1 = X—X & L71=#1& T,
- & YBAhLIDE

(Level of Assurance: 1-Low, 2-Medium, 3-High, 4-Very high)
NI)ILDESEK

BT SR DAA (BEEBADHEAEDLE)

Identity:

,-*# The representation of an entity in the form
,*" /1 of one or more information elements which
/¢ allow the entity or entities to be sufficiently
K ," distinguished within a context.

,' / For 1dM purposes, the term identity is understood as
s contextual identity (subset of attributes)

i.e. the variety of attributes is limited by a
framework with defined boundary conditions

(the context) in which the entity exists and

interacts.

—f{REE L

Altrlbule 4
‘ Attribute 5
‘ Attribute 7
Attribute 8

Attribute 9

Attributes may consist of something
« the entity has
« the entity has chosen
« the entity has been assigned
~~~~~ Holistic identity:
All possible attributes of the entity (unlimited number)
(not applicable in reality)

Attribute n
X.1252(21)_FA1

Figure A.1 — Relationships between entity, identities and attributes

X.1252 : Baseline identity management terms and definitions & V)
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Management and
ntl organizational
f/ﬁ 5 g DD : N 5 :
Enrol « Application and initiation * Record-keeping/ « Service establishment
nrolment :
phase * Identity proofing and e * Legal and
\ identity information verification  * Registration ) contractual compliance
p N « Financial provisions
« Credential creation «Credential )
. * Credential pre-processing suspension, revocation, S
Credential il and/or destruction security management
management « Credential issuance ) vl g
phase * Credential activation + Credential renewal
. and/or replacement « External service
* Credential storage : t
\ * Record-keeping ) EUIIDDIEIES
N  Operational
: o infrastructure
authls;lttil(t:};tion s tithentication
phase « Record-keeping . Measgr.ir.lg operational
\ ) capabilities

X.1254(12)_FO01

Figure 1 — Overview of the entity authentication assurance framework
X.1254 : Entity authentication assurance framework(|[H/X\—< 3 > 20124) & V)
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&® 2006F IZOASISEZZA SAML EXACMLZITU-TENS
m X.1141 : Security Assertion Markup Language (SAML 2.0)

E/

LEE (3)

m X.1142 : eXtensible Access Control Markup Language (XACML) 2.0 - ITU

m SAML

cIDEEBVRTLIZ72TL =3 v AHZRXLEZRET 2 L CEELKE

 ITU-TTENSIL LTZRICE K
e Z L DIDVATLTEEINTEY, IRELIDVATLAZFRETH-HDICEELEEZB-TW3,

m XACML

TR —R—=XDT 7t A& H AR
e SAMLT D £ BT AL DICHTINTE Y, HRAICEKASINTWS
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IDEBMTOER L &1E (1)

¢ EFHEI0mHEHD

B DEEIRTLOEF 2T 4 %2R EIES7HDMERINE R4 LEET 2R EREZIR) AT Z &
1. WA= FR=—XDFBEAEVRTLDEF 2T 4 ZMAEIHES7-9(IZFIDO Alliance 122 = 151t

m X.1277 : Universal authentication framework

m X.1278 : Client to authenticator protocol/Universal 2-factor framework

OLD AUTHENTICATION WITH PASSWORDS MODERN AUTHENTICATION

Password might be entered
into untrusted App/Website
("phishing')

Authenticator cannot be

No secrets stored
on the server

Password could be
stolen from the server

"tricked" by phishing

: Challenge
Single gesture

convenience for user

User verification Authenticator FIDO authentication
N ~ v 0 ~

Requlre user gesture Private key
before private key can (Handle)
be used

Inconvenient to type
password on phone

Internet !
Something Devices Authentication
N . J

Too many passwords to remember

(Slgned) response

per account )
Public key

Nothing to remember, no friction

(>re-use / cart abandonment)

added to transaction process
X.1254(20)_FI.2

X.1254(20) FI.3

OIld authentication with passwords New authentication with UAF/CTAP
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IDEIRIRMOER L &L (2)
1. RIEIMICE->T-BEFENEEH
m X.1252, “Baseline identity management terms and definitions”.

« Decentralized identity B89 % FFE - TR DOHELY fHA

m X.1254, “Entity authentication assurance framework”.
« NIST SP800-63-3F #1287t L. SP800-63-3b%EXH AND &I, FIDODIRIH BA LRI %ITH - 7:

- Level of Assurance (LoA) 4L ~XJL A5 identity assurance levels (IAL). Authentication assurance levels
(AAL). Federation assurance levels (FAL) @329 L. ZNZEN3L ~NIJL(C

e R
Management and organizational T
\ ) P « Identity proofing
IA obustness of the identity proofing « Resolution
™~ process and the binding between « Validation
X the authenticator and the identity- o ificati
d / \ aﬁ?ﬁfztzlnr}c)e proofed individual. . Enro]\l/;:rénct:atlon
1 entity « Binding
Enrolment [
prOOﬁng fg « Authentication
« Credential management
AA Confidence that a given claimant is « Credential issuance
N— Privac |/ L the same as the previously * Credential suspension,
- Yy — A“;i’:::;‘;fct;"” authenticated subscriber. TCCVO(;:atif)fi’ and/or ldesg'/uction
* Credential renewal and/or
replacement
Authenticati Cross-domain Credential
ut entlc at]on au then tica tion mana g ement FA Combines aspects of the federation « Key management
model, assertion protection « Runtime dacisions
; trength, and assertion f
\ / Federation 5 o « Attribute management
\_ ) Assurance presentation
X.1254(20)_F02 X.1254(20)_F6-2
Core aligned identity management standards Digital identity assurance levels
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IDEIERMTDER & &1E (3)
IRTECHET{EEF

m X.1250, "Baseline capabilities for enhanced global identity management and interoperability"

2.

3.

16

m X.1251, " A framework for user control of digital identity"

e ERBIIMY X T L EDEHIAMY R T L EBAEDLEINAT7 )y FEETIILATZBICEZ TCETBY, ZOML Y RICEBRTDEHIZ, 77T FKR—2D
Y a— a3 b EHE-ETIL

BRERTPOEER

X.gpwd “Threat Analysis and guidelines for securing password and password-less authentication solutions”
- WHRBEICET B HA KT A

— BES

- X277 —RL BN EE

- NRT =KL RFBADEF 12U T4
X.tec-idms “Management and protection techniques for user data protection in distributed identity systems”
« Pll in decentralized systems®tF 21 7 «
QRICHRTEL 7=/¥R 7 — F L REREEICET B 1%5T
« OASISESAT TC TOQRA— KA 7RIV R T LDEF 2 U T 1 185
X.1403 “Security guidelines for using distributed ledger technology for decentralized identity management”.
« :RRE14: Distributed Ledger Technology (DLT) security & ®F[EIFFHF
X.srdidm “Security requirements for decentralized identity management systems using distributed ledger technology”
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& FE10TIE, JCA-IdMZBL T, BHEEATWSIEFEFEH 7 + 0 —

1. Accountable Digital Identity Association(ADIA)
« https://adiassociation.org/

2. Global Assured Identity Network(GAIN)
» https://nat.sakimura.org/2021/09/14/announcing-gain/

3. Trust Over IP (TOIP)
e https://trustoverip.org/

O Ik T7+—hHRELT
®m Decentralized IdM systems
m Zero Knowledge solutions
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https://adiassociation.org/
https://nat.sakimura.org/2021/09/14/announcing-gain/
https://trustoverip.org/
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DEXR -HEZXY, 21— - TA T T4T74D0F2 T 0mEEZBIEL TV,
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